LOI CAM ON

Trong qua trinh nghién ciu va hoan thién D6 an tt nghiép, tdi da nhan
duoc rat nhiéu su gilp d& va dong gop quy bau.

Dau tién, t6i xin bay to long cam on sau sic tGi thay gido huong dan l1a
Thac si Vit Tuin Minh - Gio vién Khoa Cong nghé thdng tin da ludn ung ho,
déng vién, tan tinh gidp d& va hd trg diéu kién tét nhat cho téi trong subt qué
trinh nghién ciu va hoan thién B an tot nghiép.

TOiI xin gui loi cdm on chan thanh t&i cac cac chuyén gia cua
EmbeddedSW Company, cac thay ¢ gido trong Khoa Cong nghé théng tin, cac
dong chi hoc vién 16p D3A da gop y, gilip d& tdi hoan thanh dé tai nay.

Cudi cling, t6i xin bay té 1ong cam on dén gia dinh, anh em, ban bé, cac
ddng chi ddng ddi da dong vién va co vii toi trong sudt thai gian nghién cau.

Mic du t6i da c6 nhiéu cd gang, nhung do trinh d6 con han ché, thoi gian
thuc hién chua nhiéu, nén trong bao cao khong thé tranh khoi sai sot. Toi rat
mong nhan dugc su gop Y cua tat ca moi ngudi dé hoan thién bao co nay.

Xin tran trong cam on tat ca!
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MO PAU
1. Ly do chon dé tai

Cung véi su phét trién caa khoa hoc ki thuat, thi viéc bao mat théng tin
ngay cang thé hién vai trd quan trong caa nd. Céc t chuc, tap thé, ca nhan ngay
cang quan tdm dén van dé bao mat cac théng tin, di liéu cua minh. Nhiéu khi
chi mot so suat nho 1am 16 lot thdng tin ¢ thé dan dén hau qua rat nghiém
trong.

Hon thé nira, ngay nay viéc truyén gui dit liéu cang tré nén pho bién va
can thiét. Vi vay van dé bao mat cho cac dix liéu dé dam bao an toan cho qué
trinh gui va nhan 1a khong thé thiéu. Khong it cac thuat toan ma hoa da duogc
str dung dé dam bao an toan cho dit liéu. Nhung chding van c¢6 mét s rai ro
nhat dinh, c4c thuat toAn ma héa ciing dan dan bi con ngudi tim ra cach giai
ma.

Chinh vi thé, mé hinh bao mat 4 16p dugc sang tao va phét trién. Md hinh
nay thé hién su vuot troi vé tinh bao mat so vai cac md hinh bao mat thdng
thuong. Khi sir dung mo hinh nay dir liéu khéng chi duwgc méd hoa ma con duoc
an dudi 16p vo boc 1a cac dir liéu da phuong tién binh thudng nho céc ki thuat
che dau thdng tin, nham tranh gay su chl y cho nhiing ngudi Khac.

Do d6 véi nhu cau st dung, tiém nang (ng dung ctia md hinh bao mat 4
16p, dugc sy dong ¥ hudng dan cua thay gido Thac si Vii Tuan Minh, t6i da
chon thuc hién dé tai “Nghién cizu mé hinh bao mdt 4 16p, &p dung vao gidu
tin trong dz liéu da phirong tién” dé lam Do an tét nghiép.

Viéc nghién cau tim hiéu vé van dé nay 1a co hoi dé tdi trau doi kién thuc
vé linh vuc an toan théng tin cu thé 1a vé bao mat thdng tin, ma hda dit liéu va
dau tin, nang cao kha ning tu duy, hiéu biét vé cac thuat toan ma hoa, cac ky
thuat dau tin, van dung céc kién thtc, ky niang da hoc dé giai quyét mot van dé
cu thé.

Két qua cua dé tai trude hét 1a mot ngudn tai liéu phuc vu cho sinh vién
CNTT, sau d6 déng gop mot phan nho bé vao viéc hd trg cac cong tac Cong
an, thuc hién dang tinh than phét huy noi luc cong nghé théng tin cia Nganh.
Tri thire hoc tap va nghién ciu duogc tir dé tai gidp nang cao trinh do, nang luc
ban than, dap tng y&u cau nhiém vu trong cong tac Cong an caa don vi sau khi
t6t nghiép ra truong.



2. Cac cong trinh nghién caeu ¢ lién quan

Du an ban ma ngudn mé OpenPuff 1a cdng trinh duy nhat ang dung mo
hinh bao mat 4 16p. Con & thai diém hién tai, ca trong va ngodi nuéc chua c6
cong trinh ndo khac nghién ctu chuyén sau vé mé hinh bao mat 4 16p nay.

Tuy nhién ¢ mot sé cdng trinh ¢ mot phan ndi dung nghién ctu lién
quan dén mé hinh bao mat 4 16p, cu thé nhu:

1. Nguy@n Thanh Cudng (2009), “Gidu tin trong anh va ang dung trong
an toan bao mat thdng tin”, Khoéa ludn tot nghiép, Trurong Pai Hoc Cong Nghé,
Pai Hoc Quac Gia Ha Ngi: Day 1a mot luan van ¢ ndi dung tap trung vao viéc
trinh bay mot sé khai niém lién quan dén Steganography va nghién ctiu vé ki
thuat Steganography duoc ap dung trong anh.

2. Yao Lu (2014), “Investigating Steganography in Audio Stream for
Network Forensic Investigations: Detection and Extraction”, Auckland, New
Zealand: Mot luan van c6 ndi dung chinh la nghién ctu Steganography trong
cac luong am thanh cho linh vuc diéu tra sé trén mang.

3. Cosimo Oliboni (2011), “OpenPuff Help: Steganography &
Watermarking”, Italy: Mot tai liéu tham khao chinh théng caa du 4n ban ma
ngudn ma OpenPuff. C6 noi dung chinh 1a gidi thiéu vé mé hinh bao mat 4 16p,
phan mém OpenPuff va cach st dung.

4. Michael Chesbro (2014), “OpenPuff: Steganography & Watermarking
Tool”: Mét bai giang vé gidi thiéu Steganography va phan mém OpenPuff.

5. Cosimo Oliboni (2011), “Multiobfuscator: Cryptography &
Obfuscation”, Italy: Mét tai liéu tham khao cua du 4n ma ngudn mé
Multiobfuscator, tién than caa OpenPuff. C6 ndi dung chinh I gigi thiéu vé bo
16i Multiobfuscator, thi sau ndy duoc st dung dé phét trién md hinh bao mat 4
16p va phan mém OpenPuff.

3. Muc dich nghién cau

Do an tét nghiép thuc hién nhiém vu “Nghién cu mé hinh bao mat 4
16p, 4p dung vao gidu tin trong dit liéu da phuong tién” nhiam muc dich tao tién
dé ly thuyét co sé cho viéc tim hiéu vé md hinh bao mat 4 16p. Bong thoi nghién
ctru viéc &p dung md hinh nay vao viéc giau tin trong di liéu da phuong tién
nho sir dung phan mém OpenPuff.



4. Nhiém vu nghién ciu

Sinh vién thyc hién dé tai: “Nghién cizu mé hinh bdo mdt 4 16p, &p dung
Va0 gidu tin trong diz liéu da phwong tién”, véi nhiém vy cu thé nhu sau:

1. Trinh bay, b4o céo tong quan vé mé hinh bao mat 4 16p, &p dung vao
giau tin trong dix liéu da phuong tién.

2. Ap dung duoc md hinh bao mat 4 16p vao giau tin trong dix liéu da
phuong tién bang phan mém OpenPuff.

5. Poi twgng nghién ciru
Déi tuong nghién ciru cua dé tai 1a:
1. M0 hinh bao mat 4 l6p.
2. Céc thuat toan ma hoa, dau tin lién quan dén mé hinh bao mat 4 15p.
3. Phan mém ban ma ngudn ma OpenPuff.
6. Phwong phap nghién cau
Phuong phéap nghién ctru bao gom:

1. Phuong phép phan tich va téng hop ly thuyét: Phan tich, nghién cau
cac tu lidu, tai liéu, ly luan tir nhiéu ngudn, phan tich ching thanh ting bo phan
dé tim hiéu sau sac vé mo hinh bao mat 4 16p. Tong hop, lién két tirng mit,
tirng bd phan théng tin da duoc phan tich tao ra mot hé théng Iy thuyét méi day
du va sau sic dé trinh bay vao bao céo.

2. Phuong phap tham khao tai liéu: Tai liéu vé linh vuc Steganograph,
tai liéu vé bao mat thdng tin, thuat toan trén Internet, bao cao khoa hoc, tai liéu
hoi thao.

3. Phuong phap tham khao y kién chuyén gia: Tham khao y kién cua
Lanh dao Khoa, cac thay cd gido c6 nhiéu kinh nghiém va céc Can bo Cong an
dia phuong.

4. Phuong phép thuc nghiém: Tién hanh cai dat, nghién ctu sir dung
phan mém OpenPuff an giau di liéu.

7. Pham vi nghién ctu

Trong khudn khd phuc vu cho D6 an tét nghiép hé Pai hoc chinh quy,

dé tai duoc dinh huéng c6 pham vi nghién ciru tap trung vao viéc nghién ctu



vé mo hinh bao mat 4 16p, &p dung md hinh bao mat 4 16p vao viéc giau tin
trong dix liéu da phuong tién bang céch sir dung phan mém ban ma ngudn mé
OpenPuff.
8. Cac dong gop cua PATN

Két qua nghién ctu cua dé tai s& 1a tai liéu vé md hinh bao mat 4 16p
trong linh vuc Steganography, cach thirc 4p dung md hinh bao mat 4 16p vao
giau tin trong dit liéu da phuong tién. San pham ciing 13 mot tai liéu tham khao
c6 tinh chuyén mon danh cho sinh vién chuyén nganh Céng nghé thong tin noi
chung va sinh vién cua Truong Pai hoc K¥ thuat - Hau can CAND noi riéng.

9. Bo cuc ciia PATN
B cuc cia DPATN gom c6 3 chuong:
- Chuong 1: Tong quan vé Steganography.
- Chuong 2: M6 hinh bao mat 4 16p va thuat toan lién quan.

- Chuong 3: Phan mém thtr nghiém &p dung mé hinh bao mat 4 16p vao
giau tin trong dix liéu da phuong tién.



) Chuong 1
TONG QUAN VE STEGANOGRAPHY

Chirong 1 tdp trung gidi thiéu mét cach tong quan nhat vé dinh nghia,
lich sit, cac khai niém co ban trong linh vuc Steganography. Trinh bay cac
phuwong phap, ky thugdt Steganography trong an toan théng tin. Nnam muc dich
tzo cho ching ta mét cai nhin chung nhdt vé linh vuc nay.

1.1. Giéi thiéu vé Steganography

Steganography (k¥ thuat giau tin) 1a ky thuat che giau mot tap tin, thong
diép, hinh anh hoac video trong cac tap tin, théng diép, hinh anh hoac video
khac. Thuat ngir Steganography dugc hinh thanh nho sy két hop cta nhitng tir
Hi Lap la: Steganos, ¢ nghia 1a “bao phu, che dau hoic bao vé” va Graphein,
c6 nghia 1a “viét”.

Cac ghi nhan dau tién vé thuat ngix nay do Johannes Trithemius st dung
trong cudn sach Steganographia ciia dng vao nam 1499, mot luan thuyét vé mat
ma va giau tin dugc nguy trang nhu mot cudn sach ma thuat. Cac thong diép an
duoc an hoic tro thanh mot phan cua mot tha hoan toan khac nhu: Hinh anh,
bai viét, danh sach mua sim hozic mot s6 dang van ban che giau khac [7].

Y&u cau quan trong nhat cua bat ky hé théng Steganography nao la con
nguoi hoic may tinh khdng thé phan biét mot cach dé dang gitra cac déi tuong
binh thuong va doi tugng c6 chira di lidu bi mat [3].

Steganography bao gém ca viéc che gidu thong tin trong cac tap tin may
tinh. Trong linh vuc giau tin ky thuat s6, cac thdng tin lién lac dién cé thé bao
goém giau tin ma hda bén trong tang van chuyén, chang han nhu mét tap tin tai
liéu, tap tin anh, phan mém hodc giao thirc. C4c tap tin da phuong tién rat phi
hop cho viéc truyén giau tin bai vi ching c6 kich thudc tap tin 1on [7].

Steganography gém 2 thanh phan chinh:

- Thuat toan giau tin.

- B6 giai m& thong tin.

Thuat toan giau tin duoc dung dé gidu thdng tin vao mot ddi tuong van
chuyén bang céch sir dung mot khoa bi mat dugc dung chung bai ngudi ma hoa
va nguoi giai ma, viéc giai ma thdng tin chi cé thé thuc hién duoc khi c6 khoa.
Bo giai ma thuc hién giai ma trén d6i twong van chuyén da chaa dit lidu dé tra
lai théng diép an trong no.



Qua trinh Steganography co ban dugc mo ta nhu sau:
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Hinh 1.1. Luoc db chung cho qué trinh Steganography.
Trong do:

- Péi twong van chuyén bao gom céc dbi tuong duoc dung lam moi
truong dé giau tin nhu: Text, audio, video, anh,...

- Giau théng tin 12 muc dich cta nguoi st dung, thdng tin gidu 1a mot
lugng thdng tin mang mot y nghia nao d6 nhu anh, logo, doan van ban... tuy
thugc vao muc dich ctaa nguoi st dung.

- Théng tin s& dugc gidu vao trong doéi tugng van chuyén nhd mot bo
nhang, bo nhing 1a nhitng phan mém, trién khai c4c thuat toan dé giau tin va
duoc thuc hién véi mot khoda bi mat gidng nhu cac hé ma co dién.

- Sau khi giau tin ta thu dugc dbi twong van chuyén chira thong tin bi mat
va dugc phan phdi sir dung trén mang.

- Sau khi nhan dugc ddi twong van chuyén c6 giau thong tin, qua trinh
giai ma dugc thuc hién thdng qua mot bo giai mé twong ung véi bo nhang théng
tin cung vai khéa cua qua trinh nhung.

- Két qua thu duoc gom dbi twong van chuyén ban dau va thdng tin da
giau. Cudi cuing thdng tin giau s& duoc xu ly kiém dinh dé xac nhan nguon goc
cua thong tin [1].

Muc dich chinh cua Steganography 1a gidu di nhitng thong diép bi mat
khoi viéc kiém duyét, gian diép hay ké trom. Nhitng thong diép tuong ching
nhu v hai va nham chan ciing ¢ thé thu hat sy cha y.

Nhitng thong diép da duoc ma hoa co thé s& khong bi giai ma va phat
hién boi nhirng thé luc thi dich, nhung viéc str dung ma hoa cé thé 1am ke dich
tin rang thdng tin c6 chtra théng tin nhay cam hozc khdng hop phép du né co



hay khong. O mét s6 noi, viéc sir dung mac d6 bao mat cao cd thé bi han ché
hoic bi cAm. Steganography cho phép théng diép da ma hda duoc an di va tranh
khoi nhitng sur t0 mo cua nguoi Khac.

Trong khi Cryptography (mat mé hoc) chi la viéc bao vé cac noi dung
cuia mot thong diép don thuan, Steganography con lién quan véi viéc che gidu
su that trong qué trinh truyén gui mot théng diép bi mat, ciing nhu che gidu noi
dung cua thdng diép.

Uu diém cua Steganography 1a nhitng théng diép bi mat duoc chu y
khdng dé thu hat su chi y dén ban than nd. RS rang ta c6 thé nhin thiy cac
thong diép da duoc ma hoa, tranh dugc sy to mo, quan tdm cua nhitng nguoi
khac.

Steganography lam rat tt trong viéc giau di 1 luong nho dit liéu bi mat.
Han ché I6n nhit cua Steganography 1a céc tap tin van chuyén phai 16n hon
dang ké so véi nhitng dir liéu da duoc an. Vi du, ta khdng thé an noi dung caa
1 cudn sach 16n trong 1 tép hinh anh nho [5].

T6m lai, Steganography la ky thuat gidu mot truyén thong bén trong mot
truyén thdng khac, véi muc dich 1a che gidu nhiing théng diép bi mat ma khéng
lam anh huong dén thong diép chung. Ky thuat ndy gilp ngudi dung binh
thuong kho co thé phét hién va giai ma cac thong diép bi mat duoc an chua
trong cac thong diép khéac, gilp tang cuong tinh an toan théng tin trong qua
trinh truyén tai dit liéu [1].

1.2. Lich sir vé Steganography

Nhitng ghi nhan vé viéc sir dung Steganography dau tién 1a tir nim 440
truedc cong nguyén, khi Herodotus, mot nha st hoc Hy Lap, da ghi chep lai hai
vi du trong lich st cua minh:

- Ghi chép thtr nhat vé Histiaeus, mot bao chia caa Miletus vao cudi thé
ky thir 6 truéc cong nguyén, da gai mot théng diép dén chu hau cua 6ng,
Avristagoras, bang cach cao dau day té dang tin cay nhat cia minh, danh dau
thong diép lén da dau cua han, chd toc moc lai va gai han cho Aristagoras voi
su hudng dan 1a hdy cao dau minh khi gap Aristagoras.

- Ghi chep thir 2, Demaratus, moét vi vua caa Sparta, da gai mét loi canh
bao vé& mot cudc tin cong sap téi cua Hy Lap bang cach viét né truc tiép vao
16p boi bang gd ctia mot bang sap truée khi dugc phu sép ong 18n nd. Bang sap



duogc str dung phd bién sau d6 nhu tai st dung bé mit dé viét ban thé hoac ding
dé viét cac van ban ky hiéu [7].

Thuat ngir Steganography lan dau tién dugc st dung bgi Johnnes
Trithemius (1462-1516) trong bo ba tac pham Polygraphia va trong
Steganographia. Céc nha hoc gia khi d6 nghi ngo rang cuén sach da chra mot
mat ma va di cb gang dé giai ma bi an do, tha ma da khéng thé duoc giai quyét
cho dén nam 1996.

Duong nhu cac phuong phép Steganography som dugc sir dung dé an
théng diép trong van ban, nd ciing duogc goi la ngdn ngtr Steganography hoac
la Acrostics.

Mot dy an vé ngdn ngir Steganography noi tiéng c6 tén la Cardan’s
Grilled, n6 ban dau duoc hinh thanh & Trung Qudc va dugc xay dung lai boi
Gerolamo Cardano, mot hoc gia ngudi Y. N6 don gian chi la nhiing ving che
day van ban trén buc thu chira thong diép bi mat.
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Hinh 1.2. Mau thu chira Steganography cua Carda’s Grille.

Mot mau phuong phap ning cao tir Cardan’s Grille, nd duoc goi la
Turning Grill da duoc sir dung Thé chién thar nhat.

Bé ngoai, Turning Grill tréng giéng nhu mot tim ludi binh thuong.
Nhung dé st dung Turning Grille, b ma héa duoc thuc hién bang cach viét
day thar nhat trong buc thu, sau d6 xoay tim lugi 90 d6 va viét dong thr 2 cua
birc thu, va ¢ tiép tuc nhu vy, xoay taim ludi sau mdi dong mot. Sau do6 théng
diép bi mat dugc tao thanh.



Mot trudng hop khac cua Steganography trong Thé chién thi nhat 12 viét
thong diép bi mat sir dung muc khdng mau. Cac gian diép da su dung sita, giam
va nudc hoa qua dé viét thong diép trén mot to gidy den va nd khéng thé nhin
thay bai mit nguoi. Ngudi nhan c6 thé nhin thay thong diép bang cach 1am
nong to gidy.

Trong Thé chién tha hai, ki thuat Steganography da dugc phat trién va
ung dung. Nazis da tao ra phuong phap goi la Microdot. Mot Microdot 1a mot
birc anh nho ciia mot chu ky danh may. N6 co thé tai san xuat theo tiéu chuan
kich thudc trang danh may véi do rd nét tuyét voi, cuc ky kho dé phat hién. Sau
d6, nguoi Bac st dung Microdot dé truyén sé luong Ion dit liéu in trong chién
tranh.

Vao nam 1980, Thuay van vd hinh da dugc sir dung boi cyu tha tudng
Anh, Margaret Thatcher. Sau khi mot sé tai liéu noi bo da bi ro ri, Thatcher da
y&u cau tt ca hé théng xu Iy tai liéu ma hoa danh tinh caa ho trén cac khoang
trong cua tai liéu. Diéu nay cho phép cac bo truong khdng trung thanh nhanh
chong bi phat hién.

Hién nay, cac hinh thtic caa Steganography ky thuat s6 ¢6 tim quan trong
dic biét. C6 mot sé cong nghé ki thuat sé ma cong déng quan tam nhur: tap tin
van ban, anh, video, audio.

Pa s6 cac t6 chirc sir dung cong nghé Steganography dé bao vé so hitu
tri tué. Cac td chuc khéc thi sir dung cdng nghé Steganography c6 lién quan voi
Digital Watermark (thay van s6) cho viéc bao vé tai san. Str dung nhiéu k¥
thuat, cac tap tin anh, nhac, phim, c6 thé in dau véi cac Digital Watermark [3].
Vé khai niém Digital Watermark s& duoc trinh bay cu thé ¢ phan sau.

Steganography dang phat trién nhanh chéng nhu mot cong nghé bao mat,
c6 vai trd quan trong trong nhiéu khia canh cua linh vyc cong nghé thong tin
noi chung ciing nhu linh vire an todn thdng tin noi riéng. Cac phan tiép theo s&
trinh bay cu thé vé cac noi dung caa cong nghé Steganography nay.

1.3. Céac khéi niém co ban trong Steganography

Pé hiéu rd hon vé Steganography ciing nhu dé dang tim hiéu hiéu céc
noi dung trong cac phan toi, phan nay sé dé cap dén mot sb khai niém can chu
y trong linh vuc Steganography:

1. Gidu tin: La qua trinh an mot dix liéu vao trong mot méi trudong dit
liéu khac. Dtr liéu trudce khi giau cé thé dugc nén va ma hoa bang nhiéu cach.



Trong cac ung dung doi hoi do bao mat cao, viéc giau di liéu chinh 1a mot
phuong phéap bao mat thong tin hiéu qua. Viéc giau dit liéu duoc tng dung
trong nhiéu linh vuc khac nhau nhu bao vé ban quyén, ngan ngtra sao chép trai
phép, truyén thdng bi mat v.v..

2. Gidu tin trong di# ligu da phwong tién: La mot phan cua khai niém
“oiaU tin” Vi viéc sir dung dit liéu da phuong tién 1am phuong tién van chuyén.
Gidu théng tin trong dit liéu da phuong tién c6 nhiéu tng dung trong thuc té
nhu trong viéc xac dinh quyén s¢ hitu, chéng xuyén tac thong tin va chuyén
giao dir liéu mot cach an toan.

3. Secret Messages (thong diép bi mat): La cac thong tin, dir liéu quan
trong ma ching ta can che dau, dam bao bi mat va can duoc bao vé trong qué
trinh truyén tai.

4. Carrier (d6i tirong vén chuyén): La tinh hiéu, ludng hoac tép dir liéu
ma trong d6 dit liéu an duoc che dau bang nhirng cach stra doi tin vi. Vi du nhu:
Tap tin am thanh, hinh anh, tai liéu va cac tap tin thi hanh. Trong thuc te, Carrier
nén bt chuéc va lam viéc giéng nhu cac Carrier ban dau chua duogc sira doi,
va nén c6 vé “lanh tinh” véi bat cir ai mudn kiém tra né.

Mot sb thudc tinh dan dén viéc nghi ngd mot tép tin dang chtra dit ligu
an:

+ Néu dir liéu an co kich thudc 16n so véi noi dung cua nha cung cap,
nhu kich thudc 1 megabyte trong mot tap tin tai liéu trong.

+ Viéc str dung cac dinh dang d3 13i thoi hodc phan mé rong duoc hd trg
kém.

Mot yéu cau mat ma |a cac Carrier phai l1a ban goc, khdng phai ban sao
cua mot thir gi da dugc cong khai, vi du nhu da duogc tai Ién Internet. Vi ma
ngudn dit lidu cdng khai co thé duoc ddi chiéu vai phién ban c6 chira mot thong
diép an da dugc nhing vao.

Mot yéu cau nira la théng diép duoc nhing khong thay doi sb liéu thong
ké caa mot Carrier (hoac cac chi sé khac) vi su hién dién cua mot thong diep
¢6 thé bi phét hien [8].

5. Carrier Engine: L4 16i cua bat cir mot cong cu Steganography nao.
Cac dinh dang tép khac nhau duoc sira d6i theo nhiéu cach khac nhau dé dix
lieu an duogc an bén trong chung. Cac thuat toan xir Iy bao géom:
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+ Injection (tiém thudc)
+ Generation (thé hé)

+ Dir liu phu (Ancillary data) va thay thé siéu dir lieu (Metadata
Substitution).

+ LSB (Least Significant Bit) hoic thay thé thich tng (adaptive
substitution).

+ Thao tac khéng gian tan sé (Frequency space manipulation) [8].

6. Carrier Chain (chudi ddi fuwong vdn chuyén): Dit liéu an c6 thé dugc
phan chia gitra mot tap hop cac tap tin, tao ra mot Carrier Chain, trong do6 co
c4c tinh chat ma tat ca cac doi tuong van chuyén phai ¢ la: Tinh kha dung, tinh
toan ven va phai dugc xir Iy theo thtr t chinh xac dé lay cac dir liéu an.

Tinh nang bao mat b sung nay thuong dat duoc bang cach:

+ Str dung Vector khai tao khac nhau cho mdi d6i twong van chuyén va
Iwru trit n6 bén trong céc ddi teong van chuyén da duoc xir ly, diéu ndy c6 nghia
la: CryptedlV, = Crypt (IV,, CryptedIV,.).

+ Str dung mot thuat toan mat ma khac cho mdi d6i twong van chuyén va
lya chon né bang mot thuat toan chudi thi tu phu thudc [8].

7. Modified Carrier (ModCarrier): La céc ddi tugng van chuyén sau khi
da duoc stra doi, cling ¢6 nghia 1a chiing da duoc nhiing cac théng diép bi mat.

8. Embedded (nhing): Céach viét khac Embedding, Imbedded hoic
Imbedding, la quéa trinh nhung cac théng diép bi mat vao trong mot dir liéu moi
trudng ndo do, vi du nhu cc tap tin van chuyén.

9. Obfuscation (sw X0 trén): La ¢ y che diu vé y nghia c6 dung y cua
truyén théng, thuong bang cach 1am cho théng diép tré nén d& nham 1an, mo
hé hoic kho hiéu [9].

10. Noise (nhiéu): La su xuét hién nhitng dac diém la cua thong diép bi
mat can duoc nhdng so véi lc ban dau. Viéc nay nham muc dich la théng diép
bi mat tré nén kho hiéu dé duoc bao mat cao hon.

11. Digital Watermark (thuy van so): La mot loai danh dau bi mat duoc
dau trong mét tin hiéu chaa nhidu nhu dit liéu &m thanh, hinh anh hoic video.
N6 thuong duoc st dung dé xéac dinh quyén so hitu ban quyén cua tinh hiéu do.
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Digital Watermark 1a qua trinh gidu thong tin ky thuat sé trong maot tin
hiéu Carrier, nhung khéng can ¢ mot mdi quan hé vai cac tinh hiéu Carrier
do.

Digital Watermark c6 thé dugc si dung dé xac minh tinh xac thuc hoic
tinh toan ven cua tin hiéu Carrier hoic dé hién thi danh tinh cua chu s& hitu. N6
dugc sir dung rong réi dé theo ddi vi pham ban quyén va dé xac thuc tién gidy.

Gidng nhu cac Physical Watermark, Digital Watermark thudng chi nhan
biét dugc trong diéu kién nhat dinh, vi du nhu sau khi st dung mot s thuat
toan.

Néu mot Digital Watermark 1am thay doi tin hiéu Carrier theo cach ma
no tré nén dé nhan thay, nd co thé duoc coi 1a kém hiéu qua tiy thuoc vao muc
dich sur dung cua no.

Cac Watermark truyén thdng c6 thé duoc ap dung cho cac dit liéu da
phuong tién cé thé nhin thay, giong nhu hinh anh hoic video, trong khi ¢
Digital Watermarking, tin hiéu c6 thé 1a &m thanh, hinh anh, video, van ban
hodc mo hinh 3D.

Mt tin hiéu c6 thé mang nhiéu Watermark khac nhau ciing mét luc.
Khong giéng nhu siéu dir liéu duoc thém vao tin hiéu Carrier, mot Digital
Watermark khong thay doi kich thuéc cua tin hiéu Carrier.

Céc thugc tinh can thiét cia mot Digital Watermark phu thudc vao cac
truong hop st dung noi ma né dugc ap dung. Bé danh dau cac tép phuong tién
vé6i thdng tin ban quyén, mot Digital Watermark phai twong d¢6i manh mé chéng
lai nhitng stra doi ¢d thé dugc &p dung cho tin hiéu Carrier. Thay vao do, néu
dam bao tinh toan ven, mot Watermark dé gay v s& duoc ap dung.

Ca Steganography va Digital Watermark déu s dung cac ki thuat
Steganographic dé nhang dix liéu bi mat trong tin hiéu nhiéu. Tuy nhién, trong
khi Steganography nham muc dich khong nhan thay déi véi cac giac quan cua
con ngudi, Digital Watermarking ¢é gang kiém soat tinh manh mé nhu 13 vu
tién hang dau. Digital Watermark 1a2 mot cong cu bao mat thu dong. N6 chi
danh dau dix lidu cht khdng 1am suy giam n6 hoic kiém soat truy cap vao dix
licu [10].

12. Tinh khdng nhin thdy: La mot trong ba yéu cau cua bat ky mot hé
giau tin ndo.Tinh khdng nhin thay Ia tinh chat vo hinh cua thdng tin nhiing trong
phuong tién nhung.
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13. Tinh mgnh mé: L& yéu cau tha hai cia mot hé giau tin. Tinh manh
mé 1a n6i dén kha nang chiu dugc cac thao tac bién doi nao do trén phuong tién
nhlng va cé&c cudc tan cong c6 cha dich.

14. Kha nang nhing: LA yéu cau thir ba cia mot hé giau tin. Kha ning
nhang chinh 1a sb lugng thdng tin dugc nhing trong phuong tién chia [1].

1.4. Steganography trong an toan théng tin

Phan nay s& gigi thiéu vé cac phuong phap Steganography dugc sir dung
trong linh vuc an toan thdng tin. Bong thoi phan loai va lam noi bat vai tro cua
Steganography trong an toan thdng tin. Gigi thiéu vé ki thuat giau tin LSB.
1.4.1. Phan loai Steganography trong an toan thong tin

Trong an toan thong tin, ¢ rat nhiéu phuong phap Steganography ma
hau hét ching ta déu quen thudc: Tir muc khdng mau dén nhitng bic anh
Microdot,... V&i sy phét trién cia may tinh va Internet, chiing ta ¢ nhiéu cach
khac dé giau thong tin hon trong linh vuc an toan thong tin, chang han nhu:

- Nhitng kénh bi mat. Vi du, Loki va mét s6 c¢ong cu tir chdi dich vu phan
tdn su dung Giao thic ICMP - Internet Control Message Protocol, 1a kénh
truyén théng giira nhitng ké xau va mét hé thong bi xam nhap.

- An van ban trong céc trang Web.

- An céc tap tin trong cac “Plain Sight”. Vi du an tap tin voi tén la cac
tap tin am thanh quan trong trong thu muc C:\Winnt\System32.

- Mat khau Null. Vi dy, st dung chit cai dau tién caa mdi tir dé tao thanh
mot théng diép an trong mot van ban vé hai.

Tuy nhién, Steganography ngay nay phtc tap hon nhiéu so véi cac vi du
trén, cho phép ngudi dung an nhiéu luong thdng tin trong cac tép hinh anh va
am thanh. Cac hinh thirc Steganography nay thuong duoc su dung két hop véi
mat ma dé thdng tin duoc bao vé kép. Thong tin duoc ma hoa va an dé trudc
hét ké tan cong phai tim ra thdng diép, mot nhiém vu thuong gap nhiéu kho
khan va sau d6 la phai giai ma no.

Hién nay, c6 rat nhiéu loai phuong phép Steganography va ching hd trg
hau hét cac dinh dang tap tin s6.
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Hinh sau ddy cho thay cac dang tép tin khéac nhau cd thé st dung cho ky
thuat Steganography:

Text

A

S Image
Céc thé loai
Steganography

S Audio/Video

Protocol

Ry

Hinh 1.3. C4c thé loai cua Steganography.

Nhin chung, chi c6 3 phuong phap trong an dau mét thdng diép k¥ thuat
s6 trong linh vuc cong nghé thong tin 12:

- Injection (tiém thuéc)
- Substitution (thay thé)
- Genaration of new files (tao ra cac tap tin maoi)

Injection c6 nghia 14 truc tiép nhing thdng diép bi mat vao trong vat cha
moi truong. Van dé 1a nd thuong tao ra c4c tap tin vat cha lon va sau d6 lam né
tré nén dé dang bi phat hién.

Substitution c6 nghia Ia thay thé dix liéu binh thuong bang di liéu bi mat.
NG s& gitt nguyén kich thuéc cua tap tin vat chi nhung cd thé 1am mat mot s6
dir ligu cua tap tin vat chu nguyén ban.

. Genaration of new files, nhu cai t&n cia no, 1a tao ra mot vo boc duy nhat
dé an dur liéu bi mat di.
Véi 3 phuong phép trén, ching ta c6 thé chia thanh 6 cong nghé sau:
- Subtitution System Techniques.
- Transform Domain Techniques.
- Spread Spectrum Techniques.
- Statistical Method Techniques.
- Distortion Techinques.

- Cover Generation Techniques [3].
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1.4.2. Giéi thigu ky thuat LSB

LSB (Least Signification Bit) hay con goi la bit it quan trong nhat, 1a mot
ki thuat gidu tin duoc sir dung phé bién trong cac tap tin hinh anh. Y tudng cua
thuat toan nay Ia tién hanh giau tin vao céc vi tri bit it quan trong nhat caa moi
phan tir trong ban mau.

Day 1a phuong phap gidu tin don gian nhat, théng diép dudi dang nhi
phan s& duoc gidu (nhing) vao cac bit LSB - 12 bit c6 anh huong it nhat téi viéc
quyét dinh téi mau sac ctia mdi diém anh. Vi vay khi ta thay doi bit it quan
trong cua mot diém anh thi mau sic caa mdi diém anh méi sé twong dbi gan
V6i diém anh cii. Vi du d6i véi anh 16 bit thi 15 bit 1a biéu dién 3 mau RGB
cua diém anh con bit cudi cung khong dung dén thi ta s& tach bit nay ra & moi
diém anh dé gidu tin...

Vi du: Téch bit cudi cing trong 8 bit biéu dién mdi diém anh cua anh

256 mau.
10011}.{) 1001(&1 111009'0

Hinh 1.4. Biéu dién bit it quan trong nhat trong ky thuat LSB

Trong phép tach nay ta coi bit cudi cing la bit it quan trong nhat, thay
d6i gia tri cua bit ndy thi s& thay doi gié tri cua diém anh 1én hoic xubng ding
mét don vi, voi su thay d6i nho d6 ta hi vong 1a cip do mau cua diém anh s&
khong bi thay doi nhiéu. [2]

Vi du thyc hién giau chit cai “A” ¢6 ma ASCII 12 65, duoc biéu dién dudi
dang bit 14 01000001 vao trong 8 byte cua tap tin goc:

Bang 1.1. Vi du giu chir cai A vao trong 8 byte dau cua tap tin géc.

8 byte ban dau Byte can giau (A) 8 byte sau khi giau
01001001 0 01001000
11010111 1 11010111
11001100 0 11001100
10110101 0 10110100
00100100 0 00100100
00100101 0 00100100




00100000 0 00100000
00001010 1 00001011

1.4.3. Vai tro caa Steganography trong an toan thong tin

Steganography c6 vai tro rat quan trong trong linh vuc an toan thong tin.
N6 dugc st dung trong viéc che diu va bao mat céc théng diép bi mat, quan
trong duogc truyén gui trén cac moi trudng truyén thong nhu mdi trudng mang.

Trong an toan théng tin, Steganography cé lién quan mat thiét vai
Cryptography. Cryptography la qué trinh ma hoa cac thong diép dé ngudi khac
khong thé dé& dang hiéu dugc boi mot nguoi khdng duoc ty quyén. Mat Khac,
Steganography s& an théng diép dé ngudi khac khong thé biét vé su ton tai cua
thong diép do.

Néu mot ngudi ndo d6 xem céc doi tugng chira thong tin an s& khdng thé
nghi rang c6 thdng tin dugc an trong do. Do d6, ho s& khong ¢é ging dé giai
ma thong diép.

Quaé trinh giu tin trong Steganography duoc biéu dién nhu hinh dudi
day.

Cong nghé
Steganography

Poi twong Doi twong Stego
van chuyén > (P&itwong cung

(Text/Image/Video) v&i di¥ liéu nhing)

'

Di¥ ligu
dwoc nhiang
Hinh 1.5. M6 hinh chung caa qué trinh giau tin trong Steganography.
Trong do:

- C4c thong diép bi mat c6 thé duoc nhing vao cac di tugng van chuyén
boi bo ma hda Stegosystem cuing viéc str dung khéa mat khau.

- Mot théng diép bi mat c6 thé 12 van ban thd, van ban mat ma, mot bac
anh hoic bat cu thtr gi khac ¢6 thé biéu dién dugc dudi dang mét ludng bit.

- Mot khi ddi tugng van chuyén dugc nhing théng tin vao thi né dugc
goi la d6i twong Stego.
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- Sau qué trinh nhang, d4i tuong Stego dwgc gui dén nguoi nhan. Nguoi
nhan st dung bo giai ma thich hop clng véi khéa mat khau dé tim ra ban géc
cua théng diép ngudi giri mudn truyén dat.

Mot ki thuat Steganography can thoa man 2 yéu cau:

Céc |é&p an ninh cua

Steganography
Bao vé chong lai Bao vé chang lai
sy phat hién suw loai bo
(di¥ liéu dwoe an di) (tai lidu dworc dénh dau)

Hinh 1.6. L6p an ninh cua Steganography.

- Bao vé chéng lai su phat hién (Protection Against Detection) rat can
thiét néu muén dam bao rang théng diép dugc nhiing khdng dugc phat hién boi
bén thar ba tréi phép.

- Bao vé chong lai sy loai bo (Protection Against Removal), c6 nghia la
co gang deé ngan chan viéc loai bo céc dir liéu an, khong lam hong hoac lam suy
giam chat Iugng caa no.

Mic du c6 rat nhiéu loi ich va nhitng cdng nghé hién dai trong
Steganography, nhung trong linh vuc truyén théng, viéc ¢am bao an toan thdng
tin 12 nhiém vu quan trong nhat.

Véi sy tién bo ciia cong nghé va viéc sir dung rong rai cua World Wide
Web cho truyén théng da 1am tang thém cac thach thirc trong an ninh, an toan
vé thong tin.

Céc cong nghé tién tién da l1am cho céc trao doi thong tin qua mang an
toan hon. Nhung khi ma cac cong nghé nay khong dam bao su tin cay cho viéc
truyén thong bi mat trén mot khoang cach dai thi ching ta can phai tao ra mot
co ché an ninh bé sung. Khéng thé khong ké dén vai trd caa hai linh vuc
Cryptography va Steganography. Chung gilp bao mat théng tin ngay ca khi
ching ta bi 16 lot trong duong truyén.

Trong khi Cryptography giit bi mat thong tin bang cach thay doi y nghia
va théng tin xuat hién caa théng diép, thi Steganography st dung co ché bao
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mét bang cach dau cac théng diép bi mat vao cac thdng diép thong thuong khac.
Cac ndi dung dugc nhing 1am thay dbi kich c& khdng dang ké cho céc thong
diép bi nhang.

Chinh vi céc ly do trén, Steganography ngay cang thé hién sy quan trong
cua minh trong linh vuc an toan théng tin.

Phan nay da trinh bay twong dbi rd nét vé vai tro caa Steganography
trong linh vuic an toan thdng tin 1am tién dé co s¢ dé ching ta tiép tuc nghién
ctru SAu vé mo hinh caia nd trong cac chuong tiép theo, cu thé 1a nghién ciru mo
hinh bao mat 4 16p ¢ chuong 2.

1.5. Két luan chwong 1

Chuong ndy da hoan thanh viéc trinh bay mot cach tong quan nhat vé
linh vuc Steganography gém céc ndi dung sau:

- Gigi thiéu vé Steganography: Trinh bay dinh nghia, cach thac 1am viéc,
luge dd chung, muc dich sir dung, uu diém, han ché caa Steganography.

- Lich sir vé Steganography: Qua trinh hinh thanh va phét trién cua
Steganography.

- C&c khai niém co ban trong Steganography: Trinh bay cac khai niém
thuong gap nhat trong Steganography nhu: Gidu tin, gidu tin trong diz lidu da
phuong tién, Secret Messages, Carrier, Carrier Engine, Carrier Chain,
Modified Carrier, Embedded, Obfuscation, Noise, Digital Watermark, tinh
khéng nhin thay, tinh magnh mé, kha néang nhing.

- Steganography trong an toan théng tin: Gigi thiéu vé Steganography
trong linh vuc an toan thdng tin, mé hinh hoat dong chung, cac l6p an ninh caa
Steganography. Trinh bay cac thé loai, cac phuong phap ky thuat so cua
Steganography, tam quan trong cua né trong linh vyuc nay.

Viéc gidi thiéu tong quan vé Steganography va céac khai niém lién quan
& chuong ndy nham muc dich tao nén tang kién thic co s& phuc vu cho viéc
tim hiéu cac thuat toan, cac Iop trong md hinh bao mat 4 I6p s& trinh bay ¢
Chuong 2.
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Chuong 2
MO HINH BAO MAT 4 LOP VA THUAT TOAN LIEN QUAN

Ngi dung cua chirong 2 sé trinh bay ly thuyét vé gidi thiéu téng quan,
kien trdc mo hinh va cac thudt toan co bdan trong mé hinh bdo mdt 4 16p. Lam
rd qua trinh ma hoéa cua tung lop trong mo hinh bao mdt nay, dac biét la di sau
hon vao 2 16p dau Layer 1 va 2, con 2 lép Layer 3 va 4 thi chi nghién ciu &
mutc dé hiéu biét do van dé déc quyén cia md hinh bdo mdt 4 16p. Ngoai ra,
chwong ndy coNn dwa ra mét sé nhdn xét vé wu nhwoc diém cua md hinh, gidp
ching c6 thé dé dang danh gia va so sanh mé hinh nay véi cac mé hinh bao
mat khac.

2.1. Tong quan vé mod hinh bio mat 4 16p
2.1.1. Gi6i thiéu vé mé hinh bao mat 4 l6p

MO hinh bao mat 4 16p (4 Layers Security) la mot md hinh bao mat thong
tin do EmbeddedSW Company, mét cong ty chuyén san xuat cac hé théng
nhing d3 sang tao va phat trién nham muc dich ma héa va an giau céc thong
diép bi mat trong céc tap tin van chuyén. M6 hinh nay da duoc chinh
EmbeddedSW Company tng dung trong du an ban ma ngudn md OpenPuff
ctia minh. M6 hinh bao mat 4 16p duoc phét trién dya trén hé théng ma nguon
mao LibObfuscate.

Hé thong ma ngudn mo LibObfuscate 1a mot hé thong thuc hién Multi-
Cryptography, hay con goi la da mat md, mot loai mat mé nang cao caa ma hoa
X4c suat vai 16 thuat toan ma hda khdi hién dai ma ngudn mé, dugc chon trong
sb: AES-Process, NESSIE-Process va CRYPTREC-Process.

LibObfuscate con st dung thuat toan Cypher-Block-Chaining (CBC) dé
thuc hién céc thuat toan ma hoa dya trén khéi, cho phép ching hoat dong nhu
cac thuat toan dya trén ludng.

M6 hinh bao mat 4 16p gom: Modern Multi-Cryptography, CSPRNG
Based Scrambling, CSPRNG Based Whitening, Adaptive Non-Linear
Encoding. Trong do:

- Hai l6p dau tién 1a Modern Multi-Cryptography va CSPRNG Based
Scrambling duoc sédng tao va phét trién dya trén hé thong ma ngudon mé
LibObfuscate.
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- Hai 16p con lai la CSPRNG Based Whitening va Adaptive Non-Linear
Encoding dugc EmbeddedSW Company phét trién nhu mot cdng nghé doc
quyén cua ho, nén & pham vi d6 an nay chi dung lai & viéc tim hiéu chung vé 2
16p ndy chir khong thé di sau vao viéc phan tich chi tiét.

Cac 16p cu thé nhu sau:

- Layer 1 - Modern Multi-Cryptography: Mot bo 16 thuat todn mat méa
hién dai ma ngudn maé 256 bit da duoc két hop thanh thuat toan da mat mé, sur
dung hai mat khau (256 bit + 256 bit).

- Layer 2 - CSPRNG Based Scrambling: Dit liéu da bi ma hda sé bi xao
tron dé pha vo bat ky luong bit nao con ton tai. Su dung mot bo
Cryptographically Secure Pseudorandom Number Generator (CSPRNG), hay
con goi 12 bo tao s6 gia ngau nhién mat ma, duoc gieo véi mot mat khau thi 3
(256 bit) va dit liéu duoc x4o tron hodn toan véi nhitng chi sé ngau nhién.

- Layer 3 - CSPRNG Based Whitening: Dir liéu da bi x&o tron sé duogc
lam trang bang cach tron 1an véi mot luong Ion nhiéu, dugc lay tir mot bo
CSPRNG doc lap dugc gieo cuing voi mot Entropy phan cang.

- Layer 4 - Adaptive Non-Linear Encoding: Dir liéu da 1am tring duoc
ma héa bang cach st dung mot ham phi tuyén tinh, sir dung cac bit cua ddi
tugng van chuyén ban dau 1am dau vao. Nhitng doi tugng van chuyén da duogc
stra doi s& can it thay do6i hon trong qué trinh nhing dit liéu bi mat va danh lra
duogc nhiéu thr nghiém Steganalysis.

Data

Y4

Encrypt

O

Scrambling

O

Whitening

O

Carrier (=4 Encoding > ModCarrier

Hinh 2.1. Cac lop trong m6 hinh bao mat 4 16p.
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Ngoai ra EmbeddedSW Company con phét trién thém chic ning “bao
mat thém” hay con goi la Deniable Steganography cho mé hinh nay. Dix liéu bi
mat hang dau c6 thé duoc bao vé bang cach sir dung dir lidu it bi mat hon nhu
Decoy (mdi nhtr) né dugc xem nhu 12 dir liéu “bi mat thay thé” trong truong
hop ngudi gidu tin budc phai tiét 16 dit liéu bi mat caa minh [4].

2.1.2. Kién trdc cia md hinh bao mat 4 lép
M6 hinh bao mat 4 16p dugc xay dung vai kién tric nhu hinh vé sau:

| Random Engine (CSPRNG) |

| Data 1/N || Data 2/N |

! !
Pssw [~ KDF4| | EJ I Encryption (CSPRNG) |
B Pssw !

IVs [16x] 1/N (128bit)

 IVs [16x] 2IN (128bit)

& Pssw | [ scrambiing (CSPRNG) |

Whitening (CSPRNG)

IVs [16x] N/N (128bit)

Adaptive Encoding ——

‘Carrier Engine

| Carrier 1/N | | Carrier 2/N | | Carrier N/N |
|

| ModCarrier 1IN | | ModCarrier 2/N | ModCarrier NIN |

Hinh 2.2. Kién tric Steganography ciia mé hinh bao mat 4 16p.

Véi co ché hoat dong:

- Dit liéu duoc phan chia thanh nhiéu khéi véi kich thude nhat dinh: Data
1/N, Data 2/N,..., Data N/N.

- CO thé sir dung nhiéu di twong van chuyén, sb luong d6i tuong van
chuyén phu thudc vao lugng di liéu can giau.

- Mot mang Vector khoi tao ngau nhién 1V duoc két hop trong qué trinh
ma hoa dix liéu.

- Mat khau vin ban (32 ky tu = 256 bit) dugc mé rong thanh 16 mat khau
phuc vu cho qua trinh mé& hoa.

- Dit liéu dugc ma hoa lan dau vai hai khoa 256 bit (A, B), mot khoa st
dung cho bo tao sb gia ngau nhién mat ma CSPRNG, mot khoa sir dung cho
qua trinh m& hoa Multi-Cryptography.
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- Dir liéu @3 ma hda sau d6 dugc x4o tron, cung véi khoa the 3 (C), dé
pha v& bat cir luong bit nao con lai.

- Dt liéu da x40 tron sau d6 dugc 1am trang bang viéc tron nhidu ngau
nhién.

- Dit liéu d3 1am tring lai tiép tuc duoc ma héa str dung mét phuong thirc
ma hoa phi tuyén tinh sir dung cac bit van chuyén nguyén mau lam dau vao.
Nham muc dich chinh sira cac ddi twong van chuyén truéc khi nhdng di ligu
vao chiing dé cd thé vuot qua c4c thir nghiém Steganalysis.

- Cuébi cling cé4c dbi twong van chuyén da dugc chinh stra nhan cac ludng
Xt ly. Tung khoi dir liéu da qua cac qua trinh ma hoa trén dugc nhing vao cac
doi twong van chuyén thdng qua mot bo Carrier Engine [4].

Nhu vay, noi dung trén da trinh bay tong quan vé mé hinh 4 16p va co
ché hoat dong caa nd. Con vé phan kién tric ting 16p s& dugc trinh bay chi tiét
trong cac noi dung tiép theo.

2.2. Chirc nang cac lop trong mo6 hinh bao mat 4 lép
2.2.1. Layer 1 - Modern Multi-Cryptography

Layer 1 - Modern Multi-Cryptography duoc xay dung véi viéc sir dung
mot bo gom 16 thuat todn ma hoa hién dai ma nguén mé. Cac thuat toan mé
hoa st dung trong 16p nay dugc chon tir cac thuat toan: AES Process [1997-
2000], NESSIE Process [2000-2003] va CRYPTREC Process [2000-2003].

S6 thuat toan dé duge két hop lai thanh mot thuat toan da mat ma su
dung 2 mat khau véi kich thudc 256 bit. Cu thé Multi-Cryptography bao gom
cac thuat toan méa hda sau: AES, Anubis, Camellia, Cast-256, Clefia, FROG,
Hierocrypt3, Idea-NXT, MARS, RC6, Safer+, SC2000, Serpent, Speed,
Twofish, Unicorn-A [4].

M® hinh caa Layer 1 dugc trinh bay nhu hinh vé sau:

L Vi v | Key | Key Pssw @
o> | —> G [ 1
V| IV Key ‘ Key \ Kor4
RaceCon \ /

A|lB|C|D Cipher | Pssw g AN Cc D
E|F|G|H CipHER | OracLe ‘ E|(F|G|H
—_ —_—
| J|K|L CIPHER | J -
M|{N|O|P l Ciprer M|{N|[fO|P
SecreTDat SecreTDATA'

Hinh 2.3. So d6 m6 hinh Layer 1 - Modern Multi-Cryptography.
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O so dd trén mé ta qua trinh ma hoa dit liéu bi mat bang cach su dung
mot bo da mat ma duogc chon lya ngau nhién, dugc két hop véi bo khoa Key
dugc mé rong nho ham KDF4 va mang Vector khoi tao V.

KDF4 viét tit cua Key Derivation Function 4 123 mot ham c6 chuc ning
cung cap thém nhiéu khéa bi mat tir mot khéa chi nham phuc vu cho qua trinh
tao s6 gia ngau nhién mat ma CSPRNG. KDF4 trong mé hinh bao mat 4 16p str
dung 4 thuat toan bam mat méa 512 bit la: Grostl, Keccak, SHA2, Skein.

Layer 1 chinh 1a mét phan cua hé thng ma nguon mé LibObfuscate da
dugc phét trién truéc do. O day, dit lidu s& dugc qua mot bo ma hoa Multi-
Cryptography 128 bit block - 256 bit Keys [16x] - CBC.

Multi-Cryptography st dung hai mat khau 256 bit (A va B). Mat khau
thir nhat (A) s& dugc mé rong bang ham KDF4, va cac mat khau da dugc mo
rong d6 s& dugc cung cap cho 16 thuat toan ma hoa da néu dé thuc hién qua
trinh ma hoéa dit liéu, nho st dung 1 bo CSPRNG dé thuc hién qua trinh chon
ngau nhién thuat todn ma hoa. Cu thé thuat toan ma héa Multi-Cryptography
s& duoc trinh bay chi tiét & phan thuat toan lién quan.

Nhu vay, day 1a 16p cd vai trd rat quan trong trong mé hinh 4 16p. Dit
liéu di qua 16p nay sé tir ban ro dugc mé hoa hoan toan thanh cac dix liéu khong
thé dé dang dé cd thé hiéu dugc. Cac 16p con lai caa md hinh s& duoc trinh bay
& cac phan tiép theo.

2.2.2. Layer 2 - CSPRNG Based Scrambling

Trong Layer 2 - CSPRNG Based Scrambling, cac dix liéu da ma hoa lubn
phai duoc x4o tron dé pha v bat ky cau tric caa cac ludng bit con lai. Layer 2
st dung mot bo CSPRNG véi mot mat khau tht ba 256 bit va cac dit lidu dugc
tron 13n hoan toan véi cac chi sé ngau nhién.

O 16p nay viéc xéo tron duoc thuc hién bang thuat toan Scrambling (xé&o
tron) bién doi tht tu cac bit cua dit liéu dau vao thanh cac bit dau ra co thu tu
ngau nhién nho st dung bo CSPRNG dugc gieo clng véi mot mat khau thi 3
(C). Mat khau (C) dong vai trd khoi tao Seed cho qua trinh tao s6 ngau nhién
st dung CSPRNG. Dix liéu dugc x40 tron hoan toan ngau nhién nén viéc co thé
sap xép lai n6 ma khong can mat khau 1a diéu khdng thé.
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Scrambling ciing 1a mét phan trong hé théng ma ngudn mé LibObfuscate
véi md hinh tdng quan duogc thé hién nhu hinh sau [4].

A|B|C|D H|J|K|N

F|G|H Pssw L (M| D|A

1| J [ ORACLE OmsEm C | P

M|N | O|P F G| | =
SecreTDATA’ SecreTDATA”

Hinh 2.4. So @6 mé hinh caa Layer 2 - CSPRNG Based Scrambling.
V61 hoat dong nhu sau:
- CSPRNG duoc thiét lap véi mot mat khau doc lap (C).

- Cho mét ludng dau vao n byte, thuc hién n/2 lan thuat toan xao tron
ngau nhién In-place, 1a mot thuat toan bién doi dau vao khdng st dung cau tric
dix liéu phu trg, khong han ché vé viéc 1p lai chi s6. V&i mé ta nhu hinh dudi

[6]:

D[] | Df2] | D3] | D4l | D8] | Dfel | D71 | D8l

[ Pssw P P Pl
{208 10w ——f 201 |

OracLE HE HE
v v IR v o

D8] | D[28] | D3] | D[4l | D5 | DB] | D7 | D2

Hinh 2.5. M6 ta thuat toan Scrambling trong Layer 2 - CSPRNG
Based Scrambling.

Thuat toan Scrambling s& duoc két hop véi mot bo CSPRNG duoc gieo
cuing voi mot mat khau (C) dé tao mot mang cac cap chi sé ngau nhién n/2 phan
twr, vai n 12 d6 dai khdi caa dix lieu vao. Sau do6 thuc hién ddi chd cac khéi theo
mang céc cap chi sb da duoc tao dé tién hanh x&o tron dir liéu ban dau.

2.2.3. Layer 3 - CSPRNG Based Whitening

O Layer 3 - CSPRNG Based Whitening, cac dit liéu da bi x&o tron sé
duoc tron véi mot luong 16n nhiéu, tao ra bai mot CSPRNG doc 1ap duoc khai
tao v4i mot Entropy phan cung.
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Trong mé hinh bao mat 4 16p thi Layer 3 1a mot cdng nghé doc quén.
Nén trong noi dung nghién ciru cua dé tai chi dé cap ¢ mac do gidi thiéu tong
quan vé 16p nay chix khdng thé nghién ciu chuyén sau.

Layer 3 c6 md hinh nhu sau [4]:

H|J|K|N H:
N v B NoiseLevel g
o|B|C|P Bl
a B E S
SecreTDATA” SecreTDATA™
Hinh 2.6. So @6 mé hinh caa Layer 3 - CSPRNG Based Whitening.
Trong do:

- Dit liéu va nhiéu (phu thuoc chinh vao mac do nhiéu) dugc tron vao
cac khdi co kich thudc cd dinh. Gia st cac khdi dir liéu co kich thuéc 1a 960
byte, ta co:

+ Minimum: 300% nhiéu (720 byte) / dit liéu (240 byte).

+ Maximum: 5900% nhiéu (944 byte) / dit liéu (16 byte).

- Kich thudc khbi 960 byte budc nhiing ké tan cong s& phai kiém tra tat
ca nhitng khéi nhidu kha dung.

- Str dung CSPRNG két hop voi thuat todn hoan vi Bit-level
Durstenfeld’s-Shuffled P-Box, cung cap mat cong cu lam trang véi mot tap hop
cac chi s6 ngau nhién khong lap.

OrAcLE
RFndllerm RandPerm [+ D’[1-16] f==-PEdg e
[ -
RandPerm RandPerm [¢— | D'[17-32] [--- PPt
H’EmdPerm RandPerm [+ | D'[33-48] |---sfrilcdl A
L1
RandPgrm RandPerm D[49-B4] [ === PErr R
[— sTs

Hinh 2.7. M6 ta thuat todn Whitening cuaa Layer 3 - CSPRNG
Based Whitening.
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O thuat todn nay, CSPRNG dugc st dung dé tao cac chi sé ngau nhién
khong l3p, va dugc tron vai cac khdi di liéu nhidu mot cach ngau nhién.

Whitening ciing 1a thanh phan chinh cua Deniable Encryption, hoic
Deniable Steganography, chic nang “bao mat thém” caa mo hinh:

- M6 hinh bao mat 4 16p hd tro an dix liéu bi mat va nhiéu Decoy, n muc
Deniable Steganography, duoc goi la cac Aspect.

- S Aspect t6i da phu thuoc & muc 16i LibObfuscate, vé mirc do nhiéu
véi kich thudc khéi 1a 960 byte:

+ Minimum: 4 Aspect ang véi 300% nhiéu/dir liéu.
+ Maximum: 60 Aspect trng véi 5900% nhiéu/dir liéu.

Viéc chén Decoy ciing tuong tu viéc chen dir li¢u bi mat, nhung ching
chi duoc chén Ién nhitng vi tri tréng chua dugc st dung, khong thé chén de 18n
cac dix liéu bi mat [6].

ORACLE
D,"[1-16] FEIETEEEE TEEE
b
RREndPerm RandPerm [+ ---rm **H"-p g g g
D."[1-16] it H‘:: A
D,"[17-32] e e
RandPgrm RandPerm 1+ D.'[17-32] BBl ¢ i i o o o o g i
g g
::Eft:"“. PRSP PR NSRS
D,"[33-48] O o P P T € B P P4 7 P T B
RandPgrm RandPerm [ -
D,"[33-48]
1 D,"[49-64]
RandPgrm RandPerm ==
) | D,"[49-64]
|

Hinh 2.8. Qua trinh chén Decoy ngau nhién nham muc dich
Deniable Steganography.

2.2.4. Layer 4 - Adaptive Non-Linear Encoding

O Layer 4 - Adaptive Non-Linear Encoding, cac dir liéu bi lam trang
lubn dugc ma hoéa tiép bang cach sir dung chic nang phi tuyén tinh, st dung
cac bit van chuyén nguyén mau lam dau vao, nham muc dich vuot qua nhiéu
thir nghiém Steganalysis.

Pay ciing 1a mot 16p doc quyén caa mo hinh bao mat 4 16p. Vi vay céc
tai liéu chuyén sau vé 16p nay khong dugc chia sé. Do d6 dé tai ciing chi dirng
lai & mirc &6 giGi thiéu tong quan nhu ¢ Layer 3.
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Layer 4 c6 so d6 nhu sau:

1/2(3|4(5(6|7(8|9[10[11/12
13(14/1516/17|18( 19|20/ 21| 22|23| 24
| R 25|26 |27|28| 29|30| 31 32| 33| 34|35/ 36
37|38|39|40|41|42|43|44| 45|46 (4748
Copine 49|50 51|52| 53| 54|55 56| 57| 58 |59| 60

l 61|62|63|64|65|66/67|68|69(70|71/72

m:

SecretDATA™ CARRIER

tL (2] M ¢ [31[4][ ]| ¢[5] (]3] | r[7 (=] 08| [0 (0] [ ]| ¢[11][12] [ ]
£ (13] (14] (W] ¢ [15] 16 (] £ [17] 18] [_ ]| + [19] 20] I £ [21] [22] ]| £ 23] [24] [ ]
£ (2] 26 [D] £ [27] 28] [ ]| £[20][30] [A] £ [31][s2] [ ]) £ [33][34] 0]} £ [25][36] [ ]
£ (37] 28] [B1 [39] 0] [ ]| £[41][42] [€]| £ [as] [44] [P] £ [45] [46] [ ]| £ [47][as][ ]
(49l 0] []] ¢[51][52)[F 1 £[53](54) €] £ [55] [56] [ ] £ (57 [58] (1] £[50][60) [ ]
1 [61][62][E]| £ [63] 6] [ (6] [oe] [_]| £ 67] [es] [ r [60][70] [ ]} ¢ [1][72][]

CARRIER’

Hinh 2.9. So @6 mé hinh caa Layer 4 - Adaptive Non-Linear Encoding.

Dit liéu trude khi tiém vao cac tap tin van chuyén, da duoc ma hoa va
lam trang nén mot lugng nho dir liéu bi mat can an s& tré thanh mot luong dit
liéu ngau nhién I6n hon, s& gay sy chd y va nghi ngo. Vi vat cac tap tin van
chuyén truge khi dugc tiém can ma hoa né bang cach st dung mot ham phi
tuyén tinh lay céc bit caa cac tap tin van chuyén nguyén mau nhu dau vao. Céc
tap tin van chuyén da duoc stra doi sé chi can thay doi it hon va lam giam luong
phan hoi théng ké caa ching, danh lira nhiéu bai kiém tra Steganalysis [4].

Ta c6 vi du ma hoa ¢ Layer 4 nhu hinh vé sau:

Data
D ambling S g
y
[1[1]of1]
ol1lol1] 4 0ol1]0 Y
11001 i Aol N 1 ERE
Carrier ModCarrier

Hinh 2.10. Vi du vé qua trinh ma hoa cua Layer 4 - Adaptive
Non-Linear Encoding.
O vi du trén, dé tién hanh tiém céc bit Data 1101 vao Carrier c6 day bit
0101 1001. Ta s& thyuc hién qué trinh ma hoa Carrier bang ham phi tuyén tinh
thanh 0100 1101 dé chua dit liéu bi mat 1a 1101, dong thoi sb luong bit 0 va bit
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1 cua ModCarrier van khéng thay doi nén cé thé vuot qua céc bai kiém tra
théng ké.

Noi dung trén da trinh bay vé cac Iép trong md hinh bao mat 4 16p. Tiép
theo, cac phan ngay sau day s& nghién ctu, tim hiéu vé céc thuat toan duoc sir
dung trong mé hinh nay.

2.3. Cac thuat toan dwec sir dung trong mé hinh bao mat 4 lép

Trong md hinh bao mat 4 16p duoc sir dung rat nhiéu thuat toan nhu:

- CSPRNG - Based on AES.

- Hashing - 512 bit: Grostl, Keccak, SHA2, Skein.

- Cryptography - 256 bit - ECB - 128 bit block: AES, Anubis, Camellia,
Cast-256, Clefia, FROG, Hierocrypt3, Idea-NXT, MARS, RC6, Safer+,
SC2000, Serpent, Speed, Twofish, Unicorn-A, Wrapper.

- Multi-Cryptography: 256 + 256 bit - CBC - Segment.

Nhung & pham vi d &n nay chi tap trung nghién ctu mot sb thuat toan
noi bat trong md hinh bao mat 4 16p.
2.3.1. Thuat todn Cryptographically Secure Pseudo-Random Number
Generator dwa trén AES - CTR

2.3.1.1. Thuat toan Cryptographically Secure Pseudo-Random Number
Generator

Cryptographically Secure Pseudo-Random Number Generator (CSPRNG)
hodac Cryptographic Pseudo-Random Number Generator (CPRNG) la mot
Pseudo-Random Number Generator (PRNG) dugc két hop véi cac thuc tinh
riéng biét 1am cho n6 phu hgp hon dé st dung trong mat ma hoc.

Trong d6, PRNG la mét thuat toan nham muc dich tao ra mot day sé co
cac thugc tinh caia chudi cac s6 ngau nhién.

Mic di chudi s6 do PRNG tao ra khéng thuc su ngau nhién, vi né duoc
xéac dinh bai mot tap céc gia tri ban dau tuong ddi nho, dugc goi 1a hat giéng
PRNG. Nhung b tao s6 ngau nhién rat quan trong trong thuc té boi vi toc do
cua ching trong qué trinh tao s6 va kha ning tai san xuat.

Nhiéu khia canh cua mat ma hoc doi hoi s6 ngau nhién nhu:

- Key Generation: La qua trinh tao ra khoa trong Cryptography. Mot
khoa duoc dung d¢é ma hoa va giai ma bat ca dir liéu ndo duoc ma héa hoic

28



giai ma. Mot thiét bi hoac phan mém sir dung nhitng Generation Key dugc goi
la Key Generator hoic Keygen.

- Nonce: La mot sé tly y ma chi duoc s dung mot 1an. N6 thuong 1a
mét s6 ngau nhién hoac gia ngau nhién duogc phat hanh trong mét giao thirc xac
thuc dé dam bao rang truyén thdng ciit khdng thé duoc tai sir dung trong cac
cudc tan céng Replay Attack. Ching ciing c6 thé hiru ich nhu céc Vector khai
tao va ham bam mat ma.

- One-Time Pad: La mét ki thuat ma héa ma khodng thé bi pha. Trong ky
thuat ndy, mot ban rd dugc ghép ndi véi mot khoa bi mat ngau nhién. Khi do,
mdi bit hodc Ky tu cua ban rd dugc ma hoa bang cach két hop n6 véi cac bit
hoac ky tu twong (ing cua Pad sir dung md-dun sb hoc.

- Salt trong luoc db chir ky sé: La dit liéu ngau nhién dugc sir dung nhu
mot dau vao bo sung cho mot chirc nang mét chieu dé bam mot mat khau hoac
mot cum mat khau.

Mot CSPRNG phai dap ang dugc ca hai yéu cau sau:
- Pau tién, chdng phai vuot qua cac bai kiém tra théng ké ngau nhién.

- Thir 2, chling chdng d& tét dudi cac cudc tan cong nguy hiém, ngay ca
khi mot phan cua trang thai ban dau hodc hoat dong cua ching tré nén kha dung
cho ké tan cong.

Cu thé:

- Mdi CSPRNG phai dap ung cac bai kiém tra Next-bit. D6 13, khi cho k
bit dau tién cua mot chudi ngau nhién, khdng co thuat toan thoi gian da thirc
nao ma cd thé du doan bit thir k+1 v&i xac suat thanh céng 16n hon 50%.
Andrew Yao, mot nha khoa hoc may tinh Trung Qudc, da chiing minh vao nam
1982 rang mot hé théng sinh ngau nhién vuot qua bai kiém tra Next-bit s& vuot
qua tat ca cac bai kém tra thong ké thoi gian da thic khac cho ngau nhién.

- MJi CSPRNG phai chéng dugc cac State Compromise Extension,
nhitng phan maé rong trang thai gay hai. Trong truong hop mot phan hoac toan
bo trang thai caa nd da duoc tiét 16 hodc doan chinh xac. N6 khdng nén tai tao
lai chudi s6 ngau nhién trudc khi dé tiét 1.

Ngoai ra, néu c6 mot dau vao Entropy trong khi hoat dong, nd s& khdng
kha thi khi st dung hiéu biét vé trang thai dau vao dé c6 thé doan duogc cac diéu
kién tuong lai cua trang thai CSPRNG.
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Phan nay chi gigi thiéu vé thuat todn CSPRNG dé tao co s& cho cac phan
duoc trinh bay sau do.

2.3.1.2. Thuat toan AES

AES viét tit cua tir Advanced Encryption Standard, hay tiéu chuan ma
hoa tién tién, 1a mot thuat toan ma hoa khéi duoc chinh phu Hoa ky ap dung
lam tiéu chuan m& hoa.

AES gidng nhu tiéu chuan tién nhiém DES, né ciing duoc ky vong sé ap
dung trén pham vi thé gidi va da duoc nghién ctu rat ki ludng. AES duoc chap
thuan 1am tiéu chuan lién bang bgi Vién Tiéu chuan va Cong nghé qudc gia
Hoa Ky (NIST) sau mét qué trinh tiéu chuan hoa kéo dai 5 nam.

Thuat toan AES duoc thiét ké bai hai nha mat ma hoc nguoi Bi 1a: Joan
Daemen va Vincent Rijmen. Thuat toan nay duoc dat tén la Rijndael khi tham
gia cudc thi thiét ké AES. Mic du 2 tén AES va Rijndael van thuong dugc goi
thay thé cho nhau nhung trén thuc té thi 2 thuat toan khong hoan toan giéng
nhau.

AES chi 1am viéc vai cac khéi dit liéu dau vao va dau ra cé kich thuge
128 bit va khoa c6 do dai 128, 192 hoic 256 bit. Trong khi Rijndael cd thé 1am
viéc véi dix liéu va khoa co do6 dai bat ky 1a boi sé cua 32 bit, nam trong khoang
tir 128 dén 256 bit. Cac khoa con str dung trong cac chu trinh duoc tao ra boi
qua trinh tao khoa con Rijndael. Mdi khda con ciing 1a mot cot gom 4 byte.

Hau hét cac phép toan trong thuat toan AES déu thuc hién trong mot
truong hitu han caa cac byte. Mai khéi dit liéu 128 bit dau vao dugce chia thanh
16 byte, c6 thé xép thanh 4 cot, mdi cot 4 phan tir hay 1a mot ma tran 4x4 cua
cac byte, n6 dugc goi la ma tran trang thai. Trong qua trinh thuc hién thuat toan
C4C toan tir tac dong dé bién d6i ma tran trang thai nay.

Qua trinh thyc hién thuat toan AES c0 2 cbng Viéc:

- Thtr nhat 1a mé rong khoa (Key Expansion): La qua trinh tao cac vong
khoa tir khoa chinh, mdi khoa con chaa 4 byte.

- Thtr hai 1a qué trinh ma hoa. Bao gom cac budc:
1. Kheoi @ong vong lap:

1. AddRoundKey - M3i cot cua trang thai dau tién 1an luot duoc két
hop v&i mot khoa con theo thir ty tir dau ddy khoa.

2.Vong lap:
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1. SubBytes - Day la phép thé (phi tuyén) trong d6 mdi byte trong
trang thai sé duoc thé bang mot byte khac theo bang tra (Rijndael S-box).

2. ShiftRows - Dich chuyén, céc hang trong trang thai duoc dich vong
theo sb budc khac nhau.

3. MixColumns - Qué trinh tron 1am viéc theo céc cot trong khéi theo
mot phép bién dbi tuyén tinh.

4. AddRoundKey
3. Vong lap cudi:

1. SubBytes

2. ShiftRows

3. AddRoundKey
Tai chu trinh cudi thi bugc MixColumns khong thuc hién.
Cu thé thi cac budc dugc thuc hién nhu sau:

- Buréc SubBytes: Céc byte dugc thé thdng qua bang tra S-box. Pay chinh
la quéa trinh phi tuyén cua thuat toan. Hop S-box nay dugc tao ra tir mot phép
bién do6i kha nghich trong truong hitu han GF (28 bit) c6 tinh chat phi tuyén.
Dé chdng lai cac tan cong dua trén céc dic tinh dai s6, hop S-box nay dugc tao
nén bang cach két hop phép nghich dao véi mot phép bién doi Affine kha
nghich. Hop S-box nay ciing dugc chon dé tranh cac diém bat dong. Trong
budc SubBytes, mdi byte dugc thay thé bang mot byte theo bang tra S: by =
S(ai,-).

a0,0 aO,l a0,2 a0,3 0,1 bU,Z b0,3

b,,|b
SubBytes
a SCACACE
b, |b
b

a

1,0

>

a2,0

a3,0

| . _
Hinh 2.11. M6 hinh ctaa budc SubBytes.

- Buéc ShiftRows: Cac hang duogc dich vong mot s6 budc nhat dinh. Déi
véi AES, hang dau duoc gitt nguy@n. Mdi byte ctaa hang thi 2 dugc dich vong
trai mot vi tri. Tuong tu, cac hang thi 3 va 4 duoc dich vong 2 va 3 vi tri. Do
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vay, mdi cot khdi dau ra ciia budc nay sé bao gom cac byte & da 4 cot khéi dau
vao.

Péi voi Rijndael vai do dai khéi khac nhau thi s6 vi tri dich chuyén ciing
khac nhau. Trong budc ShiftRows, cac byte trong méi hang dugc dich vong
tréi. S6 vi tri dich chuyén tly thudc ting hang.

No
change a0,0 a0,]. a0,2 a0,3 ao,o ao.l a0.2 a0,3

ShiftRows
a

a a
A g s
shift2| & 0| @ ; ?2 ?2,3 Dol &3] 80| A
'\._,51.___/'
Shift 3| 85 5| 93 1| B35

Shift1| @y o[ 91 1 91

0
il
P N

1,3 71,0

N )

Q

a

2,5 3,1 73,2

Hinh 2.12. M6 hinh cua budc ShiftRows.

- Buréc MixColumns: Bén byte trong ting cot dugc két hop lai theo mot
phép bién doi tuyén tinh kha nghich. Mdi khéi 4 byte dau vao sé cho mot khoi
4 byte ¢ dau ra véi tinh chat 1a moi byte & dau vao déu anh huong tai ca 4 byte
dau ra.

Cung véi bude ShiftRows, MixColumns d tao ra tinh chat khuéch tan
cho thuat toan. Méi cot dugc xem nhu mot da thac trong truong hitu han va
dugc nhan véi da thuc ¢(x) = 3x3 + x2 + x + 2 (modulo x* + 1). Vi thé, budc
nay co thé duoc xem la phép nhan ma tran trong trudng hiru han. Trong budc
MixColumns, mdi cot dugc nhan véi mot hé sb ¢ dinh c(x).

I by |

>

b0,3

P
o o

= =
= | e
N N
o
w

Ke=2
s ¢

‘WD'
w

\

& c(x)
Hinh 2.13. M0 hinh cua budc MixColumns.

- Buéc AddRoundKey: Tai budc nay, khda con duoc két hop véi cac
khdi. Khda con trong mdi chu trinh duoc tao ra tir khda chinh véi qué trinh tao
khoa con Rijndael; mdi khoa con c6 do dai gidng nhu cac khbi.
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Quaé trinh két hop dugc thuc hién bang cach XOR tung bit caa khéa con
véi khdi dit liéu. Trong buéc AddRoundKey, mdi byte duoc két hop véi mot
byte trong khoa con cua chu trinh sir dung phép toan XOR.

a0,0 aO.l a0,2 a0,3 b0.0 bo,l b0,2 b0.3
ENEREREE b ol b, bl b s
a2,() a2, a2,2 2,3 ’ bZ,O bZ, b2,2 2,3
a3,() a3.1 3,2 3.3 bB.O b3 2 L3
kD,O kO,l k0,2 I<[),3
kl,o kl.l |<‘1,2 kl,3
Kolke| K2 ks
I<3,() I%,l b 3,3

Hinh 2.14. M6 hinh cta buéc AddRoundKey.

- T6i wu hoa: Déi vai cac hé thong 32 bit hoac 16n hon, ta c6 thé tang tc
d6 thuc hién thuat toan bing cach sat nhap cac budc SubBytes, ShiftRows,
MixColumns va chuyén ching thanh dang bang. C6 ca thay 4 bang véi 256
muc, m&i muc 1a 1 tir 32 bit, 4 bang nay chiém 4096 byte trong bo nhé. Khi do,
mdi chu trinh s& dugc bao géom 16 lan tra bang va 12 lan thyc hién phép XOR
32 bit cung vai 4 phép XOR trong budc AddRoundKey.

Trong trudng hop Kich thuéc cac bang van 16n so véi thiét bi thuc hién
thi chi ding mét bang va tra bang két hop véi hoan vi vong quanh [11].

2.3.1.3. Thuat toan Counter Mode

Counter Mode (CTR Mode) con dugc goi 1a ché do truy cap so nguyén
hoac ché do dém sé nguyén phan doan, dugc chuan hoa bai NIST trong SP
800-38A vao nam 2001.

CTR Mode st dung mot b dém thay vi mot bo 1V truyén théng. Bo dém
c6 céc thudc tinh bo sung bao gom: Mot Nonce va mot bo dém ban dau. O ché
d6 nay khéng yéu cau phai dém thém vao cac ban rd dé dat kich thudc khdi cua
ban ma.

CTR Mode c6 chirc nang bién mot mat ma khéi thanh mot mat ma dong.
NG tao ra khdi Keystream tiép theo bang cach ma hoa céc gia tri ké tiép cua
mot bo dém. Bo dém phai tao ra mot chudi trinh tu dam bao khéng lap lai trong
mét thoi gian dai. CTR Mode thich hop dé van hanh trén mot may da xu 1y, noi
cac khdi co thé dugc ma hoa song song.
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Trong truong hop Nonce duoc chon ngau nhién, ching c6 thé duoc két
hop véi bd ¢ém bang cach sir dung bat ky phép toan khong 1am mét dix liéu nao
nhu: Phép ndi, thm hoic XOR dé tao ra khdi bo ¢ém duy nhat cho ma héa.
Trong truong hop None khoéng ngau nhién, chiang han nhu mot bo dém goi tin,
cac None va b dém duoc ndi lai. Vi du, luu trir Nonce trong 64 bit cao va bo
dém trong 64 bit thap cua khdi bo dém 128 bit [12].

So dd dudi day md ta qua trinh ma hoa va giai ma sir dung CTR Mode:

Nonce BS d&m Monce BO d&m Monce BO d&m

c5%bcf3s. elelelelelalele) c59bcf35. 00000001 £39bcf35. olelelelelelebe
LIITTTTITTITTITT] LIITTTTITITIT] LIITTTTITITITTITT]

block cipher
encryption

block cipher
encryption

block cipher

Key encryption

Key — Key —=

Bdnrd — Binrd —= Banrd —
[TITTTTTTIITTT11] [TTITTITITITT11] [TITTTTTTIITTT11]

[ITTTITITITITTITIT11 [ITTTTITITTIITITITIT11 [ITTTITITITITTITIT11
Badn ma Ban ma Bdn ma

Hinh 2.15. So @ ma hoa cua Counter Mode.

Monce B& dém Monce BO d&m Nonce BO d&m
c50hef3s. QO0000G0 c59hcf3s. elelelelelelel ) cS59bef35. QOEA00E2

block cipher block cipher block cipher
Key decryption Key decryption Key decryption
Banmd —— Banmid —— Banmid ——
LLITTITTITTTIT] LIITTTITTITTTIT] LIITTTITTITTTIT]
LLITTITTITTTIT] LIITTITTITTTIT] IIIIII’III"IIIII
Ban ro Ban rod Ban ro

Hinh 2.16. So d6 giai ma cia Counter Mode.

Do tinh di xtiing ctia phép toan XOR, ma hoa va giai ma thuc chat dugc
thuc hién cac budc giéng nhau.

Ta quy udc:

- C; 1a khéi ban ma thr i.
- P; 1a khéi ban rg thu i.
- O; 1a khéi ma hoéa tht i.

- 1; 12 bo ¢ém thir i, bao gdm phan None va phan Counter.
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- K la khoa.

- E la thuat toan ma hoa.

Ta c6 cong thirc mé hda: C; = P; XOR O;
Ta c6 cong thic giai ma: P; = C; XOR O;.
Trong do: Oi=Ex (;); li=lix + 1.

2.3.1.4. Sw dung thuat toan Cryptographically Secure Pseudo-Random
Number Generator dwa trén AES - CTR trong mo hinh bao mat 4 lép

Trong md hinh bao mat 4, mot bo CSPRNG stir dung méd hoa AES-256
va cac mat ma khéi an toan dugc thuc thi trong CTR Mode ¢d cAu tric nhu so
dd sau:

Entropy L CTR (128bit)

l - Random Engine (CSPRNG)
Key (256bit) || 128bit Blocks - 256bit Key - CTR

I

Random

Hinh 2.17. So d c4u trdc thuat todn Cryptographically Secure
Pseudo-Random Number Generator.

So d6 trén 12 mot bd CSPRNG tao sé ngau nhién nho xir Iy cac khéi dix
liéu dau vao 128 bit vai khda cd kich thuge 256 bit dua trén ma hoa AES duoc
thuc hién trong CTR Mode. N&i mét cach dé hiéu thi né chinh 12 CTR Mode
duoc giai thich ¢ phan trudc véi thuat toan ma hoa E 1a AES-256 bit, ¢6 kich
thudc bo dém 1a 128 bit.

Thuat toan CSPRNG dua trén AES - CTR ¢6 2 phan chinh [13]:

- Thuat toan tao Seed: Seed la yéu t6 quan trong khéng thé thiéu trong
bat ky bo tao sb ngau nhién nao. Trong thuét toan CSPRNG thi Seed duoc tao
bang 2 cach:

+ Tao Seed thi1 cong: Seed duoc tao tha cong bang ham bam mat ma:
Seed = Hash (Passw, Nonce).

Trong d6: Hash 1a mot trong s6 4 ham bam mat ma: Grostl, Keccak,
SHAZ2, Skein; Passw la mat khau; Nonce 1a mot s6 bat ky.
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+ Tao Seed ty dong: Seed dugc tao ty dong bang cach st dung céc ludng
xu ly cua may tinh. Cac ludng xt Iy ludn dugc sap xép bai hé diéu hanh theo
mét thir ty khdng thé doan trudce dugc. Gia sir cd N ludng hoat dong song song,
né lam tang hoac giam gia tri da duoc chia sé trudc do, sau qua trinh do sé cho
két qua 1a cac gia tri ngau nhién.

‘ Thread 1/N H Thread 2/N ‘ Thread N/N

‘ Shared values ‘

!
‘ Entropy } _‘ Random Engine (CSPRNG) ‘

T ry
H ;

‘ High Resolution Timer H CTR Reseed (128bit) ‘

Hinh 2.18. Tao Seed tu dong bang céac luong x ly.

- Thuat todn Random: Thuat todn Random dugc stir dung ¢ trong mo hinh
bao mat 4 16p thuc chat 1a mot thuat toan tao s6 ngau nhién binh thuong duoc
cai tién dé tang tinh bao mat cho qué trinh ma hoa. Cu thé dugc mo ta nhu sau:

+ Tinh ngau nhién cua ham Random duoc khoi tao nho cac Seed & trén.

+ Sir dyung thuat todn ma hoa AES véi khdi ma hoa 128 bit va mat khau
256 bit d& ma hoa dya trén CTR Mode.

+ Sau d6 s& duoc ldy ting byte cua chudi dau ra dé s dung cho cac muc
dich khac nhau trong thuat todn can dung dén sé ngau nhién.

Mot s dic diém cua thuat toan CSPRNG dua trén AES-CTR trong mo
hinh 4 16p 1a:

- Pau vao cua thuat toan 1a: Chudi Seed duoc tao nhd mot mat khau
256bit va 1 s6 Nonce.

- Pau ra cua thuat toan la: Chudi s6 ngiu nhién duoc tao nho ma hoa
chudi Seed ban dau nho sir dung thuat toan AES-CTR.

- CSPRNG duoc sir dung ¢ Layer 1 va Layer 2 ¢6 Seed dugc tao nho su
dung cac khoa doc 1ap (B va C).

- CSPRNG duoc su dung ¢ Layer 3 c6 Seed duogc tao tu dong nho cac
ludng xtr ly ciia hé thong may tinh.

2.3.2. Thuat todn Multi-Cryptography dwa trén CBC Mode
2.3.2.1. Thuat toan Cipher Block Chaining Mode
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Cipher Block Chaining Mode (CBC Mode) 12 mot ché d6 hoat dong khac
ctia mat ma khéi, nhu CTR Mode. N6 duoc Ehrsam, Meyer, Smith va Tuchman
phat minh vao nam 1976.

Trong CBC Mode, mdi khéi ban rd dugc XOR véi khdi ban ma trude do
trudc khi dugc ma hoéa. Bang cach ndy, mdi khdi ban ma phu thudc vao tat ca
cac khdi ban rd duoc xir Iy dén diém d6. Bé 1am cho mdi mot thdng diép la duy
nhat, mot IV phai dugc sir dung trong khéi dau tién.

Ban ro Ban rd Ban ro
LITTITITITITT LITTITITITITT LITTITITITITT
Vector kh&itao (1V)
LTI IfIr]——= » -
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
LITTITITITTTT LITTITTITITTT1 LITTITITITTTT7
Ban m3 Ban m3 Ban ma

Hinh 2.19. So @6 ma hda caa Cipher Block Chaining Mode.

Ban md Ban m3 Ban m3
[ITITITTITTITTT] LITTTITITITTIT [IITTTITITITTT]
block cipher bleck cipher block cipher
Key decryption Key decryption Key decryption
Vector khéi tao (IV)
OTTTTTTI I —— = =
CITTTTTTITTTTT] ITTTTTTITTTT [ITTTTTTITITTTT
Ban ro Ban ro Ban ro

Hinh 2.20. So d6 giai ma caa Cipher Block Chaining Mode.
Néu khéi dau tién co chi s6 1, cong thic toan hoc cho ma héa CBC la:
Ci = Ex (P XOR Ci.).
Co=1IV.
Trong khi cdng thac toan hoc cho giai ma CBC la:
Pi = Dy (Ci) XOR Ci.1.
Co=1IV.

CBC la phuong thuc hoat dong phé bién nhat. Nhiing han ché chinh cua
n6 1a ma hoa phai dién ra tuan tu, va thdng diép phai duoc dém dat dén boi cua
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kich c& khdi ma héa. Luu y rang mét bit thay d6i trong mot ban rd hoic IV anh
huong dén tat ca cac khdi ban ma phia sau.

Giai ma véi IV khong chinh xac dan dén cac khdi dau tién cua ban rd s&
bi hong nhung cé&c ban rd sau d6 van s& ding. Diéu nay 1a do mdi khdi duoc
XOR Vi khéi ban ma trudc d6, khdng phai ban rd. Do d6 mot 1an giai ma
khong can phai giai ma khéi trudc @6 truéc khi st dung né nhu 14 1V cho lan
giai ma hién tai. Bidu nay c6 nghia 1a mot khdi ban rd c6 thé duoc khéi phuc
tir hai khoi ban ma lién ké. Do do, viéc giai ma cd thé xay ra song song.

Luu y, mot bit bi thay doi cho ban ma c6 thé gay ra hu hong hoan toan
cac khdi tuong tng cua ban ré, va dao nguoc c4c bit tuong ung trong khéi theo
sau cia ban rd, nhung phan con lai cua cac khdi van con nguyén ven.

Cac IV lgi dung thudc tinh nay bang cach gop trudc mot khéi ban rd
ngau nhién duy nhit. M hda duoc thuc hién nhu binh thudng, ngoai trir cac
IV khéng can phai dugc truyén dat dén cac giai ma thuong 18. Bat ké giai ma
IV ndo duoc sir dung, chi c6 khdi ngau nhién 1a bi hong. N6 c6 thé dugc loai
bo mot cach an toan va phan giai ma con lai 1a ban ré ban dau [12].

2.3.2.2. S dung Thuat todn Multi-Cryptography dwa trén CBC Mode
trong m6 hinh bao mat 4 lép

Trong md hinh bao mat 4 16p, CBC Mode duogc lua chon trong Layer 1
voi thuat toan ma hoa dugc sur dung trong CBC Mode sé dugc chon ngau nhién
nhd CSPRNG trong s6 16 thuat toan: AES, Anubis, Camellia, Cast-256, Clefia,
FROG, Hierocrypt3, Idea-NXT, MARS, RC6, Safer+, SC2000, Serpent,
Speed, Twofish, Unicorn-A, Wrapper.

Thuat toan nay duoc goi la Multi-Cryptography - 256 + 256 bit - CBC -
Segment nho viéc xir Iy cac khbi ma hoa trong CBC Mode véi nhiéu thuat toan
ma héa cing véi hai khoa dau vao c6 do Ion 256 bit. Cu thé thuat toan duoc
thiét ké nhu sau:
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IVs [16x] (128bit) Data IN

]
OpenSource Multi-Cryptography
Pssw KDF4 .+ 128bit Blocks - 256bit Keys [16x] - CBC
I SHA2 GR@STL - AEes Anusis CAMELLIA
KECCAK SKEIN P= CasT256 CLEFIA FroG
HIEROCRYPT3 IDEA-NXT Mars
Nonce i ] Rc6 SAFER+ $c2000
SERPENT SPEED TWOFISH
El Pssw CSPRNG | ...l UNICORN-A
'
Data OUT

Hinh 2.21. Kién trdc chi tiét caa Multi-Cryptography.
Quié trinh thiét 1ap Multi-Cryptography gom 4 budc sau:
- Mgt mang Vector khoi tao ngau nhién (16 x 128bit) duogc két hop véi
moi khoi dir liéu dau vao.
- Mot bo Pseudo Random Engine (CSPRNG) dugc gieo sir dung mat
khau B.

- Mat khau A duoc mé rong bang KDF4 str dung 4 thuét todn bam hién
dai 512 bit md nguén ma, dugc chon tir SHA2 va SHA3.

- Mai thuat toan bam tao ra 4 khoa 256 bit:
Pssw(1)]|(2)](3)]|(4)=Rand (Sha2 ( Pssw (A)))
Pssw (5) | (6)]|(7)|(8)=Rand (Grastl (Pssw (A)))
Pssw (9) | (10) | (11) | (12) = Rand ( Keccak ( Pssw (A)))
Pssw (13) | (14) | (15) | (16) = Rand ( Skein ( Pssw (A) ) )

Mang khoa thu dugc két hop véi mdi mat ma sa dung CSPRNG nhu
hinh sau:

| ﬂ Pssw

) Pssw
CSPRNG ( Hasu512, (Pssw)) ]

L, Pssw

N Pssw

Hinh 2.22. St dung CSPRNG dé chon khéa ngau nhién.
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Trong Multi-Cryptography, cA¢c mat ma ma hoéa ciing 1a mot qua trinh da
budc:

- MAi dir liéu c6 mot thiét 1ap chung:
Setup={{ IV}, CSPRNG, { Key } }

- M3i mat ma cd mot thiét 1ap doc 1ap:
Cipher; = { IV}, Key; }

- MAi khéi dit lidu dugc xir Iy véi mot mat ma khac nhau, duoc chon
biang cach st dung CSPRNG:

CryptedBlockk ={ r « Rand-i (); Cipher, ( IV, Key:, Blocky )}
Hinh sau thé hién qué trinh chon mat ma st dung CSPRNG:

CSPRNG-i
i | Block i (128bitIN) | i | Block n (128bitIN) | "--- | Block w (128bit IN)
s TN | i |
IVsi [16x] g O=As ... = “iti=
(128bit) 8 Ranp-i () = Aes saasd) Rano-i () = Rc6 W Ranp-i () = Mars
Aes(Blockin) Re6(Blockan) Mars(Blockin)
(128bit OUT) (128bit OUT) (128bit OUT)

Hinh 2.23. Sir dung CSPRNG dé chon thuat toan ma hoa ngau nhién.
- Qua trinh thiét 1ap Cryptography va thiét 1ap CSPRNG sir dung 2 mat
khau déc 1ap véi nhau.
- Mbi mat ma c6 mot IV va mot khoa khac nhau.
- Mang IV dugc ma hoa str dung céc thuat toan ma héa chon ngau nhién,
véi cong thirc ma hoa nhu sau:
CryptedlVs, = Crypt (IVs,, CryptedlVsp.1).

- CSPRNG lam viéc gidng nhu mot hé thdng Random Oracle, n6 cung
cap cong cu ma hoda trong subt ca qué trinh lya chon cua minh, mot khoa s&
duoc két hop véi mot mat ma nao dé va mat ma do sé ap dung cho cac khéi dix
liéu duogc chon,... [6]
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Key[1] P D[1] | D[2] | D[3] | D[4] | DI[5]
Keyl2) |~ P g
— — RCEG }——»{ Rc:6 |
- Mars . s
AEs i ; AEes ;
[ — H i H H ¥
IV[1] | IV[2] | IV[3] | - D11 | D21 | D[3] | D’[4] | D’[5]

Hinh 2.24. M6 hinh lam viéc caa mot CSPRNG trong Multi-Cryptography.
2.4. Un diém va nhwoc diém cia mo hinh bao mat 4 lép
2.4.1. Uu diém ciia mo hinh bao mat 4 16p
M6 hinh bao mat 4 16p c6 cé&c vu diém sau:
- Str dung nhiéu 6p dé an va bao vé dit liéu:

+ Sur dung ma hda ddi xang 256 bit + 256 bit (v6i phan mo rong mat
khau KDF4), véi nhiéu thuat toan ma hoa hién dai dé ma hoa di liéu (16 thuat
toan).

+ Dit liéu dugc Crambling két hop véi khoa ddi xing 256 bit (x40 tron
dua trén CSPRNG).

+ Dir liéu dugc Whitening ciing véi khda dbi xang 256 bit (tron nhiéu
dua trén CSPRNG).

+ M4 hoa cac bit cua tap tin van chuyén bang ma hoa phi tuyén tinh.

- St dung nhiéu mat khau trong qua trinh ma hoa va che dau thong tin (3
mat khau).

- C6 thé che dau thdng diép trong céc tap tin van chuyén co kich thudc
rat lon.

- Théng diép bi mat duoc phan chia thanh nhiéu khdi va cé thé an trong
nhiéu tap tin van chuyén.

- Cung cap chirc nang Deniable Steganography, c6 thé tao thém nhiéu di
liéu moi Decoy it quan trong, gidp di liéu bi mat duoc an toan hon.

2.4.2. Nhwoc diém cia md hinh bao mat 4 6p

Theo nguyén van cua tac gia, cac chuyén gia phia EmbeddedSW
Company thi md hinh bao mat 4 16p nay “khong c6 nhuoc diém”.
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Ly do nay duoc giai thich nhu sau: Steganalysis va Steganography ciing
gidng nhu trd choi an giau va tim kiém. Mot khi ké tan cdng théng minh hon
thi chiing ta phai cai thién k¥ thuat an gidu cua minh. Khéng c6 cach nao tuyét
dbi @é do chat luong cua Steganography. Chung ta chi ¢6 thé do mic do manh
mé& cua Steganography so véi cac ki thuat tin cong hién tai.

NGi mot cach chii quan thi cach tiép can bao mat 4 16p hién nay 1a manh
mé& nhét. Cac phuong phap tiép can khac dang dugc mé ta theo Iy thuyét nhung
chiing chua hoan thién va ang dung trong thuc té.

2.5. Két luan chwong 2

Chuong 2 da hoan thanh viéc nghién cau vé mé hinh bao mat 4 16p va
cac thuat toan lién quan, cu thé nhu sau:

- Tong quan vé md hinh bao mat 4 16p: Phan nay tap trung gidi thiéu vé
md hinh bao mat 4 16p va céc 16p trong mé hinh, kién trlc tong quan caa mo
hinh.

- Chiic niang cua cac 1op trong mé hinh bao mat 4 16p: Trinh bay kién
trdc, chirc nang va cach thirc hoat dong cua tieng lop trong mo hinh.

- Céc thuat toan duoc st dung trong mé hinh bao mat 4 16p: Giéi thiéu
cac thuat toan duoc sir dung trong md hinh va trinh bay 2 thuat toan tiéu biéu
trong mé hinh la: Thuat toan Cryptographically Secure Pseudo-Random
Number Generator dua trén AES - CTR va thuat toan Multi-Cryptography -
256 + 256 bit - CBC - Segment.

- Uu diém va nhuoc diém caa md hinh bao mat 4 16p: Trinh bay cac uu
nhugc diém caa mo hinh bao mat 4 16p.

T6m lai, & chuong nay da gisi thiéu tong quan veé kién trdc mé hinh bao
mat 4 16p, tap trung trinh bay ly thuyét co ban vé chiic nang tirng 16p, cac thuat
toan lién quan duogc sir dung trong mé hinh. Ngoai ra trong phan mém bay vé
rru va nhuoc diém cua mo hinh bao mat 4 16p nham danh gia mot cach khéch
quan nhat vé né.

42



Chuong 3
PHAN MEM THU NGHIEM AP DUNG MO HINH BAO MAT 4 LOP
VAO GIAU TIN TRONG DU LIEU PA PHUONG TIEN
Trong chwrong 3, ngi dung dé cdp dén viéc gisi thiéu vé phan mém
OpenPuff. Viéc 4p dung mé hinh bdo mdt 4 I6p trong phan mém nay dé thuc
hién qué trinh gidu tin trong cac di liéu da phurong tién. Phan nay con mé td
chi tiét cac buéc dé sir dung c&c chirc ndng trong phan mém. Tdp trung cha
yéu vao 2 chitc nang chinh 14 an va gidi an dé liéu bi mdt duwoc gidu trong cac
tap tin diz lieu da phwong tién. Gilp ching ta c6 ci nhin rd nét vé phan mém
ciing nhw chirc ndng ciia md hinh bdo mdt 4 16p dwoc ing dung trong thec tién.
3.1. Giéi thigu vé phan mém OpenPuff
OpenPuff tén goi day du la OpenPuff Steganography and Watermarking,
tén goi tat 1a OpenPuff hodc Puff, 1a mot cdng cu Steganography ban ma ngudn
mé, mién phi danh cho Microsoft Windows.

OpenPuff duoc sang tao boi Cosimo Oliboni cua EmbeddedSW
Company va duoc duy tri nhu mot phan mém doc lap bang cach ung dung mé
hinh bao mat 4 16p.

Phan mém nay 1a céng cu Steganography dau tién st dung md hinh bao
mat 4 16p. Phién ban dau tién 1.01 phat hanh vao thang 12 nam 2004. Phién
ban hién tai la 4.0 dugc phat hanh 7/7/2012.

Cac nén tang hd tro phan mém OpenPuff 1a:

- Windows 7 (32bit/64 bit).

- Windows Vista (32bit/64bit).

- Windows XP.

OpenPuff hd tro nhiéu dinh dang cho céc tap tin van chuyén:
- Image: BMP, JPG, PCX, PNG, TGA).

- Audio: AIFF, MP3, NEXT/SUN, WAV.

- Video: 3GP, MP4, MPG, VOB.

- Flash-Adobe: FLV, SWF, PDF.

Ta cO6 thé tai mién phi phan mém OpenPuff trén trang web
Embeddedsw.net.
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Duéi déy 1a giao dién chinh cua phan mém:

Qj OpenPuff +4.00 - Stegancgraphy & Marking bt

Steganography
? OR v

Walatile marking & Carner clean up

' Sethark bf—%l-_ CheckMark % Cleanldp

Help & Options

- CpuTot: 4
y Home Help
@ Q @; Q Threads: 4

Hinh 3.1. Giao dién chinh caa phan mém OpenPuff.

OpenPuff Steganography 1a mét dyu 4n ban ma ngudn ma trong dé thuat
to4n ma hoa 1a ma ngudn mé, nhung phan con lai cua phan mém 1a doc quyén.
Cach OpenPuff hoat dong la dir liéu duoc an duogc chia nho va an bén trong cac
tép tin van chuyén bang nhiéu cach nhing.

Phan mém cho phép nguoi ding an dit liéu trong nhiéu loai tap tin van
chuyén khéac nhau nhu cac tap tin hinh anh, am thanh va video. Trudc khi dix
liu duogc an, né duoc Encrypted, Scrambled, Whitened, sau d6 Encoded bang
cach stir dung mé hinh bao mat 4 16p.

OpenPuff tap trung vao viéc bao mat nhitng thdng tin an. Céac lép bao
mat cua OpenPuff 4n di nhiing théng tin bang cach ma hoa dix liéu va bao vé
n6 bang 3 16p mat khau khac nhau. M&i mat khau phai ¢ it nhat 8 ki tu dé yéu
cau giau di liéu bang OpenPuff.

Dit liéu c6 thé duoc dau thdng qua nhiéu tap tin van chuyén, cho phép 1
lugng 16n thdng tin bi mat duoc gidu di. OpenPuff con c6 thé bao vé nhitng
thong tin an bang cach thém 1 lwong 16n dit liéu nhidu ngau nhién vao théng
tin trude khi nd duoc ma hda va giau di.

Mot diém dic biét caa OpenPuff 1a Deniable Steganography, né cho
phép 2 phan riéng ré cua dit liéu dugc an trong nhiing tép dinh kém. Piéu nay
cho phép ta c6 thé an di ca théng tin nhay cam va thong tin méi. Néu bét budc
phai tiét 16 mat khau bao vé dir liéu da duoc an, 1 ngudi st dung cé thé bo di
mat khau moéi, tic 1a tiét 16 thong tin mdi, thdng tin khdng bi mat, trong khi
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nhitng théng tin bi mat van duoc giir ¢ trang thai an va duoc bao vé bai 1 phan
cua mat khau bi mat.

OpenPuff con cho phép thém nhitng chudi an c6 do dai 1én dén 32 ki tu
vao mot tép dinh kém, nham muc dich danh dau quyén so hitu tap tin. Pay 1a 1
kiéu Digital Watermark. Digital Watermark c6 thé bi tiét 16 ma khong can mat
khau, st dung chiic ning CheckMark ¢ trong OpenPuff. Chic niang Digital
Watermark c6 thé duoc sir dung dé nhan dang hoic theo vét nhiing tép tin duoc
dang tai cong khai hoac duoc chia sé trén Internet [5].

OpenPuff la mot cong cu quan trong cho cac nha nghién ciru bao mat va
cho bat ctr ai can chia sé thong diép bi mat. Phan tiép theo s€ trinh bay vé cac
chuc nang cua phan mém nay.

3.2. C4c chirc ning ciia phan mém OpenPuff

Phan mém OpenPuff 1a mét cong cu Steganography & Marking véi 3
nhém chic nang:

- Steganography.
- Volatile marking & Carrier clean up.
- Help & Option.
3.2.1. Nhém chirc ning Steganography ciia phan mém OpenPuff

Steganography 1a nhém chuc nang chinh cia phan mém, dugc xay dung
dua trén md hinh bao mat 4 16p. O chirc ning nay ching ta c6 hai su lya chon
la Hide va Unhide dix liéu.

Trong d6, Hide 1a chiic nang an mot théng diép bi mat vao céac tap tin
van chuyén véi mé hinh bao mat 4 16p.

Quaé trinh an dit liéu dugc thuc hién qua 4 budc gom:

- (1) Insert 3 uncorrelated data passwords (Min: 8, Max: 32).
- (2) Data (Max: 256Mb).

- (3) Carrier selection (Order Sensitive).

- (4) Bit selection options.

Ngoai ra con cd thém phan tiy chon “Add Decoy!”, mot chac nang
Deniable Steganography.

Vé chi tiét cac budc s& duoc trinh bay rd hon trong phan tha nghiém.
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Chuc nang con lai trong nhdm churc nang nay la Unhide. Mot chirc nang
nguoc lai v6i chuc nang Hide, dung dé giai an mot thong diép bi mat hoic
théng diép Decoy tir cac tap tin van chuyén vai mé hinh bao mat 4 16p.

Quaé trinh giai an chi véi 3 budc sau:

- (1) Insert 3 uncorrelated data passwords (Min: 8, Max: 32).
- (2) Carrier selection (Order Sensitive).

- (3) Bit selection options.

Mot luu ¥ trong sir dung chic nang nay 1a moi thdng tin vé qué trinh giai
an phai hoan toan giéng vai qua trinh an thi méi ¢ thé giai an thanh cong. Vé
chi tiét cua chirc niang nay ciing sé dugc trinh bay chi tiét & phan thir nghiém.

3.2.2. Nhém chirc ning Volatile marking & Carrier clean up cia phan
mém OpenPuff

Pay 1a nhdm chuc ning duoc ding voi muc dich tao va kiém tra théng
tin ban quyén.

Trong do:

- Churc nang SetMark ding dé danh dau thong tin ma chdng ta mudn
danh dau vao dit liéu.

- Chitic nang CheckMark dung dé kiém tra thong tin da duoc danh dau
trong thong diép.

- Chuc niang CleanUp dung dé x6a thdng tin da duoc déanh dau trudc do
trong thong diép.

3.2.3. Nhoém chirc niang Help & Option ciia phan mém OpenPuff

Pay |a phan chic nang gilp d& ngudi st dung vé phan mém va hd tro
toc do xu ly cua phan mem.

Trong do:

- Home va Help gitip ching ta dén truy cap dén céc tai liéu trén trang cha
ctia phan mém.

- Phan con lai 12 Cpu Total va Thread, gitp chlng ta cé thé tiy chinh s6
Thread may tinh cho phép phan mém st dung, s6 Thread t6i da phu thudc vao
cau hinh caa may tinh.
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3.3. Bai toan thir nghiém

Kich ban thir nghiém duogc dua ra la: Hai dai sir quan cta nuéc ta ¢ hai
nuéc khac nhau, tién hanh lién lac trao d6i cac thong diép bi mat sir dung phan
mém OpenPuff.

Trudc hét, hai dai s quén s& quy uéc sir dung chung cac mat khau giau
tin. Khi dai st quan A muén truyén thong diép bi mat cho dai st quan B, thong
diép s& dugc an gidu vao céc tép dit liéu da phuong tién nhd sir dung phan mém
OpenPuff. Sau do tép dit liéu da phuong tién duoc ho dang tai trén trang
Facebook c4 nhan nhu mot bai viét théng thuong. Pai st quan B Ién trang
Facebook cuia dai sir quan A tai tép tin d6 vé va tién hanh giai an thong diép bi
mat ma dai st quan A mudn giri. Qua trinh truyén gui tin dugc tién hanh bi mat
va dam bao an toan trong sudt qua trinh truyén nhan. Ngoai ra céc tép dix liéu
da phuong tién dugc cac dai st quan tu tao ra bang céch tu chup, tu quay,...
dam bao chua timg duoc phan phéi trén mang nham ting tinh bao mat cho qué
trinh truyén nhan.

Cu thé viéc an va giai an dit liu bang phan mém OpenPuff s& duoc trinh
bay chi tiét & cac phan dudi day.
3.3.1. An dir liéu bang phan mém OpenPuff

Pé tién hanh qua trinh an dit liéu bang phan mém OpenPuff, dau tién ta
chon nat “Hide” trong chiic nang Steganography & man hinh chinh cua phan
mém OpenPuff d¢ md giao dién chic ning an di liéu.

Sau do6 ta tién hanh cac budc an dit liéu nhu sau:

- Buréc 1: Nhap 3 mat khau khong twong quan véi nhau & phan (1). Trong
do:

+ Cryptography (A): La mat khau thir nhat (Cryptography Keys).

+ Cryptography (B): La mat khau tht hai (Cryptography CSPRNG).

+ Scrambling (C): La mat khau thtr ba (Scrambling CSPRNG).

+ Enable (B): Enable/Disable mat khau thu hai.

+ Enable (C): Enable/Disable mat khau thu ba.

Ta tién hanh nhap 3 mat khau riéng biét. M&i mat khau phai khac nhau
& mtc do bit va c6 chiéu dai téi thiéu 1a 8, téi da 1a 32 ky tu. Phan nhap mat
khau c6 thé d& dang tly chinh vo hiéu hda mat khau tht hai (B) va/hoic mat
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khau ther ba (C). Nhitng mat khau bi vo hiéu hda duoc dat nhu mat khau tha
nhét (A).

(1) Insert 3 unconelated data passwords (Min: 8, Maw: 32) 1) Insert 3 unconelated data passwords (Min 8, Max: 32)

B ]|| ******************** | Cryptography [ 4 ]“ xxxxxxxxxxxxxxxxxxxxxxx ‘ e ]|| xxxxxxxxxxxxxxxx |

S arambling (C)] | xxxxxxxxxxxxxxxxxxxxxxx Enable B] @[] I

Passwords check H{A B IH[A, CIHIE, C) %} Passwords check H[ 4. BH[ A, CIH[E.C]=1

Cryptography (4]

Scrambling [ C ]|

H ¥ ] = Hamming distance (R 1Y) »= 25% H (%% = Hamming distance [ 1[Y ] »= 25%

Hinh 3.2. Nhap mat khau chua hop 1 va hop Ié.

Vi du: Ta nhap cac mat khau “DataPsswl” (A) “DataPssw2” (B)
“DataPssw3” (C):

(A) 91000100 91100001 91110100 01100001 91010600 61110911 91110011 01110111 00118081
(B) 81060100 91100001 011101600 01160001 61610600 01110011 61110011 01110111 60110016
(C) 91000100 91100001 91110100 01100001 919106000 01110011 91110011 91110111 00110011

Ta co: (A N B) 98%, (A N C) 99%, (B N C) 99%. Suy ra Haming
Distance < 25%, khong théa man dieu kién.

Mot vi du khac: Ta nhap cac mat khau “DataPssw1” (A) “DataPssw2”
(B) “DataPssw3” (C):

(A) 91000110 01101001 91110010 01116011 21110100 01000100 01100001 91110100 @ll00081
(B) ©1016011 91100101 @1100011 1191111 91101110 91100100 1000100 01100001 01119100
(C) @leeeeel 0111116 91101111 @1116180 91101000 91106181 01110010 01080100 @110l

Ta c6: (A N B) 70%, (A N C) 67%, (B N C) 68%. Suy ra Haming
Distance >= 25%, thoa man diéu kién.

- Buéc 2: Chon dit liéu bi mat ma chiing ta mudn an (thuong la cac tap
tin Iwu trit zip/rar....) véi kich thuéc toi da cua tap tin dit liéu bi mat 1a 256 Mb.

[£] Drata [Max: 2568b]

T arget |F:"-.Secret.t:-:t | Browse |

e 10 + name(10] + data[15] bptes

Hinh 3.3. Chon tap tin chura dit liéu bi mat.
- Buréc 3: Tién hanh lya chon céc tap tin van chuyén & phan (3). Trong

+ Shuffle: Xao tron ngau nhién thi ty tat ca cac tap tin van chuyén.

+ Clear: Huy tat ca cac tap tin van chuyén da chon.
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+ Add: Thém mat tap tin van chuyén méi vao danh séach.

+ Name/Bytes: Sap xép tat ca cac tap tin van chuyén theo tén hoic theo

byte.

+ (+)/(-): Di chuyén tap tin duoc chon 18n hoic xudng theo tht tu.

+ Del: X6a tap tin van chuyén da chon.

(2] Camier zelection [Order zensitive]

[Mame] Sort by name / [Butes) Sort by bytes | Shuffle ” | Clear ||

(3] Camier selection [Order sensitive]

[Mame] Sart by name / [Butes) Sort by bytes Shuffle || | Clear ||

Chain Order

[-] Move up selected / [+) Move down selected / [Del] Delete selected

il Selected / Total

Hinh 3.4. Chon tap tin van chuyén théa ma va khong thoa man.

Trong khi Selected bytes < Total bytes ta phai:

+ Thém mat tap tin van chuyén méi.

+ Tang muc lya chon bit.

Mot s6 tap tin van chuyén sé khéng dugc thém vao vi cac rang buoc
trong qua trinh Steganography:

+ Canh béo céc tap tin van chuyén c6 kich thudc chua du.

Warning

Trying te add too small carriers!

- at least 16 CARRIER bytes per carrier
- notice that CARRIER bytes and SIZE bytes are different (CARRIER <

SIZE)

- CARRIER bytes selection is always adaptive and content dependent

- try bigger carriers

X

Hinh 3.5. Canh bao céc tap tin van chuyén co kich thudc chua du.

+ Canh béo tap tin van chuyén c6 dinh dang khong dugc hd tro.
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Warning

I. Trying to add an unsupported carrier format!

Hinh 3.6. Canh bdo tap tin van chuyén cé dinh dang khéng duoc hd tro.

- Buéc 4: Tuy chon bit selection.

[4] Bit zelection optiong

= 3gpp [Steam]
Aiff [Audio)
Bitmap [Image]
‘m Fly [Stream])
% Jpeq [Image)

O 1an

¥ Mp3 [Au
Mp4 [Stream]
Mpa 171l [Stream]
Mext/Sun [Audio]

[4] Bit selection options

B
® Flv [Stream)
% Jpeg (Image)

Mp4 [Stream]
‘m Mpg /1l [Stream]
Next/Sun [Audio)

| Rezet Options ||| Add Decoyl ||| Hide D atal

” | Reset Optiohs |||

Add Decoyl ||| Hide Datal ||

Hinh 3.7. Tuy chon bit selection.

Trong do:

+ Reset Options: Reset tit ca cac muc bit selection tro lai mic dinh.

+ Add Decoy!: Thém mét Decoy (Deniable Steganography)

+ Hide Data!: Bat dau qua trinh an di liéu.
Ty chon khéng bit budc “Add Decoy!”:
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[} OpenPuff v4.00 - Decoy Data Hiding X

~ [1] Insert 3 uncorrelated decoy passwords (Min: 8, Max: 32)

Cryptography [A]I xxxxxxxxx [BIi
Scrambling [C]'l ********** [Enable(B) ¥ (C) V|
Passwords check Hi A BIH(A CJH[B.C)=1{36%

H[X.Y ] = Hamming distance (X ) [Y ) >= 25%

~ [2) Decoy data

Target IF:'\Steganography\Decoy.lxt

Gize ’ 10 + name(9) + data(2.209) bytes || Hrowse

Limits

Reset Check & Accept I

Add Decoy! ||

Hinh 3.8. Decoy Data Hiding.

Hide Datal |

Trong do:

+ Cryptography A: La mat khau thir nhat (Cryptography Keys).

+ Cryptography B: La mat khau tha hai (Cryptography CSPRNG).
+ Scrambling C: La mat khau tht ba (Scrambling CSPRNG).

+ Enable B: Enable/Disable mat khau thir hai.

+ Enable C: Enable/Disable mat khau thir ba.

+ Browse: Chon mot tap tin.

+ Reset: Reset mat khau va tap tin.

+ Check & Accept: Kiém tra trong quan mat khau va kich thuéc tap tin,
sau do tién hanh an di liéu Decoy.

Chuing ta c6 thé thém mat khau Decoy va dit liéu Decoy:

+ Céc mat khau Decoy phai khac nhau va khac voi mat khau cua dit liéu
an,

+ Cac mat khau Decoy ciing ¢6 thé duoc tly chinh nhu ching ta tly
chinh véi mat khau caa dix liéu an.

+ Dt liéu Decoy phai tuong thich véi dir liéu nhay cam.
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Yke{l, N-1} used_carrier_bytes (carry) < Sizeof (Decoy) < >ke{l,
N} used_carrier_ bytes (carry)

Sau khi thuc hién cac budc:

+ Nhap cac mat khau, it nhat 8 ky tu.

+ Thém nhting Carrier bit du lon.

+ Thém mot Decoy (khéng bat bugc).

Chuing ta chon “Hide Data!” dé bat dau tién trinh an dix liéu.

Sau khi qua trinh an dit liéu thanh c6ng s& xuat hién mot bao cao tom tit
tat ca thong tin can thiét vé qua trinh an dit liéu [4].

OpenPuff w4,00 - Task Report

b= Begin of Fepart = A

Bit Selection:
Jpea [Image] <- 1/5 [20%] - Medium

Carriers:

HOOO00 <- 15.jpg

HOOO01 <-14.jpg

HO0002 <- 26284 3-bigthumbnail.jpg W

ES
5

Hinh 3.9. Thong béo tom tat qua trinh an dix liéu.
3.3.2. Giai an dir liéu bang phan mém OpenPuff

Pé giai an dir liéu dau tién ta chon nat “Unhide” trong chuc ning
Steganography & man hinh chinh caa phan mém OpenPuff.

Giao dién “Data Unhiding” xuat hién. Ching ta bét dau thuc hién cac
budc giai an di liéu nhu sau:

- Budc 1: Thém céc mat khau cua ching ta vao phqén, (1) caa giao dién
(mat khau bi mat dé lay dix liéu bi mat, mat khau Decoy dé¢ lay dir li¢u Decoy).

Trong do:

+ Cryptography (A): La mat khau thir nhat (Cryptography Keys).

+ Cryptography (B): La mat khau tht hai (Cryptography CSPRNG).

+ Scrambling (C): La mat khau tht ba (Scrambling CSPRNG).

+ Enable (B): Enable/Disable mat khau tht hai.
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+ Enable (C): Enable/Disable mat khau thu ba.

- Buéc 2: Thém tat ca cac tap tin van chuyén da duogc xu ly trong subt
qua trinh an di liéu & phan (2) cua giao dién.

Cha y mot diéu 1a cac tap tin van chuyén phai duoc sap xép theo dung
thir ty nhu khi thuc hién qua trinh an dir liéu.

[2] Carier selection [Order zensitive]

[Mame] Sart by name ¢ [Bytes] Sort by bptes Clear
M ame Bytes Chain Order

F-bigthumbnail.jpg
N lLffy_one_piece by eternalize-d3... 2097 # 00004

[-] Move up selected / [+] Move down selected £ [Del] Delete selected

Add Carriers Selected 4,288 bytes

Hinh 3.10. Céc tap tin van chuyén duoc sir dung dé giai an dix liéu.
Trong do:

+ Clear: Huy tat ca cac tap tin van chuyén da chon.

+ Add Carriers: Thém cac tap tin van chuyén méi vao danh sach.

+ Name/Bytes: Sap xép tat ca céc tap tin van chuyén theo tén hoic theo
byte.

+ (+)/(-): Di chuyén tap tin duoc chon 1én hozc xudng theo thi tu.

- Buroc 3: Tuy chon bit option.
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[3] Bit selection options [3] Bit selection options

= 3opp (Stream)
T [Audio)
% Bitmap [Image]
= Flv [Stream]
% Jpeg [Image]

= 3opp (Stream)

Bitmap [Image]
m Fly [Stream]
Jpeg [Image]
Ainiiry

Mp3 [Audio)
Mpd [Stream]
Mpg 1/1l [Stream]
Mext/S5un [Audio]
+-'% Pcx [Image)
+-B| PdF (File)
Png [Image]
Swi [Stream]
Tga [Image]
m: Yob [Stream)

Mp3 [Audio)
= Mpd [Stream)
Mpg 1/1l [Stream]
Mext/S5un [Audio]
% Pcx [Image)
B Pdr (File)
% Png [Image)
i Swf [Stream)
Tga [Image]
m: Yob [Stream)

| Unhide! || |HesetDptions||
Hinh 3.11. Tuy chon bit Option.

+
+
+
+
+
+
+
+
+
+

Trong do:
+ Reset Options: Reset tat ca cac muc bit Selection.
+ Unhide!: Bat dau tién trinh giai an.

O budc nay ta tién hanh thiét dat cac gia tri bit Selection cho dtng voi
gia tri ban du caa nd khi thuc hién an dit liéu.

Sau khi tién hanh xong cac budc:

+ Nhap mat khau.

+ Thém tat ca cac tap tin van chuyén.

+ Thiét dat cac gid tri bit Selection nhu gid tri ban dau khi an dit liéu.

Ta s& chon nGt “Unhide!” dé bat dau tién trinh m& dit liéu an hoac di
liéu Decoy.

OpenPuff v4.00 - Task Report

k= Begin of Report **

Hidden file:

Marne <- Secret bt

Size <- 2.209 byte(s)
CRC32 <- 0xBEDOFOCS

== End of Report ==

R
=
=

Hinh 3.12. Théng béo tém tit qua trinh giai an.
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Néu cac tap tin van chuyén da duoc thém theo thtr ty dung, V6i cac mirc
lya chon bit ban dau, OpenPuff s& c6 thé tai tao lai dit liéu ban dau. Bé bao mat
tdt hon, dix liéu s& duoc tai tao lai chi sau khi kiém tra du thira tuan hoan CRC
thanh cong [4].

Chu y rang: Ngay ca nhiing thay doi nho nhat cia mét trong nhitng tap
tin van chuyén c6 thé 1am hong dix liéu va ngan chin moi ¢b gang giai an.

3.4. Kha niing &ng dung cia dé tai trong céng tac Cong an

Két qua nghién ctu ctia dé tai co thé dugc tng dung trong cong tac truyén
théng, lién lac ndi bo trong Nganh Céng an.

Viéc ang dung md hinh bao mat 4 16p ciing nhu phan mém OpenPuff c6
thé duoc ap dung vao viéc truyén thong, lién lac bi mat trong cac cong tac
Nganh Cong an nhu: Tinh bao, trinh sat, st dung dac tinh, cac qua trinh trao
d6i cac thdng tin quan trong,... thay thé cho cac phuong thic lién lac truyén
théng khac nhu: Sir dung hop thu séng, hop thu chét, cac phwong phap ma hoa,
che giau théng tin thong thuong.

Véi phuong thire lién lac mai nay c6 thé dam bao téc do truyén gui thdng
tin cao ma van dam bao duoc su an toan va bi mat cho théng tin.

Vi du: Cac nhan vién tinh béo cua Téng cuc Tinh bao Cong an c6 thé
trao d6i hoic bao céo thong tin voi chi huy bang cach s dung phan mém
OpenPuff dé an cac thong diép vao céc tap tin da phuong tién ma ho ty tao ra.
CAc tap tin da phuong tién c6 thé 1a cac bac anh tu chup, cac doan video tu
quay,... Sau d6 chiing duoc str dung dé an thdng diép bi mat nho st dung phan
mém OpenPuff v&i cac mat khau dugc thoa thuan trudc. Céc tap tin sau ¢ thé
duoc gui di qua duong Internet ma van dam bao dugc do bao mat cao trong qua
trinh trao d6i. Bén nhan ciing st dung phan mém OpenPuff véi cac mat khau
da thoa thuan trudc do dé giai an thong diép bi mat.

3.5. Két luan chwong 3
Chuong 3 da hoan thanh viéc trinh bay cac noi dung sau:

- Gigi thiéu vé phan mém OpenPuff: Gigi thiéu tong quan vé phan mém
OpenPuff.

- Céc chuc nang ctia phan mém OpenPuff: Trinh bay céc chuc ning cua
phan mém OpenPuff nhu: Steganography, Volatile marking & Carrier clean
up, Help & Option.
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- Ap dung md hinh bao mat 4 16p vao gidu tin trong dix liéu da phuong
tién nho phan mém OpenPuff: Trinh bay qua trinh an va giai an thdng diép bi
mat bang phan mém OpenPuff.

- Kha nang tng dung cua dé tai trong cong tdc Cong an: Trinh bay cac
linh vyc trong Nganh Cong an ¢6 thé &p dung md hinh bao mat 4 16p ciing nhu
phan mém OpenPuff vao trong cdng tac thuc tién caa can bo, chién si.

T6m lai, & chuong 3 da giai quyét van dé ap dung md hinh bao mat 4 16p
vao giau tin trong dir liéu da phuong tién bang cach st dung phan mém
OpenPuff. Chuong nay da trinh bay khai quat nhat vé viéc mé hinh bao mat 4
l6p dugc ap dung trong OpenPuff dé tién hanh an va giai an cac thong diép bi
mat duoc giau trong cac tap tin da phuong tién. Lam noi bat cac chic nang
duoc thiét ké trong phan mém OpenPuff nhu: Chirc nang Steganography nho
str dung mo hinh bao mat 4 16p, chtic nang danh dau quyén so hitu cua tap tin
bang cach sir dung Digital Watermark. Ngoai ra, & chuong nay con trinh bay
vé kha nang ung dung cua dé tai trong cong tac Cong an nham cai thién va nang
cao hiéu qua trong cong tac cua cac can bo chién si phuc vu trong Nganh.
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KET LUAN

1. Céc két qua nghién citu cia PATN

Sau mét thoi gian nghién cau tich cuc, nghiém tdc, tdi da hoan thanh Do
an tét nghiép voi dé tai “Nghién cizu mé hinh bao mdt 4 I6p, ap dung vao gidu
tin trong dir liéu da phirong tién”, dam bao y&u cau vé ndi dung, chét luong va
tién do dé ra. Cu thé:
> Nhirng diém dat dwoc:

- Pa tim hiéu, nghién ctu va trinh bay dugc tong quan vé linh vuc
Steganography.

- Nghién cau, tim hiéu, trinh bay ly thuyét co ban vé mé hinh bao mat 4
16p va kién tric cia n6, cac chiic nang cua ting 16p trong mé hinh. Trinh bay
2 thuat toan tiéu biéu duogc sir dung trong md hinh bao mat 4 16p nay.

- Nghién cau vé viéc ap dung md hinh bao mat 4 16p vao giau tin trong
dir liéu da phuong tién bang phan mém ban ma nguon mé OpenPuff, lam noi
bat tirng chirc nang caa phan mém.

- B4o céo dugc thyuc hién dang ndi dung, tién do, duoc bé cuc, trinh bay
theo dung chuan quy dinh. Trinh bay phan thir nghiém rd rang, chi tiét.
> Nhirng diém con ton tai:

Do trinh d¢, kha ning va thoi gian con han ché nén bao cdo van con mot
sb ton tai nhu sau:

- Mic du da tich cuc, chu dong tim toi cac ngudn tai liéu, béo cao hoi
thao nudc ngodi bang Tiéng Anh dé nghién ctu, nhung viéc thé hién lai trén
ngdn ngit Tiéng Viét con gap boi roi, mot sé thuat ngir chuyén nganh chua duoc
truyén tai chinh xac.

- Trong khudn kho béo céo chua thé trinh bay chi tiét cac kién thuc, di
sAu vao cé4c thuat toan trong céc 16p ctia md hinh bao mat 4 16p do van dé doc
quyén caa mot sé phan trong md hinh.

- Ngudn céc tai liéu tham khao khéng nhiéu, hau nhu khéng c6 tai liéu
tham khao bang Tiéng Viét, tai liéu Tiéng Anh thi rat it dac biét 1a cac tai lidu
chuyén sau.

2. Hwéng phét trién cia PATN
Pé tai nay cd thé duoc phat trién theo mot sé huéng nhu sau:
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- Tiép tuc nghién ctu chuyén sau vé linh vuc Steganography trong an
toan thong tin.

- Tiép tuc nghién cttu vé mo hinh bao mat 4 16p, 1am rd tirng thuat toan
duoc st dung trong md hinh.

- Tiép tuc nghién ctu vé tach tin tir tap tin da phuong tién va qué trinh
giai ma tin.

- Cai tién cac thuat toan duoc str dung trong mé hinh bao mat 4 lop dé
tang kha nang bao mat.

- Xay dyng mot phan mém ty thiét ké dua trén md hinh bao mat 4 16p dé
thuc hién viéc giau tin trong dir liéu da phuong tién, twong ty phan mém
OpenPuff dya trén bo 16i ma nguon mé cua no.
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