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Why Command & Control?

> Vulnerabilities, Exploits, and Malware grab the headlines and analyst focus
> While very interesting, it is also very noisy, many exploits fail, very FP prone.

> If you can effectively detect C2 activity, you have a high fidelity indicator that an
asset is actually compromised.

> With C2, the tables are turned on attackers, they go on defense, and we go on
offense.



Primary Breach Vectors

> Modern malware is delivered in one of two ways: f .
. Dridex
— Executable Content: Binary executables, embedded -
executable content like macros typically through web or —— _ I I

email channels on the network.

— Exploit Driven: An exploit against a software vulnerability
such as those against Flash, PDF, Java, Office Docs,
Browsers, and other network enabled applications.

502 Bad Gateway

> Regardless of how modern malware compromises a
system, it is rarely autonomous. _—
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Why malware needs C27

Initial malware execution may occur under non-ideal scenarios:

> Malware may land on a non-target asset

> Malware may not have sufficient privileges when it executes

> Malware may be delivered in pieces to evade detection / fit into buffers
> Malware may require payload before it is malicious (e.g. TinyLoader)

> Malware may require coordination with C2 for operating instructions before it
takes action (e.g. Crypto Ransomware waiting to receive a key)

Enter Command and Control



Escalation

> Complete malware breach by acquiring additional executables, payloads, and
configurations.

— May be as simple as a word doc downloading an EXE (e.g. Dridex),

— Or as complex as a dropper downloading an entirely new malware (e.g. Tinyloader /
AbaddonPoS)

> Escalation stage is often carried out by contacting C2 Infrastructure

> This communication often leverages different infrastructure, protocols, and
methods than the initial infection.

— Often because infection infrastructure is rented, and C2 is managed by a different actor.



Exfiltration

oo sase EEE— '
MNa. Time Source ‘ 7 ‘ B o D e e o - o - : - N -
347 38.714821  143.215.13¢ €] C:\Users\userl\Desktop'_| _instructions.html P ~ ¢ X || @ caUsers\userl\Desktop\_H... | ‘ i WS 228
L] L]
ThIS phase IS Where the I I lalwa re ;ﬁ ;:;zﬁiz 123121:?1;: j+'<f*'+= {=] HELP_instructions - Windows Phote Viewer E@ T
345 38.869308  10.1.127.1¢ "= || File v Prnt v Emal Bum v |Open v @
- 4 1 346 39.007178  143.215.13¢ “9=_59 — . . TXT
delivers on it's intended purpose =
348 39.146019  143.215.13¢ ' 11 TMPORT BN @ Windows Media Center . TXT
349 39.150546  10.1.127.1¢ All of yout - il
. . 350 39.287288  143.215.13¢ More info! : ‘ Choose Program... . TXT
Exfiltrated data often includes mpm mal ' A
352 39.430867 143.215.13¢  http://en : TXT
T 353 39.435952  18.1.127.1
: TXT

354 39.576585 143.215.135¢ Decrypting

stealing intellectual property,

> Frame 354: 362 bytes on wire To receive

. . > Ethernet II, Src: 8e:cB:c8:a L h_t‘tg
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Infection in Action: Angler Exploit Kit

Sample: 26907326de17c8c3f17c13bf32161810

Date l== S5id It Signature It Rev It SrcIP It SrcPort J§ DstlP It DstPort It . T t
20160517 ZE18805  ETPRO TROJAM Cryptdl Cni Beacon ] private 43138 144.76.82.19 443 a rg e
20160517 ZE18805  ETPRO TROJAN Cryptodl Cni Beacon 1 private 43157 144 TE.E2.18 443 - COm prOm ISGd,
20180517 ZE20057  ETPRO DELETED Crypto 2.06 Checkin 1 private 42157 144.76.82.19 443 ] C2
Z01E05-17  ZE18333  ETPRO CURRENT_EVENTS Angler EK Apr 0T 2018 2 53935237 80 private 43133 .
20180517 2E11284  ETPRO CURRENT_EVEMNTS Angler or Muclear EK Flash Exploit M2 2 539.35.232 80 private 43185 Exp I O |t /

-
20180517 ZEZD1E4  ETPRO CURRENT_EVEMNTS Angler EX Payload May 10 2016 M2 T1 2 5.3 &0 private 43188 P ayl O a d
20180517 2E11284  ETPRO CURRENT_EVEMNTS Angler or Muclear EK Flash Exploit M2 2 539.35.232 80 private 43183 _ .

Del d

Z01E05-17  ZE18333  ETPRO CURRENT_EVENTS Angler EK Apr 0T 2018 2 3 &0 private 43188 o e Ive re
20180517 2E16333  ETPRO CURRENT_EVENTS Angler EK Apr 0T 2016 2 539.35.232 80 private 43183
20160517 2014725 ET POLICY Outdated Windows Flach Version |E gz private 43183 £.39.35, 237 20 TDS Eval u ate S

—
20180517 2E16333  ETPRO CURRENT_EVENTS Angler EK Apr 0T 2016 2 539.35.232 80 private 43183 Ta r g et C I | e nt
20180517 ZE1E341  ETPRO CURRENT_EVEMTS Angler EK Flazh Exploit URI Struct Apr 07 IE 1 private 43183 53935232 80
20180517 2B15888  ETPRO CURREMT_EVEMNTS Fossible Angler EX Landing Jan 21 M2 ] 539.35.232 80 private 42172 -
20180517 ZE18511  ETPRO CURRENT_EVEMNTS Angler EK Landing Mar 02 2016 M1 T1 2 3 &0 private 43178 R d . t t
20180517 2E16332  ETPRO CURRENT_EVENTS Angler EK Landing with URI Primer Apr 06 2 539.35.232 80 private 42172 e I reC O
Z01E05-17  ZE18333  ETPRO CURRENT_EVENTS Angler EK Apr 0T 2018 2 3 . &0 private 42178 >‘ An g I e r
20180517 2022772 ET CURREMNT_EVENTS Evil Redirector Leading to EK Apr 28 2016 ] T2167.2.128 80 private 43163 I n fra Stru Ctu re




| ateral Infection vs. C2

> Lateral Infection is not the same as C2! @
> Lateral Infection focuses on Three Phases:

— Introspection: Local device scanning C2 “'
— Network Scanning: mapping the network for Internet
potential targets and pivot points. -HEE‘
N
& %
e L
' Workstation
), &
> LI often spreads by leveraging standard
network protocols like SMB, WMI, SSH, vs.
C2 channels which are often over HTTP/S, |:I

— Exploit and Spread: Compromise other assets.
ToR, or custom protocols. Ll

> Ll typically involves using native networking
protocols to scan and spread within an
organization (e.g. Locky using SMB to
encrypt file shares)

Datacenter

Workstation



C2 Channel Evolution: Cat and Mouse

Layer [9] Content Layer (Docs, HTML) | SandbodNG-DLP
Layer [8] Software Application Layer (Dropbox) | = C ASB _____________________
Layer 7 Network Application Layer (HTTP) |  NGFW/IPS
Layer 4 Transport Layer (TCP/UDP) StatefulFlrewa” _____ i
Layer 3 Network Layer (IP)  AccessList

> Malware noted that keepin&_ explicit strings in the payload would be easy to identify (e.g.
GHeRMR PRIV AES JH & REHI G PRHEARRIH RAF T S9MBHIRIRS IRKR BilRSSh S Skype

whi@9&lso leveraged evasion techniques.

> ToleRBYERWAYES GHEDIRAHELBVRRRRY IR teeRABRYRIOTRNRE dhdtBdras Byt ge
styanb&riiyhiatech?Rles to hide in plain sight. E.g. Sninfs

> EirfsHpama w8 HagiashiadeesoRMAGt G IOVEREHRHISHN SiHaRialéd b Ehii@dded
coRMIMIAEBH IRAARIGKELp§S, HSMANBERIEY AT |1,

> th EBB@H&HQ&“@E%WM@MS@Q@%E%{%aﬂ\/@élbé%i@%H%%Qr@ém%@ﬂsﬂ@ht&e itself in
ledfiPniiy anBlisalioprcrioRrs than attacks. .



C2 Hosting Evolution

A Common Cloud
P2P Services / Ste
£ Dynamic DGA J
5<J Configuration
el Updates
S Static IP PNS
5 atic
O >
Timeline

Early days C2 infrastructure was very fixed. Similar to traditional computing, it was physical machines in data centers with
static IP’s.

While DNS was prominent, domain names for malware would not change very quickly.
Configuration Updates via CNC

This weak link made for a great target for vendors providing defense mechanisms. So malware evolved as well to domain
generation algorithms (DGA’s) which could quickly cycle through generated domain names to eliminate single points of
failure. E.g. Conficker

The issue with DGA’s is that the algorithm can be reverse engineered, and it still relies on DNS. Enter P2P Mechanisms
like GameOver-Zeus

To offset the potential disruptions for DGA’s, malware started leveraging common cloud services which enterprises are

adverse to blocking as they may serve a business function.
11



C2 & Steg:

> "Never write if you can speak; never speak if you can nod; never
nod if you can wink.”

— Martin Lomasney, Gangster, Politician (1859-1933)

> Steganography (Steg) is hiding in plain sight. It has been used for centuries
and provides plausible deniability.

> Protocol Headers, Metadata in Files, Altering Bits in Data, Unicode &c &c &c.

aaaaaaa

> Examples of how C2 can leverage Steg includes Embedding Configuration in
Images, Audio, Video, File Metadata, and even network protocols!

Tt

> You can also layer Steg with encryption/encoding for additional obfuscation.

12



C2 Steg Continued

0 8 16

24

32

I | AR O B R P O CEE CE R R R R R O e B PR T TEE PR TR O R A O O T R B AR I
i I 1 1

Mo. Time Source Destination Source Port  DestPort  TCP Flags TCP Window Length  Info

> Deterministically identifying when Steg is in use
can be very expensive if not nearly impossible
in many scenarios, especially when processing
network streams in real time.

> This makes Steg a perfect choice for enhancing

m

the robustness of malware C2.

> Frame 1: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface @
> Ethernet II, Src: @0:00:90_02:00:00 (00:00:90:00:90:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:08)
> Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.2
4 Transmission Control Protocol, Src Port: 68573 (6@8573), Dst Port: 443 (443), Seq: 1, Len: 42
Source Port: 68573
Destination Port: 443
[Stream index: @]
[TCP Segment Len: 42]
Sequence number: 1 (relative sequence number)
[Next sequence number: 43 (relative sequence number)]
Acknowledgment number: @
Header Length: 2@ bytes
» Flags: @x@ea (<None>)
Window size value: @
[Calculated window size: @]
[Window size scaling factor: -1 (unknown)]
> Checksum: 8x2123 [validation disabled]
Urgent pointer: @

Sequence Number
Acknowledgmem Number
TD;‘; R;s;rv;d \(/:V(E: g é g g \S( :: Window Size
Offset RIE|G|K[H|T|N|N
) Checksum Urgent Pointer
Source: IPv4/V6/TCP Header, LUC htip://intfronetworks.cs.luc.edu/1/html/tcp.html p— | Padding

OpenPuff: http://embeddedsw.net/OpenPuff Steganography Home.html

13

m



http://intronetworks.cs.luc.edu/1/html/tcp.html

C2 - Counter Offense Techniques

> Attackers think economically, want their
malware to last as long as possible thus Vendor/Non TDS ACL
- Target IP Space 7 =
bringing the most ROI.

-

> Malware authors utilize several counter
detection techniques to ensure the viability of
their malware.

— Filter who can connect (e.qg. IP filtering to
eliminate non-targets, researchers and
sandboxing tools.)
— Secret Handshakes: E.g. leverage custom TCP
stacks or special low level handshakes that only
illicit responses if correct handshake is used (e.g.

y Target IP Space

Poison lvy) _ _
i ] o SSL Certificate Information

- Encryptlon: Predeflned SSL Certl..flca;tes Subject Common Name: p232.thusecurerc lowa

em bedded In malwa re for authentlcatl ng f::;:t;ummu" — pC::;;hL;f::iurr::;llf:::Tfuweingi Tinssisas Co., CN=p2932.tbuseourarcl.va

CI ientlse rve rS Issuar: C=MH, L=Majuro, O=Tfoweingi Tinssisas Co., CN=p292.tbuseourercl.va

551 Version: TLSw1
— Steg . Fingerprint (SHA1): 9662b6s799ba20d687 34cc99aa83debbb0S06f064
] Status:  Blacklisted (Reason: Dridex C&C, Listing date: 2016-07-15 10:57:42)

> Anecdotally, we’ve seen an increase in anti- Source: Abuse CH
sandboxing techniques to prevent execution https://sslbl.abuse.ch/intel/9663b6799ba20d68734cc99aa83d6bbb0506{064
and avoid detection. 14



C2 Flavors: Crimeware vs. Targeted

Crimeware:
> General Purpose
> Widely distributed

> Go to greater lengths to
evade detection from a
protocol perspective

> Yet quite chatty on C2
channels

Targeted:
> Highly selective victims

> Will be custom built to
navigate individual
networks, common
platforms.

> Often does not go to great

lengths from an obfuscation
perspective

Targeted Espionage:

> Most exotic form of
malware/C2

> Far more sophisticated than
traditional targeted.

> May lack network based C2
channels altogether.

> May leverage insiders as
well as covert HW to bridge
air gaps.




Case Studies

> Now that we've covered the background and evolution, let’'s take a look at actual
malware C2 channels to reinforce our examples.

> Note that there are often a great many variants for each malware and some
leverage different communication than the mainstream samples which we will

cover.

16



GhOstRAT

| File | Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help

Am 2@ LR REB Res=FsEIEQaaaH
[ |tq:| [X] '] Expression...  +
> B . C 2 P t | Mo, Time Source Destination Protocol Length  Info
11 18.a48820 192.168.1683.18 68.251.73.126 TCP 68 1826 3082 [ACK] Seg=1 Ack=1 Win=1752@ Len=@
12 1@.845589 1532.168.1683.16 68.251.73.126 TCP 249 1826 3882 [PSH, ACK] Seq=1 Ack=1 Win=17528 Len=195

1826 [PSH, ACK] Seq=1 Ack=196 Win=6424@ Len=22
3082 [ACK] Seq=196 Ack=23 Win=17498 Len=0

> Common strains support a | e massamae etz e s
basic non-encoded string in the
Ethernet II, Src: AsustekC_8f:a@:67 (@@:11:2f:8f:a@:67), Dst: 62:ad:6T:ef:57:47 (62:ad:6f:ef:5f:47)

> ‘GhOst’ string in initial load
" . Internet Protocol Version 4, Spc: 192.168.183.16, Dst: 68.251.73.126
to Identlf malwa re Transmission Control Protocel, Src Port: 1826 (1826), Dst Port: 3882 (3802), Seq: 1, Ack: 1, Len: 195
Source Port: 1826

Destination Port: 3@e2
[Stream index: @]

Frame 12: 249 bytes on wire (1992 bits), 249 bytes captured (1992 bits)

FITR

T T T

> Non-Standard Port easily

cooe 62 ad 6F ef 5T 47 @@ 11 2 8f a@ 67 88 88 45 @8 b.o._G.. /..g..E.

0OLE B8 eb B2 B 40 @2 B0 @6 4b d8 c@ a8 67 Ba 3c b craaflas. Kowuga<a

. 0020 49 7e 84 82 b ba b2 de@ S5d 2e f8 11 bS5 bl 5@ 18 Ireainun Jewuan P.
fllterable G038 44 78 6c 59 98 00 c3 @@ 60 60 f3 08 68 88 47 68 DplY.... c.u... Gh
Go4E 3@ 73 74 78 9c 4b 63 6@ 68 93 B3 c4 ac 48 cc B8 EK.KC“ R i

G058 c4 la 5c @c @c 4c 48 3a 38 bS a8 2c 33 39 55 21 L@ 8.., 3000

Geee 28 31 39 S5b cl 98 al S5e @2 28 76 86 9d 81 61 87 19[...~ .(v...a.

Ge7e 87 1@ 83 88 e4 b3 31 38 ds b8 @9 31 48 38 48 31 ...... 1@ ...I1HaH1

GOE0 58 78 83 5 Se 4e a8 d9 1 6a 62 cd 7T 28 dB @a .o O | R | DA

0098 a4 23 7 4f aa 89 @1 62 1@ 1f a4 3e 63 7d 6b od I P S L.

Goaf 17 a@ Se 8f a@ da e6 75 ad 35 28 be B85 18 7f 78 P R
Gobe 25 c4 7@ @ b3 10 43 dd 15 @7 @6 a@ 91 @c 85 a7 T
GOcE  B8e 82 31 33 48 13 23 23 c3 6f @e @6 @6 43 20 b3 LW13HLGEE L0000
Gods 14 28 @6 83 a7 96 6T b8 83 32 f4 c@ 8a 74 ae 32 (e, 20001
Goed  d2 a4 9c cc 64 dd d4 44 @b 63 33 3 54 73 86 B2 ve..d..D .€3.Ts.b
96fe 4@ 35 d@ 7@ 8@ ed c4 48 55 @5.p...@ U

eeenee BhBSTHLKC L@ e N L@:8. ., 3000 19[. ..t (VesaBeue... 18, THBHIX®. . N. .. 5b.. .
o PR TR ¥ o P [P S, - ) JE s [ - S TR o (PP P S, A [P o 7 ot T L T N [ < L = ]

Further Reading: http://malware-unplugged.blogspot.com/2015/01/hunting-and-decrypting-communications.html 17



Poisonlvy

Mo. Time Source Destination Protocal  Length Info ]
6 0.020001  172.16.3.46 172.16.1.1 TCP 318 1837 > 346@ [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=256 n
7 0.020028  172.16.1.1 172.16.3.46 TCP 54 3468 - 1037 [ACK] Seq=1 Ack=257 Win-6432 Len=0 L
8 60.392080  172.16.1.1 172.16.3.46 TP 54 3468 » 1037 [FIN, ACK] Seq=1 Ack=257 Win=6432 Len=@ |
9 60.302213  172.16.3.46 172.16.1.1 TCP 6@ 1837 > 3460 [ACK] Seq=257 Ack=2 Win=65535 Len=@
U N kn own Encrypted , 256 Byte 18 60.302321 172.16.3.46 172.16.1.1 Tcp 60 1837 > 3460 [FIN, ACK] 5eq=257 Ack=2 Win=65535 Len=0 !
11 60.392340 172.16.1.1 172.16.3.46 TCP 54 3468 » 1037 [ACK] Seq=2 Ack=258 Win=6432 Len=0 |
handshake 14 96.469389  172.16.3.46 185.32.221.46 Tcp 62 1838 > 3468 [SYN] Seq=8 Win=65535 Len=B MS5=1468 SACK PERM=1 i

54 > T,

54 3468 = 1838 [RS

54 3 | T, £

Does not contain explicit strings in oo : g vamee5533 Lo
handshake which are easy to key 25 121950982 1721611 172.16.3.46 T 2 3450 s 103 (Y. ACKI Seata Akl Min-Sb46 Lened Mss-ade SACK PENS-L

> Frame 6: 31@ bytes on wire (2488 bits), 318 bytes captured (2488 bits)
(:) r] . > Ethernet II, Src: HewlettP_47:hd:24 (@0:08:02:47:bd:24), Dst: Supermic_f8:de:82 (0@:30:48:f8:de:82)
> Internet Protocol Version 4, Src: 172.16.3.46, Dst: 172.16.1.1
> Transmission Control Proteocol, Src Port: 1837 (1837), Dst Port: 3460 (3468), Seq: 1, Ack: 1, Len: 256
4 Data (256 bytes)

Ava i Ia ble Si n Ce 2005 y Sti I | Very Data: de36a7able4b718367483754be28dc8hdec3s7fc326e5e31. ..

[Length: 256&]

popular and little changed despite T T e L R

. . . @1 28 16 T3 40 @@ 30 @6 36 83 ac 18 B3 2e ac 18 B
belng In the Wlld SO Iong 81 81 84 6d @d 84 c8 54 12 48 e7 c4 bl =4 50 18  ....... T .@....P.
L] ff ff 14 81 @@ @@ de 36 a7 ab le 4b 71 83 67 48  ....... 6 ...Kg.gH

37 54 be 28 dc 86 4e c3 57 fc 32 6e 5e 31 c7 d4 FT.(..N. W.2n™1..

2a 6a b2 54 3T a4 @4 @4 83 32 85 cl 93 33 65 bS #5.T?ew. 2240038,
9e 64 a3 @2 ab 63 56 7f af 7a Lf ad b7 64 e8 31 dos.cVe wzo.adll

fb 56 5d 6c dl df f3 e@ 8e bc 48 6T 89 a@ 3a 50 V]l HDP
256 Byte Handshake is exchanged

. . . d8 6@ al dd 74 be 5b 55 97 al bl a2 aa 7a 5@ ae RN o 1 IR zP.

in a CHAP like sequence. Client P b Rl b s

. ec 3f 54 88 2c a7 59 78 5d 4e fa 81 56 e5 bs f6 AT.,.Yp INL VL.

1

sends a hello which allows the SERTLRNNN enEnaRn ki

. f 21 c3 68 42 37 bl cl1 b3 bf a8 92 86 d4 <7 99 2d PhB7.en cas. -

T d b3 9b dé &f b = T R

server to prevent it from SrEnnEyE mmmaLgen T

c5 99 6T 83 ca 7e 96 ac 95 9c 3a d9 44 @7 d3 45

Communlcatlng Wlth an unknown 33 éi 3; l;i ;g i; 32 4a 3 d4 Sb 4a 89 87 4e 7e =52] []N~
client.

The server will only accept the client
communication if it has been
encrypted with the right password.

18



NanolLocker

Mooy s ey e o 3 - Expresson... | +
> Some malware leverage S e
common network utilities
and infrastructure to
embed C2 functionality
> NanoLocker leverages ;i e
ICMP to ping a hardcoded e
address 52.91.55.122 with YSriussasueunie T
an ICMP payload of the S 5
ransomware Bitcoin
address. It will also send
follow up payloads of the
number of files encrypted
on the system.

19



GameOver/Zeus

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

> GameOver / Zeus attempted to 4876 JBERcc-274RRa03" —

" " LN No. Time Source Destination Protocol Length Info

O uSCa e I S aC IVI IeS y * 7 36.789199 192.168.4.5 79.46.183.21@ RTP 114 PT=Unassigned, SSRC=8x2CF2453A, Seq=48684, Time=431893951, Mark[Malformed Packet]

8 51.814595 192.168.4.5 66.136.148.79 uopP 114 29579 » 19925 Len=72
. . 1@ 66.814572 192.168.4.5 74.41.224.134 BT-uTP 114 uTorrent Transport Protocol Type: Unknown 69[Malformed Packet]
eve ra I n roto‘ O S to aVOI 12 81.845982 192.168.4.5 31.135.144.242 uopP 114 29579 » 11571 Len=72
14 96.877845 192.168.4.5 178.59.248.41 SKYPE 114 NAT repeat Unk: 4
[ L] ] L] u 16 111.877@@89 192.168.4.5 82.167.228.127 SKYPE 114 NAT info Unk: 4

S I n |e OI ntS Of fa I I u re SI ' ' l I Ia r to 18 126.892576 192.168.4.5 117.194.224.243 upp 114 29579 » 28318 Len=72
19 141.9@8162 192.168.4.5 46.36.116.1 RTP 114 PT=Unassigned, SSRC=8x468FB45@, Seq=44286, Time=2288578286, Mark

h t I ltl I P2 P fl I h ] 28 156.923636 192.168.4.5 79.9.18.57 uop 114 29579 + 230939 Len=72

services work (|OOS€|y based on

g g > Frame 7: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)

> Ethernet II, Src: CisTechn_10:20:84 (00:20:18:10:20:04), Dst: @8:ff:al:00:86:50 (B0:ff:a1:00:06:50)

for packet paylgads to make B

* User Datagram Protocol, Src Port: 29579 (29579), Dst Port: 11134 (11134)

' . ' ee ff al @@ @6 50 @@ 20 18 1@ 20 94 83 00 45 @0 N T T -
Slgna ure ase I ICu . 80 64 8@ J7c @2 82 30 11 6e 5T c@ ad 84 85 4T 2e vda|aeen n_...u00
b7 d2 73 8b 2b 7e @@ 5@ 59 5@ 9f 9e 9e 9c 19 bl c.S.+l P YPLL L

fa bf 2c f2 45 3a b2 b7 4e 13 66 da 11 3c d3 4a ces.Eia. NLFL.<LD

Payloads
— Emphasizes the point that often o ’
times the malware authors will just
attempt to stay one step ahead of
security solutions rather than
implement the most state of the art
attacks.

Further Reading: https://www.sans.org/reading-room/whitepapers/detection/analysis-gameover-zeus-network-traffic-35742 20



Dridex using Pastebin as C2 (aka Blind Drop)

> Virtually any cloud service
can be used for C2. in this
example Pastebin is
leveraged.

> While sites like Pastebin
might be simple to turn off,
Twitter, Amazon, and
Facebook may have
legitimate business
purposes.

> Malware may hide Iin
comments, images, video
and uploaded content.

Sample: ce181f45efb519504e54fedSdaaddcc7

MD3 celdifdfefbi19504ebdfadbdasdbocT SHAZHE Mia

Submision Date 2015-08-11 173802 File Size MN/A
Type FCAF VirusTotal 17/57
Date J= s5id It Signature
2015-08-11 2021621 ET TROJAN Possible Dridex 551 Cert Aug 12 2015
2015-08-11 2021621 ET TROJAN Possible Dridex S5L Cert Aug 12 2015
2015-08-11 2812350 ETPRO TROJAM Possible Dridex Exe Command in Pastebin Title
20150811 2812385 ETPRO TROJAN Possible Dridex Open Command in Pastebin Title
2015-08-11 2014520 ET INFO EXE - Served Attached HTTP
2015-08-11 2021078 ET INFO SUSPICIOUS Dotted Quad Host MZ Response
2015-08-11 2014520 ET INFO EXE - Served Attached HTTP
2015-08-11 2021078 ET INFO SUSPICIOUS Dotted Quad Host MZ Response
2015-08-11 10000028  FILE ET magic PE32
2015-08-11 2000418 ET POLICY PE EXE or DLL Windows file download
2015-08-11 2021244 ET TROJAN Dridex Download June 10 2015
2015-08-11 2812388 ETPRO TROJAM Possible Dridex O byte POST to Pastebin

i]

It Rev It SrclP

private

443

1443

]

BD

]

BD

]

BD

B0

B0

B0

43420

It SrcPort Jf DstlP

privats

private

privats

private

private

private

private

private

private

private

private

It DstPort It

43442

434313

45412

43432

45411

43431

43431

43431

49431

43421

42411

B0
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Dalexis: ToR as a C2 Channel

Sample: eef89¢15b2625a8614d8c898fh802e04

MD3 ==f83c15b2625a8014d8cE3ETbEIZ0 SHA23E cl20e8528bER0462=080cE] T454d35d6 clad )T 4 /00954 9002030080375 TS
Submision Date 2015-02-10 17:03:21 File Size 48532
Type PE3Z executable (GUI) Intel 80385, for MS Windows VirusTotal 47/54

> After an initial infection,
malware hops to TOR2Web | .- pon
a clientless TOR —— c2
) . Date ]2 Sid It Signature It Rev It SrclP M SrcPort It DstiP It DstPort It Con nection
Implementatlon for C2 20151011 2018879 ET POLICY onion.cab tor2web .onion Proxy domain in SNI 1 private 43380 188.136.122.22 443 } Via
ACtl Vlty 201510-11 2018875 ET POLICY onion.cab .onion Proxy DNS kookup 1 private 53212 B.5.5.5 53 TO rzweb

2015-10-11 2020358 ET TROJAN Critroni ‘ariant .onion Prosgy Domain 1 private R332z BBER R

> TOR allows botnet o e oo et e ety 1 e e
operators to evade MU0 202008 ETTROIAN Coni adant onion Proey Doma | e s eses Probing
communication snooping in T POLICY ONS Qery o o prory Domain v o wme e sec - | forTOR
Intermediate Systems_ T e ST een e e re e ' e = N Endpoint

2015-10-11 201557 ET POLICY DMNS Query to .onion proxy Domain (tor2web) Li] private iz i) BBER Rl

2015-10-11 2020358 ET TROJAN Critroni ‘ariant .onion Prosgy Domain 1 private izt iy BBER R

2015-10-11 2808413 ETPRO POLICY telize.com P leokup 2 private 450365 45.15.37.108 i ] .

2015-10-11 2015525 ET TROJAM Win32/Dalexiz. A Possible 551 Cert (cangol.cat) 2 217.148.7.213 443 private 45354 | n Itl al

2015-10-11 2015524 ET TROJAN WindZ2/Dalexis. A Possible 551 Cert {ppc.cba.pl) Z B51T. T2 18 443 private 45353 CO m p ro m ise
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AridViper

File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

Am @ JERB Res=F s EQaQaaH
| |htip ] ~ | Expression..  +
Mo. Time Source Destination Protocol Length  Info 4
317 36.414693 188.48.75.132 lg.@.174.18 HTTP 59 HTTP/1.1 288 OK (text/html)
322 36.552933 18.8.174.18 188.48.75.132 HTTP 68 GET /new/get_statu.php?name= -764685716 HTTP/1.1 POST /newfupdate.php HTTR/1.1 (a..!
324 35.555876 1588.48.75.132 la.@.174.18 HTTP 59 HTTP/1.1 288 OK (text/html)
329 36.673276 le.8.174.18 188.4@.75.132 HTTP 294 GET /new/get statu.php?name= -764685716 HTTP/1.1
331 36.889651 188.48.75.132 le.@.174.1@ HTTP 266 HTTP/1.1 28@ OK (text/html)
335 36.8386046 la.8.174.18 188.48.75.132 HTTP 294 GET /new/get_statu.php?name= -764685716 HTTP/1.1
336 36.974926 188.48.75.132 18.8.174.18 HTTP 266 HTTP/1.1 288 OK (text/html)
348 36.979338 18.8.174.18 188.48.75.132 HTTP 378 POST /new/update.php HTTP/1.1 (application/x-www-form-urlencoded)
341 37.11635%4 188.48.75.132 lg.@.174.18 HTTP 267 HTTR/1.1 288 0K (text/html)
344 37.128558 18.8.174.18 188.48.75.132 HTTP 344 GET /new/all file infol.php?name= -764685716&user=3281i1e=03-81-2015%26822-25 . um1&t..
345 37.255789 1588.48.75.132 la.@.174.18 HTTP 266 HTTR/1.1 2688 0K (text/html)
354 37.381955 le.8.174.18 188.48.75.132 HTTP 389 GET /new/get tree.php?name=: -764685716&date=03-01-2015 HTTP/1.1
356 37.518632 188.48.75.132 le.@.174.1@ HTTP 266 HTTP/1.1 28@ OK (text/html)
361 39.837828 l8.8.174.18 188.48.75.132 HTTP 294 GET /new/get statu.php?name -764685716 HTTP/1.1

> Targeted malware which leverages basic HTTP over standard ports to blend in.

> This stream is composed of initial client registration to C2 server, along with post
registration activity to validate interesting files on the system.

> Arid Viper originally focused on Israeli targets

Source: Proofpoint: https://www.proofpoint.com/us/threat-insight/post/Operation-Arid-Viper-Slithers-Back-Into-View
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C2 Trends and Projections: Encryption

> Encryption: B
— SSL adoption has rapidly gained steam in o Revoked Certfcares |
the last few years, SandVine Projects S —
70% encryption in 2016 s e e e
— Let’'s Encrypt could be huge game
changer for malware am
— Previously cost/overhead was high for
SSL, Let’'s Encrypt eliminates this aw
limitation.
— Won't impact state sponsored or targeted 2
attacks much, but will impact Crimeware
heavily. W

]

Oct 2013 MNov 2015 Dec 2015 Jan 2018 Feb 2016 Mar 2016 Apr 2016 May 2016 Jun 2018 Jul 2018

Source: llya Grigorik, Google: htips://plus.google.com/+llyaGrigorik/posts/GboyXCXx|Gr
Source: Let's Encrypt: htips://letsencrypt.org/stats/
Source: SandVine Spotlight Encrypted Traffic Report: hiips://www.sandvine.com/irends/encryption.html 24



https://plus.google.com/+IlyaGrigorik/posts/GboyXCXxjGr
https://letsencrypt.org/stats/
https://www.sandvine.com/trends/encryption.html

C2 Trends and Projections: |IPv6

> IPv6

Today IPv4 is still the predominate routed protocol on
the internet, particularly outside of APAC and
universities. This is changing.

IPv6 presents a big challenge because of the
massive number of IPv6 addresses. E.g. Hurricane
Electric will give you your own /48 of IPv6. That's
65535 /64 networks, each with
18,446,744,073,709,551,616 hosts!!!

IPv6 also may expose weaknesses in security
software that does not support it yet or has underlying
flaws and vulnerabilities.

It is enabled by default in virtually every modern OS!

Source: Google: htips://www.google.com/intl/en/ipv6/statistics.html

Source: Hurricane Electric: https://tunnelbroker.net/
Source: Jaws, Roy Schneider 1975

IPv6 Adoption  Per-Country IPv6 adoption

IPv6 Adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that
access Google over IPvG.

Native: 10.61% 6tod/Teredo: 0.00% | Jul 20, 2016

14.00%

12.00%

10.00%

5.00%

65.00%

4.00%

2.00%

e
e

Jan 2009 Jan 2010 Jan 2011 Jan 2012 Jan 2013 Jan 2014 Jan 2015 Jan 2016

| liﬂ

0.00%
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C2 Trends and Projections: TOR

> I OR == \lalware Samples Leveraging TOR

— We’'re already seeing an
Increase in malware using

40,000

TOR
— |deal channel for
concealment of the C2
— TOR can even be
Implemented without a
client using Tor2Web.

5,000

Source: Proofpoint ET Intelligence, Unique Malware Samples leveraging TOR
Source: Tor2Web Project: hitps://www.torZ2web.org/ 26



https://www.tor2web.org/

Leveraging Cloud Apps

. Alexa top 100 websites

SimilarWeb top 100 websites

Site Domain e T B # e L Type Principal country

> Hldlng C2 In CIOUd/Web AppS Google google.com 1 2 Internet semvices and products B US.
ThIS IS Ilkely to be a ContInUIng trend YouTube youtube_com 2 3 Videio sharing B US
Facebook facebook. com 3 1 Social network =R

heIpS to SOlve the attaCker Cha”enge Of Baidu baidu_com 4 16 Search engine Bl China
hosting and potential bIaCkliSting Of Yahoo! yahoo.com 5 5 Portal and media = U.S.

. . Amazon amazon.com 6 14 E-commerce and cloud computing B US.

Standalone C2 InfraStrUCtu re by Overlaylng Wikipedia wikipedia.org 7 9 Encyclopedia = U.S.

it on top of cloud applications which often Tencent Q@ ag com ; & Partal I Crina
have business legitimacy. o s ; I B i

_— This makes it harder to detect and harder ‘-tln-"u'in:ows Live Iive;:um ;112 js Err].ail.w:bsn.enfices and software suite fg:
for organizations to take action on - 22 s -
because they Cannot bIOCk these appS_ Sina Corp sina.com.cn 14 Portal and instant messaging @l China

. Yahoo! Japan yahoo.co.jp 15 36 Paortal ® Japan

— Puts the onus on Cloud providers to Google Japan googie.cop 19 19 Searchengie o Japan
detect malicious activity. The 1 - = o
effectiveness will vary widely depending = — B = S mus

On hOW invested these providers are. Yandex yandex.ru 20 10 Search engine mm Russia

VK vk.com 21 4 Social network mm Russia

- CIOUd appS can be deployed W|th ||tt|e Hao123 hao123.com 22 Web directories Bl china
. Instagram instagram.com 23 8 Photo sharing and social media B US

more than an emall addreSS’ Often free eBay ebay.com 24 &) Online auctions and shopping = S,

Compute infraStrUCtu re for attaCkerS! Google Germany google.de 25 20 Search engine B Germany

Source: Alexa Top Websites: https://en.wikipedia.org/wiki/List_of most popular_websites
27



Layered Evasions: Ripe for the Picking

> Layered Evasions

— Stacking numerous evasions from the IP level up the chain into the application layer to try
to evade malicious activity detection by trying to fool detection capabilities (similar to
traditional IDS layering evasion techniques.

Embedded Content (Encoding, Compression,
Metadata, Dynamic Content)

HTTP: Chunking, GZIP, Base64,

SSL Encryption

TCP Segment Overlaps

IP Fragmentation
IP Protocol 41 (IPv6 in IPv4)

28



Steg Adoption

> Steganography

— Hiding in plain sight really is a
powerful covert channel.

— Attackers may choose to take
techniques which are not
computationally difficult to
generate, but are computationally
difficult to detect, especially in real
time network streams.

— Trends will likely be dictated by
pace of security industry defenses

Further Reading: http://embeddedsw.net/doc/Thwarting_audio_steganography_attacks in _cloud storage systems.pdf
http://embeddedsw.net/doc/Data_hiding_and_steganography annual_report 2012.pdf
Image Source: Inception, Christopher Nolan, 2010

29


http://embeddedsw.net/doc/Data_hiding_and_steganography_annual_report_2012.pdf

C2 Detection Is Critical!

> High fidelity Indicator

> May prevent malware from successfully executing

> May prevent escalation to attack other hosts inside/outside the network
> May prevent sensitive data from making it out

> Makes more hoops for the attacker to jump through and therefore more
opportunities to make a mistake.

30



Defense Mechanisms Part 1

Malware C2 Channels by Port
90.00% 78.23%
> Eliminate the Known Bad 000
— Block access to known bad IP’s, countries 0001
— Block Access to Malicious Domains/URL'’s ggggz o
> Minimize the network attack surface T rerrm ropnas ’ i

— Restrict FW/NGFW to least privilege including
» Restrict Firewall Ports!, no ary-any-any-policy

 Block unnecessary / undesirable L7 applications with an NGFW/IPS
« E.g. ToR, ToR2Web, Unknown Binary Strings

 Block unknown / unknown encrypted applications at the perimeter with an NGFW/IPS

« NGFW's can identify low hanging fruit with AppID, IPS can help to identify potential protocol
anomalies used when malware attempts to masquerade over HTTP/HTTPS ports.
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Defense Mechanisms Part 2

> Fingerprint Known Malware

— Where possible, identify
malware with both pattern
matching and behavioral
identification from a high
fidelity source. If you can
accurately identify malware
itself, then you can have a
higher degree of confidence
of an infection.

— Especially if you can identify
the malware by it's C2
channel

POST _fupload/ dispatch.php HTTP/1.1

Accept: */*

Accept-Language: en-us

Referer: http://xllrawxmhbsoxmu.xyz/upload/

x-reqguested-with: XMLHttpRegquest

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, detlate

Cache-Control: no-cache

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; WOW64; Trident/7.8; SLCC2; .NET CLR 2.8.58727; .NET CLR 3.5.38729;
L.NET CLR 3.8.38729; Media Center PC 6.8; .NET4.8C; .NET4.8E; InfoPath.2)
Host: x1lrawxmhbsoxmu.xyz

Content-Length: 1166

Connection: Keep-Alive

L
BehhIm=¥BBtH%E 2% 26303 FEXBEX I BVAEDEBXC 1 X1 3ADX2CDAF 2X83XD2n&ctSxHe V] =2E 7R 0REFDXAS 2 FAXBOKHDFXL7HEL2 . X0 70X 1 FEFDEFCHABRPAXC 3XATELSEFDY
HOBpA2BHOFREO1XDTRAARDI X 3XAIXPEHORHF AKOAX2BsHEBXE30&7Zhu=70XEAX 1 EXE 205X DDEXBEXEBXBAX DX VXEFEA6XD1R7 ] pweQi L =XEAXD3¥00%E3r¥BEBeX2 7
AERX4aYC a0 BBt EDREVEF CpX 18X BB AERBAXPAY 25X B 3X0B4AX 10y B 2X 5 EX26XPBXTDEREaQUO=X0 18,4 XDSH 2 FXES 1 BDER 2 AX0 7HAOKSDHBArE27HC Lo TR 6XAARDSHAC
ADBXEIRBoRABeR00RASEA2REAYERCRSEdATRAORET T2 347 TXH=32 3%0DRAF r&60u ZXD4X038A0RDE J X DORC EXBF B A 3RS DBCCsXIFEBCREBVAEDBRFORDIRFERFAECA 1-
2R VEX 2o 3B EA 04X 3EXEEA 2R 121 &y i N=2EAW S A B F R EAp B S E B AR 2 3 EXRR X BA I BDN AT B2 2 AF s H0R XA OB R X OFXFBRC DX3IEXB 2HC3XVF
X12¥po¥81¥3D¥2 1WHBBX2AAKOFEACAEAALx X2CRo7hroNa=R¥CTE02EFSnED7ESDX0BX1 4X6DEAE eBASKAROKEARBCRczGrK=287%24 ¥DCIHOFXACK1CHOBMtE9 1o
AL 3XERRAZYIFAXIDPBv=r¥80XBERECE21XBIUEAAKROT H3BXB 7y 2CVEECARAEYOCHC 2¥B0eQB a7 EXCON2FEB1H0 18 ImHVT =HASEDEXDCHSEXL 6RADRECEX - Tw
A11XD1%27XDEQRDOSH26YREG22] 2t 7 CREARE3XF 3R 2FATICU=49CE2 2DEFA%7BREBRC BRASKEBRCBXE7RD5X ] BRFCRABREDE23XREXDSROFh21XBF PRADRCS IXCAJuoniRC
HERR23XEARAA W x=HCOXDF DA% 2 706 BB CRAT O S X EBRA X EAWRF FTHEBERY 2XEQXSCHL BX25X1 SEEOXDAK 1 BXO0WH 158191 7Ams A=q¥OCK0RX 20X 03 0DH0 1HAC -]
£2FHTTP/1.1 484 Not Found
Sserver: nginx/1.4.6 (Ubuntu)
Date: Mon, 11 Jul 2816 19:19:53 GMT
Content-Type: text/hitml
Transfer-Encoding: chunked
Connection: keep-alive
Content-Encoding: gzip

c3

.8..w.w8;...8q.YD.A...Rs&.4... .. ...u.. TaooiBlPencfiEeiFancnanoanono e = S I =, S ] e i e
Vouotov.0..8¥N..N....T.q

S PR v

JIK..[.5@....C.IM(.B..... Fovuan C...

@

alert http FHOME_MET any -» FEXTERMAL MET any {msg:"ET TROJAM Ransomuare Locky Onl Bescon 21 May"; flow:established, to server; content:"POST"; http metho

d; content:"/ dispatch.php"; fast_pattern; content:"wed-form-urlencoded|8d &z

; http header; content:"|8d 8a|x-reguested-with|3a 28 |¥MLHttpRequest |Bd 8a

|"; hittp_hesder; pore:"/t[8-9a-zA-I=%-]{8,48}{ 2 X[A-F&-9]{2}){4}/P5si"; reference:mdS,ETE0ETel8TedBTBdE8R58a043eTcbe?c; classtype: trojan-activity; sid:282

2952; rev:2;)
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Defense Mechanisms Part 3

> Eliminate SSL Blind Spot with Interception

— SSL Interception is an increasingly important function if it can be leveraged.

— It allows you to not only inspect encrypted streams, but also breaks any malware that uses
predefined certificates / unsupported configurations.

— Try to limit Trusted CA certs wherever possible, especially on SSL Proxy and on endpoints.
This can help to mitigate malware being able to connect to suspicious systems signed by
low trust partners.

— Restrict SSL MiTM to using strong ciphers to potentially break malware using weak /
outdated ciphers.

> Detect/Block Known Bad SSL Certs

— Where possible, use IDS or other technology to detect known malicious SSL certs which
provide high fidelity indicators of an attack (even if SSL MiTM isn’t possible)

— Record TLS Certificates observed on network with tools like Suricata or Bro.
— Abuse.CH!

alert tls FEXTERMAL MET any -»> FHOME_MET any (msg:"ET TROJAM ABUSE.CH 55L Blacklist Malicious 550 certificate detected (Dridex)"; flow:established,from s
erver; content:” |83 82 @1 82 82 @9 &3|"; fast_pattern; content:" |3 &% 86 83 55 &4 86 13 #2|"; distance:®; pore:"/M[A-Z]{2}/R"; content:!"|55 &4 @B|"; d4i
stance:®; content:”|55 &4 &7|"; distance:®; pore:" /"t {2}[A-Z][a-z]+{ 22T [a-z]+| (3 \x2B[A-Z][a-z]+){1,2})[@1]/Rs"; content:" |55 &4 8a|"; distance:8; pc
re: "t {2H[A-Z][a-2]{3, s [A-Z)[a-z]{3, Fus{ 2 [A-2] {2 [A-Za-z]{0, A A [A-Z] | {2\ [A-Z3-2]){1,3}) | [A-Z]}[a-z]+)%- 2[@1]/Rs"; content:"|55 &4 @3|"; distance:d;
byte test:1,>, 7.1 relative; pore: "/t {2} 3:[a-z]{1, 432 {3} 2. ) [a-2]{5, }%- {2 {?: com|net |org ) [@1] ) [a-2]{2, }[®1]/Rs"; content:!"|2a 86 48 86 7 &d &1
@3 81|"; reference:wrl,sslbl.sbuse.ch; classtype:trojan-activity; sid:2822627; rev:8;)
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Defense Mechanisms Part 4

> Heuristics / Anomaly Detection

— Heuristics/Pattern matching is not a perfect catch all for identifying suspicious activity due to
highly evasive techniques, especially when it can be corroborated with other I0C'’s.

— One high fidelity indicator of compromise can be to examine DNS data to try to identify
domain generation algorithms used by modern malware.

— Some IDS can also identify this activity, but placement is very important because it needs to
be between the client and the DNS server, otherwise all attacks will look like they are
coming from the DNS server. _

L] |dns [x] | Expression +
Mo, Time Source Destination Protocol  Length Info 15
14 28.488299 198.41.8.4 192.168.58.10 DNS 496 Standard query response @x@edl A dmowcugwpbcaty2nedtmaamg4g.isc.org NS d@.org.afilias-nst.org .. |
— 28 30.849322 192.168.53.18 10.55.99.1 DNS 98 Standard query @x8883 A a2cnkterzlchpybiStsod4vdapd.com
56 3@.216163 192.168.58.18@ 4.2.2.1 DNS 9@ Standard query @x@e1® A lz3iShdrtoogpzrllptmaSsjqc.com
57 3@8.245775 4.2.2.1 192.168.58.10 DNS 122 Standard query response @x@81@ A lz3iShdrtoogpzrllptmaSsjqc.com A 198.185.254.11 A 198.185.244..
58 30.246093 192.168.58.180 4.2.2.1 DNS 94 Standard query @x8@11 A www.lgvfddsxlyagqckdwexruxddc@b.com I
60 30.277899 4.2.2.1 192.168.53.10 DNS 126 Standard query response @x@811 A www.lgvfadsxlyaqckdwexruxddceb.com A 198.105.254.11 A 198.1@5..
65 38.296153 192.168.58.18 16.55.99.1 DNS 94 Standard query @x@@14 A www.ydkpnhyqgdawafrptttktoSgle.com
77 30.4453989 192.168.58.180 4.2.2.2 DNS 9@ Standard query @x8@la A wor32lmugb@lhcpdddswnhepmb.com
78 30.4578790 4.2.2.2 192.168.53.10 DNS 122 Standard query response @x@8la A wor32lmugb@lhcp4ddswnhepmb.com A 198.105.254.11 A 193.165.244..
79 38.45818@ 192.168.58.18 4.2.2.2 DNS 94 Standard query @x@@lb A www.pgqyhhwrqnzdctgbhqgkuxge2d.com |
80 30.485485 192.168.58.180 16.55.99.1 DNS 81 Standard query @x8@lc A netl72.rebindtest.com
81 3@.485561 4.2.2.2 192.168.58.10 DNS 126 Standard query response @8x@8lb A www.pggyhhwrgnzdctgbhgqgkuxge2d.com A 198.185.254.11 A 198.1@5..
82 3@.496574 18.55.99.1 192.168.58.18 DNS 321 Standard query response @x881c A netl72.rebindtest.com A 172.16.8.1 NS k.gtld-servers .net NS b..
84 38.524788 192.168.58.18 18.55.99.1 DNS 87 Standard query @x@@ld TXT 2.2.2.4.test.senderbase.org

> Frame 65: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)

> Ethernet II, Src: AsustekC 8f:a@:3a (88:11:2f:8f:a@:3a), Dst: da:dd:49:3b:4b:9b (da:dd:49:3b:4b:9b)
> Internet Protocol Version 4, Src: 192.168.58.1@, Dst: 18.55.99.1

> User Datagram Protocol, Src Port: 58872 (58872), Dst Port: 53 (53)

> Domain Mame System (query)

2000 da dd 49 3b 4b 9b 8@ 11 2f Bf a@ 3a 83 @@ 45 @0 P OO B N
381 @@ 58 @@ 2f @e @@ 8@ 11 d2 B3 c@ a8 3a @a @a 37 P e |
63 @1 c3 98 @@ 35 @@ 3c fe 44 2@ 14 @1 @@ @@ @1 c.... 5.4 .0uaanns

> Network Anomaly Detection: RNCZZIIESE BRERASRE EE

— By itself a low fidelity indicator and FP prone, when combined with other techniques,
anomaly detection can provide valuable insight. Particularly when network based
steganography and evasion techniques are used, a good IDS anomaly engine will light up
like a Christmas tree. 34




Defense Mechanisms: Part 5

> Review, Tune, and Listen to your Security
Infrastructure! (Give a shit)

— As we’ve seen with many high profile breaches, it is often the
case that malicious activity is detected, but it isn’t acted upon.

— Most off the shelf malware and attacks provide many IOC'’s to
key on which can be detected by freely available software
and systems.

— There are commercial and open source solutions available
that can help to solve the problem of the signal to noise,
auxiliary endpoint verification, and end to end IR
containment.
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Most Importantly

> Get Involved!

— Contribute to ET Open, Free Open Source IDS Rules for Suricata and
Snort
— http://doc.emergingthreats.net/bin/view/Main/EmergingFAQ
— emerging@emergingthreats.net

— Contribute to OISF / Suricata Development

— https://oisf.net/
— https://suricata-ids.orq/

O * S Open Information
Security Foundation
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Summary

— In modern computer security, it's not a matter of if, but when, and what they will take, and
how much it will cost you to deal with it.

— The attack surface is simply too massive, to put all of your hopes in the fact that you might
be able to keep malware out.

— In taking the fight to the attackers, we need to be smart, and to holistically detect breaches.
Not only on the initial phases, but perhaps where the attackers are most exposed and we
have the most defensive capabilities to detect them by detecting the C2 channels.

— As we continue to up our game, we should expect that the malicious actors will do the
same, and come up with even more creative ways to leverage the same technology which
can be used for incredible good for their own malicious purposes.

— But at the very least, we can keep them on their game, and further tip the economics of
hacking by making their job that much harder. We’'ll do it by exploiting them for a change; at
their weakest point, the command and control channel.
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Thank You!
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