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WHAT WOoULD
ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

A CRYPTO NERD'S
IMAGINATION ¢

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
EUJHER To CRACK \T- THIS $5 WRENCH UNTIL

No Goop! IT'S HETELLSLE:THEW
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FOR ADDED SECURITY, AFTER

WE ENCRYPT THE DATA STREAM,
ALAIH,  DONEHLNI, WE SEND IT THROUGH OUR
DONEHLINIL, ~ ALA'H, NAVATO COPE TALKER.
ALATH,  DONEHLINI, 05T
DONEHLINI, DONEHLI \ Nﬁﬁﬁ?g woﬁérsuggg
ALAIH, — ALAIH, "ZER0 AMD "ONE" ?
DUNEHLWJ ALAIH,
DDNEHLIHI DONEH'LIN, WHOA, HEY, KEEP
DUNEHHNl , YOUR m’lﬂE COWN!
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=X/ openpuff

* TLREERRLEL
— R TR REAE R B
— T HAE BTG
— X HEXBR (B KR X H256MbF& #& HiE)
— RARREFEARARTLE
— X 16 AR A Hik
— S ERBERA (XHINRLSL)
C A MR e A
* XEZHFBEAREX
— B K ¥ # (BMP, JPG, PCX, PNG, TGA)
— &9 % # (AIFF, MP3, NEXT/SUN, WAV)

— MR L #F (3GP, MP4, MPG, VOB)
— Flash-Adobe % # (FLV, SWF, PDF)

* BEBBRM
* RREH
— S e 5 R TR,
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) openpuffak AT #9 4 B At
* RRBIBEENEERARZA, F221

— o 5%
— ZkaERAE (16F4E S mF ik 249 2.256bithe 55 % 4)
—#EL
- FXMAERRT R ARSI F 44 CSPRNG = & &5 AL F 7 AL
e 1L
—gRFiL
— WAL T kAR A T S CSPRNG = £ 6 gk 5 5 5 AU £,
—HHERIERERD
- ORFRBANETIXRKELSRBEEEAR—REL—TFTEAELRR
S, 3THAE &G R AR Please Wait...
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OpenPuff v4.00 - Steganography & Marking

Steganography

Q«® QI‘ Unhi de

Volatile marking & Carrier clean up

Y SetMark {‘Ajl_ Checlilark Cleanllp
Sy ot by o] @7 e

Help & Options

CpuTot: z
Threads 2

'

OpenPuff v4.00 - Data Hiding

(1) Insert 3 uncorrelated data passwords (Min: 8, Max: 32)

Cryptograpl [ A || (B |
Seranblin [ C | Enable (BIW (0)
Fasswords

H({X ¥) = Hamming diztance (¥ ) [

[3] Carrier selection [Order =zensitiwel

(Fame) Sort by name / (Bytes) Sert Shuffle Claar

Ertes Chain Order

Hame

(=) Mowve up zelected / (+) Move down selected / (Del)

Add Selected

(2) Data (Max: Z5EME)

Targel |

Size

Browsze

0 bytes

[4) Bit selection options

3zpp (Stream)
+ Aiff (hudio)
L] Bitmap (Image)
Flv (Stream)
% Jpegz (Image)
Hp3 (Audie)
Hpd (Stream)
Bpg L/II (Stream)

N Pex (Image)
(File)
(Image)
(Stream)
(Image)
(Stream)

¥
Fe
Fe
]
¥
¥
+ Hext/Sun (Audio)
¥
¥
Fe
Fe
¥
¥

Beset Options Add Decoy!

Hide Dlatal
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* R4/ E VS, &4 P /Kindle
* F#FHVS. iPod

* &AL VS.iTV

* w3F VS, 4 Ak F A
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X Everything is connected: - -

* NEBER 2|45 LB

© N H AU 5 R
—AEAT R F AR A T KRR P
— RF N T Aot B R FRA)

HFENR, BAHELIK, MRG, EEAERE
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* NEBERE A ZHIRFEAR
—Copyright ) 489 LA

* MBREE =—=NREHE
—IRK/ B PH
— R FA
—CD/VCD/DVD
— WAL
- FHEIK

* BN F B e AR FERR R

* BBRAAE RPN EXR TR B wdis
-
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—- AAARZ B AR (iphone == FF E+FEH M+
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— R A AR
- BARYOME: JLFEREK (R Y= 54)
- ZHARA: JLFAZE (CV)
- A A AR AZEER (Web 2.0, 1)
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1bit B 3 AR R A5) BB LI R 45 157K
AR L SiELE b -3 L2
TAE 12 R 2 I35 18] 69 AR M 5 = HIAIE. N BAE B AIE
N B ZEAGE. N A % EIAE
s
FA FARST ARG B AR A TR, RIBA oH AATIRR, flde: REE
Ed. BRIZA, Blde: PKIALH. | FHEEE G, AREEFH
Oauth 3L 5 St il 5 H A RS
Chay BEARA%, TERIETRATH RERNBRAEIE, &85 2%
(T ] R T e N B B F N 509 AN 4
FEH) J& 2R
[ F4 AT Ay Fa AR A Z 8] 09 TR VT £ BRI N 2 Fe SLAR A Z ) 89 TR 7 & BEME
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] COM Ay,
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Tagar

Media protected Secure delivery Device Association of Licensed System
of content authentication digital rights technology renewability
Video on encryption Mutual between metadata CSS [8] Device
DVD-ROM DVD drive and PC revocation
Audio on encryption Mutual between metadata CPPM [35] Device
DVD-ROM DVD drive and PC revocation
'—§ watermarking | n/a watermark 4C/Verance n/a
E Watermark [36]
'QE; Video or audio on encryption Mutual between metadata CPRM [37] Device
g DVD-R/RW/RAM DVD drive and PC revocation
E Video on digital encryption nfa metadata High Definition Device
tape Copy Protection revocation
[38]
IEEE 1394 encryption Mutual between metadata DTCP [39] Device
source and sink revocation
E Digital Visual encryption Mutual between metadata HDCP [40] Device
_‘E Interface (DVI) source and sink revocation
% NRSS interface encryption Mutual between metadata Open standards Service
) host and removable [41]-143] revocation
security device
_ | Satellite encryption None metadata Conditional access | Smartcard
_g systemn [44], [45] revocation
c% Terrestrial encryption None metadata Conditional access | Smartcard
system [453] revocation
Cable transmission encryption None metadata Conditional access | Smartcard
system [46] revocation
Unicast encryption Receiver metadata DRM [47], [48] Software
update
Multicast (A few encryption Sender and receiver metadata Group key thd

Internet

watcrmarking
schemes have been
proposed for

multicast data [49])

(depends on the
authentication type)

management [49]




A) DVDCCA (CSS)

* DVD Copy Control Association
—DVD A 3 F W2 (A Fmik & %)
* Content Scramble System (CSS): — & F £

* B&: BN EE4
* BAFK:
—ARE (&h) T2/
—FBAE B B AL
— LR AANABRERAST DX RF AL, NmBrib¥ B 6 & 55
* BAEBS: mIWHEFT AL
* 19994k Ak AR
* DeCSS: —B2AZBKENRENFHMBRITLTEL
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I PRALE T - Tk A

* CE:
— CAS (Conditional Access System) for DTV broadcasting
— CSS (Content Scramble System) for DVD
— SDMI (Secure Digital Music Initiative) for MP3 player
— DTCP (Digital Transmission Content Protection)
— CPRM (Content Protection for Removable Media)
—SVP (Secure Video Processor)
— HDCP (High Bandwidth Digital Content Protection)
— AACS (Advanced Access Content System) for NG-DVD

* IT DRM solution:
— Intertrust, ContentGuard etc
— Apple DRM for iPod and iTunes ( and Real Helix)
— Microsoft Media DRM
— Sun Microsystems DReaM: open source and royalty-free

* CE: cooperate under the flag of interoperability
— Coral Consortium: the end of 2004
— Marlin Joint Development Association: start of 2005

o827



7 %a 3 _ .
) AT — A

* MPEG IPMP
— MPEG-2 CAS interface to IPMP(Part11)
—MPEG-4 IPMP (Part 13)
— MPEG-21 IPMP

* OMA (Open Mobile Alliance)
— 2002, for mobile service
— OMA DRM 1.0 ,June 2004
— OMA DRM 2.0 ,Sep. 2005
— CMLA (Content Management Licensing Administrator)
* DMP (Digital Media Project)
—DMM, Sep.,2003, Leonardo Chiariglione
— Target: Interoperable DRM Platform
— Phase I specifications (for Portable Audio and Video Devices, PAVs)
— Phase II specifications (for Stationary Audio and Video Devices, SAVs)
— Phase II TRUs (Traditional Rights Usage)

* AVS DRM:
— Core Profile
—IPTV Profile, Broadcasting Profile, Adaptive Profile (OMA,DMP,IPMP etc.)
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=) =k KiE

* #E#F CW(Control Word)
* B I¥E# K & ECM(Entitled Control Message)

* BAEEH & EMM(Entitled Management
Message)

* Jmk/ B (Scrambling/Unscrambling)
* % /% (Encryption/Dectyption)
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K F wAT AR AT 69 B P A 4B
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AE B M T B X3k

e R—AMB RN G LEM L%, RLARET KT BB F4
N HF
o R—AW LR G ] F WL, AT MER ESOAIEN T

NI AR
Bl F LR S8 CRERRELARN L, IRBRERM
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RAEFm, RHABRRABIE QT B 6FERAZLLIR



R) &prippr e (2/8)

* AH AL EIFIN FHIEIK AR SR Conditonal Access System
— XK F RGBT T EHTH BT
- RIEXTAPREFTKELCATBGRERN, REMNFEZAPFHEE
- FEE2-AFLRANERLE
— 8 F BAR L&A R AW LA HFC M 4
- HFCR —ANHE oM, APpLxe) @@ L

o A ZRIAN WL SR W &2
- BWHEFENARAGEKZERAR T I H G
WALE) Bl 4 4L M LT, ZRA I MEE L
B Mk, wREBEBERNEY, FRERALEXES
BN L6,
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N) £33 EE (3/8)

* B—F: Hphik

— TR A KL —ANAEIFF] (CW, Control Word) %+ E A
)3 jﬁ?iﬁﬁﬁ% B ELIE R, 1A e FF R AT et B4Rz 5 it
¥ ELo

—FEWCH L R FEAFCW, BRI AL R ATALE B AL A R R

— RABBA P FRIEKBRCW, F oA RAT RS

—CWe R0 AR 8y, WARBZ DB, B ERFEFCVHITME,
FEFL 7P A 3% 69 & 58 AF o

—d TR B HEHCW? T4 R AR P 7 fe K BCWR?

lcw o jcw -
B gt = ﬁ> B
RIE 3% W3



RN) 43N B (4/8)

* B HES (CWHhE)
—%ziz%é) KRASK (MmZEE4R) SCWstATE, g G 8 HIE
ECM
— BNl RAARERSK, K5 ASKHECM#A®E, 25CW
o ATARAE RA AR P A R RSISK Qe E gty

l SK lSK
ECM CW
W s ; ECM e
lcw jcw

) -




SR (5/8)

* FEE BREE (SKin)

[rox o
EMM EMM
SK
l SK
cwG —%
CwW CW
R Bk



N) £33 000E 1 (6/8)

* BB BREE (SKn)

* H—BBRAPLEKRF[LKICF, EFTARER —AREA
PDK (/MNAS4) , K% 35%iE FIPDKASK# AT, & %
FKIEUEMME B X 3Tt . AR IER A 3 A iZPDK
& B P 7 % R %5 45 3| SK

PDK PDK
SK l EMM EMM l SK
> 7‘."7% > > ﬁ‘ r%:
PEE R

fa44 2%



KRR (7/8)

l PDK




ORI (8/8)

TheF
| pDK

__________________________________________________________________________________________________

fa58 7%



A HF CALCA & S T A2

.............. I}ﬂ)‘:j“% Bﬂi%‘;ﬁx

8 3R M R
1
i

TP
sa A | R | '

e

e bl

HF : 24
e || AR T AR




&
£
H %
=)
"f %
A A

)3
AP
PRGEK
1E R

5
‘f@i} ’?
1% 4% 4



A) AVS DRM £ %t A

......... ; AVS T {5 iRt 2
| @ 9
WS ) KRR T o B >

W ok
{ g

7 e | i s fth > 27 :’>

. i Btk Btk I i

SN S S— ,

<- o> BN IE & % <>

U% o Sfl Em




A) Microsoft DRM in Windows world
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creative
common

\
Step 2: Get a License
Based on your choices, we'll give you a license that clearly indicates how other

people may use your creative work.
Attribution

@ @ Attribution — Share Alike
Attribution — No Derivatives

Attribution — Non-Commercial

want to use your work for commercial purposes, they must contact

you for permission.
Share Alike. You let people create remixes and derivative works
based on your creative work, as long as they only distribute them
@ @ @ Attribution — Non-Commercial — Share Alike
® @ @ Attribution — Non-Commercial — No Derivatives

Step 1: Choose Conditions

Publishing under a Creative Commons license is easy. First, choose the
conditions that you want to apply to your work.

Attribution. You let people copy, distribute, display, perform, and
remix your copyrighted work, as long as they give you credit the way

you request. All CC licenses contain this property.
Non-Commerecial. You let people copy, distribute, display, perform,
and remix your work for non-commercial purposes only. If they

under the same Creative Commons license that your original work

was published under.
No Derivative Works. You let people copy, distribute, display, and

@ perform only verbatim copies of your work — not make derivative
works based on it. If they want to alter, transform, build upon, or

remix your work, they must contact you for permission.
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